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| |tcp.stxeam eq 2 ﬂ '] +

No. Time Source Destination Protocel  Length Info
727 2821-87-22 16:04:48.732474086 192.168.178.131 192.168.178.129 TCP 74 47818 =+ 1234 [SYN] Seq=0 Win=64248 Len=0 M55=146@ S
728 2821-87-22 16:04:48.733085369 192.168.178.129 192.168.178.131 TCP 74 1234 »+ 47818 [SYN, ACK] Seq=@ Ack=1 Win=65168 Len=@
729 2821-87-22 16:04:48.783461385 192.168.178.131 192.168.178.129 TCP 66 47818 » 1234 [ACK] Seq=1 Ack=1 Win=64256 Len=8 TSva
738 2821-87-22 16:04:48.783692012 192.168.178.131 192.168.178.129 TCP 1236 47818 + 1234 [PSH, ACK] Seg=1 Ack=1 Win=64256 Len=1
731 2821-87-22 16:04:48.783951974 192.168.178.129 192.168.178.131 TCP 66 1234 -+ 47818 [ACK] Seq=1 Ack=1171 Win=64128 Len=@ T
737 2821-87-22 16:05:904.848799959 192.168.178.131 192.168.178.129 TCP 66 47818 -+ 1234 [FIN, ACK] 5eq=1171 Ack=1 Win=64256 Le

741 2821-87-22 16:05:04.841336944 192.168.178.131 192.168.178.129 TCP 66 47818 + 1234 [ACK] Seq=1172 Ack=2 Win=64256 Len=@ T
M Wireshark - {585 TCP i (tcp.stream eq 2) - traffic.pcapng — O X

{"pid”: 4683, "proc_name": “"sshd™, "sshenc_addr": 94564229959488, "cipher_name": “"chacha2@-polyl385@openssh.com”™, "key™:
"f9ablebbdce2afdbafddidf20f7aadbecbc86abed3997363c375f4c33ebl0129Fec3c88d2503e7042a74d2144178571bf2c9402a547bae34ab95e88f4fd75ffe” =
"iv": "", "sshenc": {"name": 94564229888720, “cipher": 9456422825512@, “"enabled": @, "key_len": 64, "iv_len": @, "block_size": 8,
"key": 94564229878880, "iwv": 94564229883472}, "network_ connections™: [{"family": 2, “"fd": 4, "laddr": ["192.168.178.131", 22],
"raddr”: ["192 168.178. 129" 59192], "status”: "ESTABLISHED", "type" 1313}

{"pid”: 4603, “"proc_name": “sshd”, “sshenc_addr” 94564236@61646 “cipher_name”: "chacha2@-polyl3@5@openssh.com™, “key™: I
"ce-’le4e633315a6539cS'FAEFe?1be11c4ceca?5a?6688d4?1‘121add9F544?c8d2d494863c?a1@5-:924e4?9F1?19884?32'Fd31|_aaa5b4892ec4b@?bcae91d?b826ea“,
"iv": "", “"sshenc": {"name": 94564229888672, “cipher": 9454228255128, “enabled": @, "key_len": 64, "iv_len": @, "block_size": B,

"key": 94564229873184, “"iv": 94564230023680}, “network_connections”: [{"family": 2, "fd": 4, "laddr": ["192.168.178.131", 221,
“paddr”: ["192.168.178.129", 50192], "status": "ESTABLISHED", "type": 1}1}
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) F T B network-parserfi# & sshifi &

network-parser -p traffic.pcapng --popt keyfile=key.json --proto ssh -o ./11/

p2@p2-virtual-machine:~% cd 11
p2@p2-virtual-machine:~/11% 1s

stats_2021-09-02--14-55-27.txt
p2@p2-virtual-machine:~/11$ [}

15 Zlflag

p2@p2-virtual-machine:~/11/1 : $ cat 2021-07-22--08-03-02.txt |grep "flag"
flag 1lib 1ib64 swapfile

flag{a38aaa2a-3f77-402e-a23a-ad9d2c563fal}

p2@p2-vi 1-machine:~/11/192. 178.1293% |}

T H%z%%: https://blog.csdn.net/weixin_46081055/article/details/119888836
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