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[2021强网杯]BlueTeaming
解压得BlueTeaming改后缀BlueTeaming.zip,再解压得memory.dmp发现是内存镜像

根据题目提示 ·Powershell scripts were executed by malicious programs. What is the registry key that contained

the power shellscript content?·  先将注册表导出

volatility.exe -f C:\Users\shen\Desktop\附件\memory.dmp imageinfo  #得到策略Win7SP1x64
volatility.exe -f C:\Users\shen\Desktop\附件\memory.dmp --profile=Win7SP1x64 dumpregistry -D ./   #提取出注册表
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volatility.exe -f C:\Users\shen\Desktop\附件\memory.dmp --profile=Win7SP1x64 filescan 

根据题目提示找powershell发现有powershell日志文件

volatility.exe -f C:\Users\shen\Desktop\附件\memory.dmp --profile=Win7SP1x64 dumpfiles -Q 0x000000013d9a7640 -D 
./12/ -n 

导出日志文件有效的共四个

查看日志文件发现powershell脚本



在导出的注册表中搜索脚本找到flag： HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Communication
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