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output.txt
1776065048364992469709590302268716088859693217782110510805246340845169733314416449938980295736122900958530692640
3653045925365287558626794687783105514754691022710056649665814838183468303736613455384801190325125272647404766127
4223137727688689535823533046778793131902143444408735610821167838717488859902242863683
1457390378511382354771000540945361168984775052693073641682375071407490851289703070905749525830483035988737117653
9714284246123320209259266173955588681603806019124982999228259142295101669579104518417300289198838076344898341288
30801407228447221775264711349928156290102782374379406719292116047581560530382210049

rsa3.py
from flag import FLAG
from Cryptodome.Util.number import
import gmpy2

import random

e=65537
getPrime(512)
(gmpy2.next_prime(p))
pq
bytes_to_long(FLAG)
(m,e,n)

print(n)

print(c)
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factor(177606504836499246970959030226871608885969321778211051080524634084516973331441644993898029573612290095853
0692640365304592536528755862679468778310551475469102271005664966581483818346830373661345538480119032512527264740
47661274223137727688689535823533046778793131902143444408735610821167838717488859902242863683)

fac: factoring 1776065048364992469709590302268716088859693217782110510805246340845169733314416449938980295736122]
9009585306926403653045925365287558626794687783105514754691022710056649665814838183468303736613455384801190325125
2726474047661274223137727688689535823533046778793131902143444408735610821167838717488859902242863683

fac: using pretesting plan: normal

fac: no tune info: using gs/gnfs crossover of 95 digits

div: primes less than 10000

fmt: 1000000 iterations

Total factoring time = 0.6794 seconds

factors found

P155 133269090503574476435265858368339693780781470577230547014328421929887176493857314300950556223035495772334
95793715580004801634268505725255565021519817179293
P155 133269090503574476435265858368339693780781470577230547014328421929887176493857314300950556223035495772334
95793715580004801634268505725255565021519817179231

pqffifEyoulepy X EHiiEHe
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import gmpy2

p 133269090503574476435265858368339693780781470577230547014328421929887176493857314300950556223035495772334957
93715580004801634268505725255565021519817179293

q 133269090503574476435265858368339693780781470577230547014328421929887176493857314300950556223035495772334957
93715580004801634268505725255565021519817179231
c=14573903785113823547710005409453611689847750526930736416823750714074908512897030709057495258304830359887371176)
5397142842461233202092592661739555886816038060191249829992282591422951016695791045184173002891988380763448983412
8830801407228447221775264711349928156290102782374379406719292116047581560530382210049
N=17760650483649924697095903022687160888596932177821105108052463408451697333144164499389802957361229009585306926
4036530459253652875586267946877831055147546910227100566496658148381834683037366134553848011903251252726474047661
274223137727688689535823533046778793131902143444408735610821167838717488859902242863683

phin = (p-1)*(g-1)

d=gmpy2.invert(e,phin)
print(d)

(c,d,n)
print(m)

print( (m))
print( .fromhex( (m)[2:1))




BITRE

1142110340697533342134076532322394538183055540690133289094348258061535212792815766150851970390819896211244297276)
8902360002419925826186240372948581699098548699684783004877571490662028879663621214255323576437411112094114014989
5595289559560740951667825123772519353303069022288432998660657137564563315041240411393
893441512863695667867454629314548913750576288726628646106246575194731343607717680126106810553506844477056381
Px616374667b705F616e645F715f73686f756c645F6e61745f62655F736F5f636c6173655¥696e5f76616c75657d
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import sympy

import random

def myGetPrime():
A= getPrime(513)
print(A)
B=A-random.randint(1le3,1e5)
print(B)
return sympy.nextPrime((B!)%A)
myGetPrime()

myGetPrime()

myGetPrime()

pTq'r

(flag,e,n)

BIXBE BN TFe— TR T gxzy2020 f)—, HEFR T E/RBEE (Wilson's theorem) : HHMNLp NREH: (p-1)=-1
(modp ).

Brae Az B, FrLAE (B+1) FF| (A1) X—Btth LHBE TERBAR, RZBANTUBA -1 X —BHBE R, #mE
BT EHSE (B)%A .




from Crypto.Util.number import

from sympy import nextprime
A1=2185696345246163043734827843419143400006607675041902749385246351346986526206434083661383106660230095977263239
7773487317560339056658299954464169264467234407
B1=2185696345246163043734827843419143400006607675041902749385246351346986526206434083661383106660230095977263239
7773487317560339056658299954464169264467140596

A2-1646611311583922811976788789930882002574926093386344688822416716985761217866413954572634086740679075456022751
6013796269941438076818194617030304851858418927
B2-1646611311583922811976788789930882002574926093386344688822416716985761217866413954572634086740679075456022751
6013796269941438076818194617030304851858351026

return ans%P

invl=inverse(f(B1+1,A1-1,A1),A1)
ansl=((A1-1)*inv1l)%Al
p=nextprime(ansl)

inv2=inverse(f(B2+1,A2-1,A2),A2)
ans2=((A2-1)*inv2)%A2
g=nextprime(ans2)

e=0x1001
c=75700883021669577739329316795450706204502635802310731477156998834710820770245219468703245302009998932067080383
9775602997080604762220896302099726297559651403175260346804524833609173788122443658845271860563418886155643355607
6505355015575836227162233001743340302726112756122558591248477782958850121396111069045198762550270133148514163968
4356427316905122995759825241133872734362716041819819948645662803292418802204430874521342108413623635150475963121)
220095236776428
n=85492663786275292159831603391083876175149354309327673008716627650718160585639723100793347534649628330416631255
6609013075339099004314134475242623322326591530470679086934819471210690704515628224173576564321718709511846731325
5421369012330804269736196998636037506095470292065636414415414581283855836533417293593144142409627020614069181466
2318562696925767991937369782627908408239087358033165410020690152067715711112732252038588432896758405898709010342,
167882264362733

r=(n//p)//q
assert isPrime(r)

(r-1))
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from gmpy2 import
import hashlib

invert(p, q)
invert(q, p)

(inv_p p
n (a)
(inv_p p
n (c)

for i in (a, b, c, d):
print(bin(i)[2:])

(int(m,2))
md=hashlib.md5()
md . update(mc.encode(
md.hexdigest()
(flag)

88.[AFCTF2018]Single
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Jmgrida rva Lfmz (JRL) eu m ugajemf seny x1 enlxdomrexn uajiderc jxogarerexnu. Rvada mda rvdaa jxooxn rcqau x1 J
RLu: Paxgmdyc, Mrrmjs-Yalanja mny oekay.

Paxgmdyc-urcfa JRLu vmu m jxigfa x1 giaurexnu (rmusu) en dmnza x1 jmrazxdeau. Lxd akmogfa, Wab, Lxdanuej, Jdcqrx
, Benmdc xd uxoarvenz afua. Ramo jmn zmen uxoa gxenru lxd atadc uxftay rmus. Oxda gxenru lxd oxda jxoqfejmray rmi
usu iuimffc. Rva nakr rmus en jvmen jmn ba xganay xnfc mlrad uxoa ramo uxfta qdatexiu rmus. Rvan rva zmoa reoa €
u xtad uio x1 gxenru uvxwu cxi m JRL wenad. Lmoxiu akmogfa x1 uijv JRL eu Yaljxn JRL gimfu.

Waff, mrrmjs-yalanja eu mnxrvad enradaurenz seny xl1 jxoqarerexnu. Vada atadc ramo vmu xwn narwxds(xd xnfc xna vx
ur) werv tifnmdmbfa uadtejau. Cxid ramo vmu reoa 1lxd gmrjvenz cxid uadtejau mny yatafxgenz akgfxeru iuimffc. Ux,

rvan xdzmnehadu jxnnajru gmdrejegmnru x1 jxogarerexn mny rva wmdzmoa urmdru! Cxi uvxify qdxrajr xwn uadtejau 1x|
d yalanja gxenru mny vmjs xqgxnanru lxd mrrmjs gxenru. Veurxdejmffc rveu eu m ledur rcqa x1 JRLu, atadcbxyc snxw
u mbxir YAL JXN JRL uxoarvenz fesa m Wxdfy Jiq x1 mff xrvad jxogarerexnu.

Oekay jxogarerexnu omc tmdc gxuuebfa lxdomru. Er omc ba uxoarvenz fesa wmdzmoa werv uqajemf reoa 1lxd rmus-bmuay
afaoanru (a.z. IJUB eJRL).

JRL zmoau xlran rxijv xn omnc xrvad mugajru x1 enlxdomrexn uajiderc: jdcqrxzdmgvc, urazx, benmdc mnmfcueu, datad
ua anzanaadenz, oxbefa uajiderc mny xrvadu. Zxxy ramou zanadmffc vmta urdxnz useffu mny akgadeanja en mff rvaua

euuiau.

Tuimffc, 1fmz eu uxoa urdenz x1 dmnyxo ymrm xd rakr en uxoa lxdomr. Akmogfa mljrl{Xv_I 1xiny er neja_rDc}
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quipgiup s a fast and automated cryptogram solver by Eduwin Olson. It can solve simple substitution ciphers often found in newspapers, including puzzles like cryptoquips (in which word boundaries are preserved) and patristocrats (inwhi chwor dboun darie
saren t).

= Puzzle:
Qekay jxeqareremm one tnde gxaacbfa lxdomru. Er ome ba wxoarvens fesa wadznos werv uaajenf reos 1xd rmas—bauay afzeanry (a.z. ITUB eJRL).

JBL zmeaw xlran rxilv sn onne zevad migaizy xl enlzdemrexn waiiders: Jdeqrzzdmave, wrazx bennds mwdcves. datadis anzanaadenz, cmbefa uaiiders mny srvade. Zmay rancu zanadnffc wvata wdmz useffu oy skasdeaniz en nff
Tvaua suian

Tuinffec, Ifnz eu woa wedsnz gl dwxo ynen xd rakr en wroa Ixdonr. Sneqta mlirl fv T lxiny er_neja rDe} z
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0 -1.448 Capture the Flag (CTF) is a special kind of information security competitions. There are three common types of CTFs: Jeopardy, Attack-Defence and mixed. Jeopardy-style CTFs has a couple of questions (tasks) i

range of categories. For example, Veb, Forensic, Ciypto, Binary or something else. Team can zain some points for every solved task. More poinmts for more conplicated tasks wsually. The next task in chain can b
opened only after soms tean solve previous task. Then the game time is over sum of points shows you a CTF winer. Famous sxample of such CTF is Defcon CTF quals. Well. attack-defence is another interesting kir
of competitions, Here every teanm has own network (or omly one host) with vulnarable services. Your tean has time for patching your services and developing exploits usually. So, then organizers comects
participants of competition and the wargame starts! You should protect own services for defence pointe and hack ppomemts for attack poimts. Historically thic is a first type of CIFs, everybody knows shout DE
Q0N CTF - something like a Yorld Cup of all cther conpetitions. Mixed competitions may vary possible formats. [t may be something like warzame with special time for task-based elements (s.z. UCSE iCTF). CTF
ganes often touch mn many other aspects of informatiom security cryptography, stego, binary analysis, reverse engenssring, mobils security and others. Good teams generally have strong skills and experience i
2ll these isswes. Usually, flag is seme string of random data or text in some fomat. Example afctf([0h U found it nice thy]

I -3.331  Capture the Flag (CTF) is a special ?ind of infomation security conpetitions. There are three comnon types of CTFs: ?eopardy, Attac?-Defence and mixed. ?eopardy-style CTFs has a couple of Puestions (tas?s) i
n range of categories. For exanple, 7eb, Forensic, Crypto, Binary or scmething else. Team can gain some poimts for every solved tas?. More poirts for more complicated tas?s usially. The next tas? in chain can t
opened only after some tean solve previous tas?. Then the game tine is over sun of points sho?s you a CTF %iner. Famous exanple of such CTF is Defcon CTF fuals. %ell. attact-defence is another imteresting 7ir
of competitims. Here every tean has o™ netZor?(or only ome host) ?ith vulnarshle services. Your team has tine for patching your services and develeping exploits usally. So, then srzanilers comnects
| participants of competition and the %argame starts! You should protect ofn services for defence points and hac? cppoments for attac? points. Histarically this is a first type of CIFs, eversbody Mo?s shout Df
QON CTF - something 1i% 2 7orld Cup of all other conpetitions. Mived conpetitions may vary possible formats. Tt may be something 1i% ?argame 7ith special time for tas?-based elements (s.g. UCSB iCTE). CTF 7l

@ -1.448 Capture the Flag (CTF) is a special kind of information security competitions. There are three common t
ypes of CTFs: Jeopardy, Attack-Defence mixed. Jeopardy-style CTFs has a couple of questions (tasks) in

of categories. For example, Web, Forensic, Crypto, Binary something else. Team can gain some points for ever
y solved task. More points for more complicated tasks usually. The task in chain can be opened only after s
ome team solve previous task. Then the game time is over of points shows you a CTF winer. Famous example of
such CTF is Defcon CTF quals. Well, attack-defence is another interesting kind of competitions. Here every team
has own network( only one host) with vulnarable services. Your team has time for patching your services de|
veloping exploits usually. So, then organizers connects participants of competition the wargame starts! You
should protect own services for defence points hack opponents for attack points. Historically this is a firs
t of CTFs, everybody knows about DEF CON CTF someth like a World Cup of other competitions. Mixed
competitions may vary possible formats. It may be something like wargame with special time for task-based elemen
ts (e.g. UCSB iCTF). CTF games often touch on many other aspects of information security: cryptography, stego, b
inary analysis, reverse engeneering, mobile security others. Good teams generally have strong skills exp|
erience in these issues. Usually, flag is some string of random data text in some . Example afctf{Q
h_U _found_it_nice_tRy}

1 -3.331 Capture the Flag (CTF) is a special ?ind of information security competitions. There are three common t

ypes of CTFs: Peopardy, Attac?-Defence mixed. ?eopardy-style CTFs has a couple of ?uestions (tas?s) in

of categories. For example, ?eb, Forensic, Crypto, Binary something else. Team can gain some points for evenr
y solved tas?. More points for more complicated tas?s usually. The tas? in chain can be opened only after s
ome team solve previous tas?. Then the game time is over of points sho?s you a CTF ?iner. Famous example of
such CTF is Defcon CTF ?uals. ?ell, attac?-defence is another interesting ?ind of competitions. Here every team
has o?n net?or?( only one host) ?ith vulnarable services. Your team has time for patching your services de|
veloping exploits usually. So, then organi?ers connects participants of competition the ?argame starts! You
should protect o?n services for defence points hac? opponents for attac? points. Historically this is a firs
t of CTFs, everybody ?no?s about DEF CON CTF something li?e a ?orld Cup of other competitions. Mixed
competitions may vary possible formats. It may be something li?e ?argame ?ith special time for tas?-based elemen
ts (e.g. UCSB iCTF). CTF games often touch on many other aspects of information security: cryptography, stego, b
inary analysis, reverse engeneering, mobile security others. Good teams generally have strong s?ills exp|
erience in these issues. Usually, flag is some string of random data text in some . Example afctf{Q
h U found_it nice_ tRy}

2 -3.341 Capture the Flag (CTF) is a special ?in? of information security competitions. There are three common t
ypes of CTFs: Peopar?y, Attac?-?efence an? mixe?. Peopar?y-style CTFs has a couple of ?Puestions (tas?s) in

of categories. For example, ?e?, Forensic, Crypto, ?inary something else. Team can gain some points for e?enr



https://quipqiup.com/

y sol?e? tas?. More points for more complicate? tas?s usually. The tas? in chain can ?e opene? only after s
ome team sol?e prer?ious tas?. Then the game time is orer of points sho?s you a CTF ?iner. Famous example of
such CTF is ?efcon CTF ?uals. ?ell, attac?-?efence is another interesting ?in? of competitions. Here e?ery team
has o?n net?or?( only one host) ?ith ?ulnara?le ser?ices. Your team has time for patching your ser?ices an? ?e
?eloping exploits usually. So, then organi?ers connects participants of competition an? the ?argame starts! You
shoul? protect o?n ser?ices for ?efence points an? hac? opponents for attac? points. Historically this is a firs
t of CTFs, elery?o?y ?no?s arout PEF CON CTF something li?e a ?orl? Cup of other competitions. Mixe?
competitions may ?ary possi?le formats. It may ?e something li?e Pargame ?ith special time for tas?-?ase? elemen
ts (e.g. UCS? iCTF). CTF games often touch on many other aspects of information security: cryptography, stego, ?
inary analysis, relerse engeneering, mo?ile security an? others. Goo? teams generally ha?e strong s?ills an? exp
erience in these issues. Usually, flag is some string of ran?om ?ata text in some . Example afctf{Q
h_U_foun?_it_nice_tRy}

3 -3.344 Capture twe Flag (CTF) is a special ?ind of information security competitions. Twere are twree common t
ypes of CTFs: ?eopardy, Attac?-Defence mixed. ?eopardy-style CTFs was a couple of ?uestions (tas?s) in

of categories. For example, ?eb, Forensic, Crypto, Binary sometwing else. Team can gain some points for even
y solved tas?. More points for more complicated tas?s usually. Twe tas? in cwain can be opened only after s
ome team solve previous tas?. Twen twe game time is over of points swo?s you a CTF ?iner. Famous example of
sucw CTF is Defcon CTF ?uals. ?ell, attac?-defence is anotwer interesting ?ind of competitions. Were every team
was o?n net?or?( only one wost) ?itw vulnarable services. Your team was time for patcwing your services de|
veloping exploits usually. So, twen organi?ers connects participants of competition twe Pargame starts! You
swould protect o?n services for defence points wac? opponents for attac? points. Wistorically twis is a firs
t of CTFs, everybody ?no?s about DEF CON CTF sometwing lire a ?orld Cup of otwer competitions. Mixed
competitions may vary possible formats. It may be sometwing lire ?argame ?itw special time for tas?-based elemen
ts (e.g. UCSB iCTF). CTF games often toucw on many otwer aspects of information security: cryptograpwy, stego, b
inary analysis, reverse engeneering, mobile security otwers. Good teams generally wave strong s?ills exp|
erience in twese issues. Usually, flag is some string of random data text in some . Example afctf{Q
w_U found_it_nice_ tRy}

4 -3.344 Capture the Flag (CTF) is a special ?ind of information security competitions. There are three common t
ypes of CTFs: Peopardy, Attac?-Defence mixed. ?eopardy-style CTFs has a couple of ?uestions (tas?s) in

of categories. For example, ?e?, Forensic, Crypto, ?inary something else. Team can gain some points for e?enr
y sol?ed tas?. More points for more complicated tas?s usually. The tas? in chain can ?e opened only after s
ome team sol?e pre?ious tas?. Then the game time is o?rer of points sho?s you a CTF ?iner. Famous example of
such CTF is Defcon CTF ?uals. ?ell, attac?-defence is another interesting ?ind of competitions. Here e?ery team
has o?n netror?( only one host) ?ith ?ulnara?le ser?ices. Your team has time for patching your ser?ices de|
?eloping exploits usually. So, then organi?ers connects participants of competition the ?argame starts! You
should protect o?n ser?ices for defence points hac? opponents for attac? points. Historically this is a firs
t of CTFs, erery?ody ?no?s ar?out DEF CON CTF something li?e a ?orld Cup of other competitions. Mixed
competitions may ?ary possi?le formats. It may ?e something life ?argame ?ith special time for tas?-?ased elemen
ts (e.g. UCS? iCTF). CTF games often touch on many other aspects of information security: cryptography, stego, ?
inary analysis, re?erse engeneering, mo?ile security others. Good teams generally ha?e strong s?ills exp|
erience in these issues. Usually, flag is some string of random data text in some . Example afctf{Q
h_U_found_it_nice_tRy}

5 -3.345 Capture the Fla? (CTF) is a special ?ind of information security competitions. There are three common t
ypes of CTFs: Peopardy, Attac?-Defence mixed. ?eopardy-style CTFs has a couple of ?uestions (tas?s) in ran?e
of caterories. For example, ?eb, Forensic, Crypto, Binary somethin? else. Team can ?ain some points for ever
y solved tas?. More points for more complicated tas?s usually. The tas? in chain can be opened only after s
ome team solve previous tas?. Then the ?ame time is over of points sho?s you a CTF ?iner. Famous example of
such CTF is Defcon CTF ?uals. ?ell, attac?-defence is another interestin? ?ind of competitions. Here every team
has o?n net?or?( only one host) ?ith vulnarable services. Your team has time for patchin? your services de|
velopin? exploits usually. So, then ?ani?ers connects participants of competition the ?ar?ame starts! You
should protect o?n services for defence points hac? opponents for attac? points. Historically this is a firs
t of CTFs, everybody ?no?s about DEF CON CTF somethin? li?e a ?orld Cup of other competitions. Mixed
competitions may vary possible formats. It may be somethin? li?e ?ar?ame ?ith special time for tas?-based elemen
ts (e.?. UCSB iCTF). CTF ?ames often touch on many other aspects of information security: crypto?raphy, ste?o, b
inary analysis, reverse en?eneerin?, mobile security others. ?ood teams ?enerally have stron? s?ills exp|
erience in these issues. Usually, fla? is some strin? of random data text in some . Example afctf{Q
h U found_it nice_ tRy}

6 -3.345 Capture the Flag (CTF) is a special ?ind of information security competitions. There are three common t

ypes of CTFs: Peopardy, Attac?-Defence mir?ed. ?eopardy-style CTFs has a couple of Puestions (tas?s) in




0 ategories. For erar 7er ensic, YpPLO, Binary ometning else. leanm g [ or eve
y solved tas?. More points for more complicated tas?s usually. The ne?t tas? in chain can be opened only after s
ome team solve previous tas?. Then the game time is over of points sho?s you a CTF ?iner. Famous e?ample of
such CTF is Defcon CTF ?uals. ?ell, attac?-defence is another interesting ?ind of competitions. Here every team
has o?n net?or?( only one host) ?ith vulnarable services. Your team has time for patching your services de|
veloping e?ploits usually. So, then organi?ers connects participants of competition the ?argame starts! You
should protect o?n services for defence points hac? opponents for attac? points. Historically this is a firs
t of CTFs, everybody ?no?s about DEF CON CTF something li?e a ?orld Cup of other competitions. Mired
competitions may vary possible formats. It may be something li?e P?argame ?ith special time for tas?-based elemen
ts (e.g. UCSB iCTF). CTF games often touch on many other aspects of information security: cryptography, stego, b
inary analysis, reverse engeneering, mobile security others. Good teams generally have strong s?ills e’p
erience in these issues. Usually, flag is some string of random data te?t in some . E?ample afctf{O
h_U_found_it_nice_tRy}

7 -3.357 Capture twe Fla? (CTF) is a special ?ind of information security competitions. Twere are twree common t
ypes of CTFs: ?eopardy, Attac?-Defence mixed. ?eopardy-style CTFs was a couple of ?uestions (tas?s) in ran?e
of cate?ories. For example, ?eb, Forensic, Crypto, Binary sometwin? else. Team can ?ain some points for even
y solved tas?. More points for more complicated tas?s usually. Twe tas? in cwain can be opened only after s
ome team solve previous tas?. Twen twe P?ame time is over of points swo?s you a CTF ?iner. Famous example of
sucw CTF is Defcon CTF ?uals. ?ell, attac?-defence is anotwer interestin? ?ind of competitions. Were every team
was o?n net?or?( only one wost) ?itw vulnarable services. Your team was time for patcwin? your services de|
velopin? exploits usually. So, twen ?ani?ers connects participants of competition twe ?arrame starts! You
swould protect o?n services for defence points wac? opponents for attac? points. Wistorically twis is a firs
t of CTFs, everybody ?no?s about DEF CON CTF sometwin? lire a ?orld Cup of otwer competitions. Mixed
competitions may vary possible formats. It may be sometwin? lire ?ar?ame ?itw special time for tas?-based elemen
ts (e.?. UCSB iCTF). CTF ?ames often toucw on many otwer aspects of information security: crypto?rapwy, ste?o, b
inary analysis, reverse en?eneerin?, mobile security otwers. ?ood teams ?enerally wave stron? s?ills exp|
erience in twese issues. Usually, fla? is some strin? of random data text in some . Example afctf{Q
w_U found_it_nice_ tRy}

8 -3.357 Capture twe Flag (CTF) is a special ?ind of information security competitions. Twere are twree common t
ypes of CTFs: Peopardy, Attac?-Defence mi?ed. ?eopardy-style CTFs was a couple of ?uestions (tas?s) in

of categories. For erample, ?eb, Forensic, Crypto, Binary sometwing else. Team can gain some points for ever
y solved tas?. More points for more complicated tas?s usually. Twe ne?t tas? in cwain can be opened only after s
ome team solve previous tas?. Twen twe game time is over of points swo?s you a CTF ?iner. Famous e?ample of
sucw CTF is Defcon CTF ?uals. ?ell, attac?-defence is anotwer interesting ?ind of competitions. Were every team
was o?n net?or?( only one wost) ?itw vulnarable services. Your team was time for patcwing your services de|
veloping e?ploits usually. So, twen organi?ers connects participants of competition twe ?argame starts! You
swould protect o?n services for defence points wac? opponents for attac? points. Wistorically twis is a firs
t of CTFs, everybody ?no?s about DEF CON CTF sometwing lire a ?orld Cup of otwer competitions. Mired
competitions may vary possible formats. It may be sometwing li?e ?argame ?itw special time for tas?-based elemen
ts (e.g. UCSB iCTF). CTF games often toucw on many otwer aspects of information security: cryptograpwy, stego, b
inary analysis, reverse engeneering, mobile security otwers. Good teams generally wave strong s?ills er?p
erience in twese issues. Usually, flag is some string of random data te?t in some . E?ample afctf{Q
w_U_found_it_nice_tRy}

9 -3.358 Capture twe Flag (CTF) is a special ?ind of information security competitions. Twere are twree common t
ypes of CTFs: Peopardy, Attac?-Defence mixed. ?eopardy-style CTFs was a couple of ?uestions (tas?s) in

of categories. For example, ?e?, Forensic, Crypto, ?inary sometwing else. Team can gain some points for e?enr
y sol?ed tas?. More points for more complicated tas?s usually. Twe tas? in cwain can ?e opened only after s
ome team sol?e pre?ious tas?. Twen twe game time is orer of points swo?s you a CTF ?iner. Famous example of
sucw CTF is Defcon CTF ?uals. ?ell, attac?-defence is anotwer interesting ?ind of competitions. Were e?ery team
was o?n net?or?( only one wost) ?itw Pulnara?le ser?ices. Your team was time for patcwing your ser?ices de|
?eloping exploits usually. So, twen organi?ers connects participants of competition twe Pargame starts! You
swould protect o?n ser?ices for defence points wac? opponents for attac? points. Wistorically twis is a firs
t of CTFs, erery?ody ?no?s a?out DEF CON CTF sometwing li?e a ?orld Cup of otwer competitions. Mixed
competitions may ?ary possi?le formats. It may ?e sometwing li?e ?argame ?itw special time for tas?-?ased elemen

ts (e.g. UCS? iCTF). CTF games often toucw on many otwer aspects of information security: cryptograpwy, stego, ?

inary analysis, re?erse engeneering, mo?ile security otwers. Good teams generally wa?e strong s?ills exp|
erience in twese issues. Usually, flag is some string of random data text in some . Example afctf{Q
w_U found_it nice_tRy}




MR T afctfOh_U_found_it_nice tRy}
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A=(((y%X)**5)%(x%y))**2019+y**316+ (y+ 1)/x
p=next_prime(z*x*y)

g=next_prime(z)

A=
268334918267871452424746951279347600986101478100492490548412748030816
137776819286806156188657704664643236212896068148746342741417611448688
583069395940498974322910351692443251272419565442570345361271031058716
441703587830839067661259284875028758731812942419520862344029464781736
774087821194914752628709129830748050289746227910257255682223166943827
931747482847908971904638641197110544872391059471041809397704417994980
037322435472917983339321982778938907886929021756951123086896764796308
945059425881514636218725085516689755305607374456294614847206833416744
5499314471518357535261186318756327890016183228412253724

n-=
117930806043507374325982291623027285148807239117987369609583515353889
814856088099671454594540816761242974462268435911765045576377767711593
100416932019831889059353166946263184861287975722954992219766493089630
8106876984781113645362450398009234556085330943125568377741065242183073
882558834603450862598066786475299918395341014877416901185392905676043
795425126968745185649565106322336954427505104906770493155723995352318
346714944184577894150229037758434597242564815299174950147754426950251
419204917376517360505024549691723683358170823416757973059354784142601
436519500811159036795034676360028928301979780528294114953347127
p=08428680456813909345397399592018475522849801799588796679330784539509
685661516621472670062935717654631372705941511586957789861651113804288
065455935880758365331313084230014618714412959584843421568667416268583219
428893699123920518826209949442419871530781563894703701955142858507365
41078623854327959382156753458569)

REFEEEAATAKIERS TNC

&
R — FAEL AN

x | [ =T -coonEE % [l RoarCTF2019RSA- CSDN? X | @ [RoarCTF2019IRSA Bi/55 X | [ RoarCTF2019 RSA pondz! X | [Bl [RoarCTF20191RSA Bi55 X | O il - TEETH

Search Sequences Report results Eactor tables Status Downloads Login

117930806043507374325982291 7285148807239117%¢ 1535388981 1454394340816761 | Factorizel | (2)
[as]

Result:
I status (7) digits number
B 615 (show) 1179308060..27 15> = 8428680456..69. 306> - 1399160955...83 300>

More information
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http://factordb.com/index.php?query=86934482296048119190666062003494800588905656017203025617216654058378322103517

import gmpy2

q 842868045681390934539739959201847552284980179958879667933078453950968566151662147267006293571765463137270594
1511386957789861651113804288065455935880783653313130842300146187144129595848434215866741626883219428893699123920
31882620994944241987153078156389470370195514285850736541078623854327959382156753458569

p 139916095583110895133596833227506693679306709873174024876891023355860781981175916446323044732913066880786918
62908902349931170340848915118188656853562100864499797198218242670659255129108400798338791100626144251963540545709
77292515085160744169867410973960652081452455371451222265819051559818441257438021073941183

c=41971850275428383625653350824107291609587853887037624239544762751558838294718672159979929266922528917912189124]
7132736739480514642265196058037451713407243437058321985546801967986232638066179980724960260199404763249716969285
5115937197020736574151706429595637680929727254180064774788517090573786856800010102914392379200348679327819705132,
6716680212726111099439262589341050943913401067673851885114314709706016622157285023272496793595281054074260451116
2138159348433178948988832153622895993661010180815132151207282971313524390669304522818294465865620622425273296725
75620261776042653626411730955819001674118193293313612128

N=11793080604350737432598229182302728514880723911798736960958351535388981485608809967145439434081676124297446226
8435911765045576377767711593100416932019831889059333166946263184861287975722954992219766493089630810876984781113
6453624503980092345560853309431255683777410652421830738825588346034308625980667864752999183953410148774169011853
92905676043795425126968745185649565106322336954427505104906770493155723995382318346714944184577894156022903775843
4597242564815299174950147754426950251419204917376517360505024549691723683358170823416757973059354784142601436519
500811159036795034676360028928301979780528294114933347127

e=65537

phin = (p-1)*(q-1)

d=gmpy2.invert(e,phin)

print (hex(m))
print( .fromhex(hex(m)[2:]))

BITRE
8599589881775512182490339390302384847126810744233969198532121090013876515514061191844004921719994842305490870513
6826880258908633192226330687534143784850786245106307099225133962814171533637778326481845442321992947664719004853
9278805029351560101212744826887241218280590799690114110729314081810416033936818232121737223480952384234472254960
4286239338414176997138752498663184064331483582259621245748238876057665171100280468834141443144340932719393320666
9179048022566244019931295809893893457165624563454551217020906061061854657248221799501001805487219916158911768825
67105125169912160252167465495939533501038099782250065
2222445378180646636797706006131586301300018090566246580838853918878845
Ox526161724354467b776d2d6c316c316c6c316c316c316c3131316c6¢7d

b
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B MyLkTaP3FaA7KOWTmKkVjWjVzKjdeNvTnAjoHIZOIvTeHbvD==
JASGBWcQPRXEFLbCDIImnHUVKTYZdMovwipatNOefghg56rs****kxyz012789 +

oh holy shit, something is missing...

B, X, BFRETIT.

$e&— TFbasedwmig /> T A MU 4L

import string

S

for i in string.ascii_letters + string.digits:
if(i in s):

print(i)

A —T

from Crypto.Util.number import
from gmpy2 import

from functools import

import sympy

import itertools

def My base64 encode(inputs, s):
bin_str [1]
for i in inputs:
X ( ( (i))).replace( c
bin_str.append( . (x))

outputs
nums (4]
while bin_str:
temp_list bin_str[:3]
if ( (temp_list) 3):
nums E] (temp_list)
while (temp_list) 3:
temp_list [ 8]
temp_str .join(temp_list)

temp_str_list [1]
for i in (0, 4):
temp_str_list.append( (temp_str[i

if nums:

temp_str_list = temp_str_list[0:4 - nums]

for i in temp_str list:
outputs s[i]
bin_str bin_str[3:]




outputs)

My base64_decode(inputs, s):
bin_str []
for i in inputs:
if i
X ( (s.index(i))).replace(

bin_str.append( . ©9))

outputs

nums inputs.count(

while bin_str:
temp_list bin_str[:4]
temp_str .join(temp_list)

if ( (temp_str) 8 9):
temp_str = temp_str[0:-1 nums 2]
for i in (o, ( (temp_str) 8)):
outputs ( (temp_str[i 8: (1 1)
bin_str = bin_str[4:]

print( outputs)

s s P 1
(itertools.permutations(h, 4))
i in hil:
m .join(1)
s
input_str

My base64_decode(input_str, s)




Decrypted String:
wctf2220{bape64_p vOry e@py_and_fuN}
Decrypted String:
wctf2320{bape64_p vOry e@py_and_fuN}
Decrypted String:
wctf2120{bape64_p veOry e@py_and_fuN}
Decrypted String:
wctf2120{bape64_p veOry e@py_and_fuN}
Decrypted String:
wctf2320{bape64_p veOry e@py_and_fuN}
Decrypted String:
wctf2220{bape64_p veOry e@py_and_fuN}
Decrypted String:
wctf2220{baqe64_q_viry e@qy_and_fuN}
Decrypted String:
wctf2320{baqe64_q_viry e@qy_and_fuN}

wctf2120{base64 _1s v3ry e@sy_and_fuN}
Decrypted String:
wctf2320{bare64_!r_v2ry e@ry_and_fuN}
Decrypted String:
wctf2220{base64 1s v3ry e@sy_and_fuN}
Decrypted String:
wctf2020{baqe64 _q_viry e@qy_and_fuN}
Decrypted String:
wctf2020{baqe64_q_viry e@qy_and_fuN}

wctf2020{base64 1s v3ry e@sy_and_fuN}
Decrypted String:
wctf2020{bare64_!r_v2ry_e@ry_and_fuN}
Decrypted String:
wctf2020{base64_1s_v3ry_e@sy_and_fuN}
Decrypted String:
wctf2320{bage64_q_vilry_e@qy_and_fuN}
Decrypted String:
wctf2220{bage64_q_vilry_e@qy_and_fuN}
Decrypted String:
wctf2320{bare64_!r_v2ry_e@ry_and_fuN}
Decrypted String:
wctf2220{base64_1s_v3ry_e@sy_and_fuN}
Decrypted String:
wctf2120{bare64_!r_v2ry_e@ry_and_fuN}
Decrypted String:
wctf2120{base64_1s v3ry_e@sy_and_fuN}

REAE X B

Decrypted String:
wctf2220{base64_1s_v3ry_e@sy_and_fuN}

2 B 18 5
flagfu ZE R




91.[HDCTF2019]together

BE

&

H

XHE HEE B0 EFN  EEIH)
O+rRCXI3aTB6P1rYIOPUdalUp6ujpwEq4120CoWA
+HIL8xxGtgY6N5gprOguZvaZgOEAMFnBxOqMdVNNBIGgnhmXtt1ZWydPqlcHvlf
wpd/Lyd0XSjXnjaz3P3vOQvR7 1cD/uXyBAOXPzmnTIMgEhuGJVFmM8minOL/2ql7wg/
ZTw1+4mOmi655)1XeCiG23ukDvbl9bZugfGvWCalKKXWDP31nLbp0ZN20obUs6jEA
alqVTaXeM4My+sks
+0VVHATrAUuCrmMwVEivgl)/nS6ymGVERN6Ohnzyr168knEBKOVjOFAOX3YLfppM
M+XbOGHeqdKIRLpMvgFXDMGQINT3w="=]|

| 70 myflag - i3=% - O ><I

| % ]

2L N O

7 myflagl - 254 - O *®

XHE HEE B0 EFN  EEIH)
R3Noy6r3wLItytAmb4FmHEygoilucEEZbO3ZYXx5JNO3HNpBLDx7fXd2fl
+UL5+T1RCs/y0gITGURWWD1G66eNLzGWNpAKiVj6I7TRIUIIZPcm3NvFeAFwI9UsVR
Eyh7zIV6sI9ZP8I/2GVDorLAz5ULW
+T0OINGhIJmZm8FL/aDnlfTEIhQ87LPicWpXYoMtyr6WrxjK6Ontn8BqCtOEjQ7TeXZh
XIHAVTPWDmFdmOgaqdVIT+LZemTgLNESWM5nn4g5S3aFDFwj1YiDYI0/
+8etvKfOrfoKOwR0OCxsRHagwdUUTESSECHLMMGCxCkDZn3SzmmA6Nb3IgleSgG

|8P1A=-]|

=

= —~




| pubkeyl.pem - iD= - O
MiHE #£5E EROQ EENV EEH

MIIBITANBgkqhkiG9wWOBAQEFAAOCAQ4AAMIIBCQKCAQB1gLiqKtKVDprtS
+NGGN++
g7jLgDJoXMIPRRczMBAGJIRsz5Dzwtt Tulr0s5yuRdaufiYeUbsYIKk92b3yygl

“ FvaYCzjdqBF 2EyTWGVE7PL5Ih3rPUfxwQF gDR8ERIH5x +Ob8rjlkftljHTBt1Th)

JXvDBumXpQKGcBlknRaR9dwR1gq8GUS58/glk5ND3eCTAadhrhLByWkHbFArxalx4Q
g8s27Ue8IDc/N6VI3EOFbKbqqqtDmhniF6jdXQDAIWWT px6+jmzxICloVHA2MBs
ZCcQhvklWtuKz41YL4+iUpMKGHIhY 1vCqFx2EzD4XIjFLPSrk7 + 9+ CoyTulVL/D
AgMACRO=

————— END PUBLIC KEY-----

| pubkeyz.pem - iD= - O
) 4REE(E) 1BTL0) EEV) E#EIH)

MIIBIDANBgkqhkiGIwOBAQEFAAOCAQOAMIIBCAKCAQB1qLigKIKVDprtS

0| +NGGN++

g7jLgDJoXMIPRRczMBAGJIRsz5Dzwtt Tulr0s5yuRdaufiYeUbsYIKk92b3yygl

| Fva¥YCzjdgBF2EyTWGVE7PL5Ih3rPUfxwQFqDRSEhIH5x+Ob8rjlkftljHTBt1Th)

JXvDBumXpQKGcBlknRaR9dwR1gq8GUS58/glk5ND3eCTAadhrhLByWkHbFArxalx4Q
q8s27Ue8IDc/N6VI3ZEOFbKbqqqtDmhniF6jdXQDAIWWT px6+jmzxICloVHA2MBs
ZCcQhvklWtuKz41YL4+iUpMKGHIhY 1vCqFx2EzD4XIjFLPSrk7 + 9+ CoyTulVL/D
AglbJQ==

————— END PUBLIC KEY-----

2 e = OO N =T




BRHRANGERPNFTRRNAE

2k Bbaseff % A ik

& 25 H R At B EKE Y B AT

—BEGIN PUBLIC EET——o

MIIEIDANEzk qhkiGHvOBAGERAADCAQ0ANT TRCARCAQR] ql i gE tEVDD £ S+NGGIH+H

27 iLaDT o¥MIEER czME

AT TRzziDzwttlul
FvafCzidqBF2Ey TPLA1hATET

0

L

TEyDEunfpgEGeR IknkaRY dwR1aBGUEE /2 ThAND JeC TAadhr LB W HEFAx x.

AgTbIG=

END PUBLIC EET——

FER

DERf&TL

RSA
2047
23333

14553081277902411240591 7195822654 372989 416068509894 3265552807674
T44922TT998525590T425115034 7604658701 TT3951 5990983662 48661557113
01522156604130550199645163862438941 7059956926 23805594 TAE 0T 400549
S4E0 332932 T330069861076234991445886141006945181 500941057114 3898
06306254 THI0TEE 205 T42329892530T31 44558 4493406516 207849720 T9971
GA9ATAL0236052T 21086 TI2T42300108316912740215799818 34425 233644803
33742655311 728564302031931424407237000T 2003553040000 352744 26363780
TaAT1G20464 298061760 35616570520 2226400137897 TG22TE 5488326501654
202420466R91022723268T655413201111523316192606 370230314 305451635
184461341888151131004 43559420505 7634959259

308201 2030040609 22864886 7001010105000 382010400305 2010802820100 75 a8bBaa?ad 29509 ae ddbe 346 18df be abbBeb aB 3268000941 451 733301006 24846
cof90f302dbTibalaf 4b39caef 1170ab3 89873 4eacti0B 2adf THGE Teb2B0b16£4980b 38 ddal11761324d61951 3b5cbetBE T Tacf 51 cT040528 34 Tc1 2120 Te T1£ 68
fraed¥64Ted22314306d45384320The308e99 7200286 7012249416911 5d 011482 06559 3805953934 3dde093012T612e1 20109690 Toc502be 02T 1e10abch 36654
The943T3£3 720 7dde43858db29banaaad)ebBE TEE0ea TAT403008 c 164690 Taf 2390 30650892151dddE c0f cb42T10861 920 0adbBacf 821821 82202950218 T96 163

Obc2alicT61330£85c896 314b 3 daedef ef TelalcB3bERH4bE c 302025025

——BEGIN PUBLIC KET——
NIIBTTANEzkqbkiGIvORAERALOC A 4ANT TRCOKCAQR ] L1 gE KV Dy £ 3HIGEIH-+

aflilabTe

FMIPER ez MBACT IRz 0D zwttluly
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SR
mgEEA  RSA
=ERE 2047
PN(e) 2333
PN()

1485308127T90241 1240991 T195322654 372982416068 502894 3265592807374
T44922 77995323895 7420119034 7604658701 773991599090 36624865 1557113
01522156604130550199645165062430941 10553569 2625599594 7850 7400549
945093329327 33056986107653499144588614105694518150594105711 43398
3063306254 76307352056742399892535731 44558449 3466016207345 72070971
SHOTA10Z36652T2TORGTE2T4230010831691274021575001834420233644803
BAT4265311728564 30263199 1424407297555720035 3546060352 74426363786
THET1620464298861 TR0 306165T0890229646013789 737628 T85400 326501604
202425486831022723268T6854132011115255161926063T0 250314 3054516586
134461341833151131004435594 25057634959299

—
DER?EL 30820120300d060922364886£ TOAD1010105000 382010400308 20 108028201007 5a8bB aa2ad 29509 aed4be 34618 df beabbBchal 3208 90c24f 451 733301006 24546

cof90f 3c2dbTibalaf 4b3%caef 1170ab3fE98794e acti0E 2adf THGL Tob 280b 166930038 ddal 1176152481991 53b53cbetiE T Tact 0 1f cT0405a034Tc12120Te T1E 86
fraed964Ted2231d306dd5554925Thei06e93T200286T012249d168911 5dc11d8af 06539E 3£R08339543dde093012 1612120108690 T8 050252971210 abch 3665 4
TheB4373£37a57ddc43358db2%b aaaaad0eBE 783522375 7403008: 164280 Taf a39b3 06508921 51dddB 06 642710869255 adbB acf B 2182£BF 2252930218726 163
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import base64
1

import Crypto.Util.number

cl=Crypto.Util.number.bytes to_long(base64.b64decode(f1))

c2=Crypto.Util.number.bytes to_long(base64.b64decode(f2))
N=14853081277902411240991719582265437298941606850989432655928075747449227799832389574251190347654658701773951599
0983662486615971130152215660413055019964516386243894170559569262385959478857400849948093829327335569861076534991
4458861410569451815059410571143898306930625476307882057423998925357314455844934668162078497907997155997610236652
7270867527423001083169127402157598183442923364480383742653117285643026319914244072975557200353546060352744263637
8675571620464298861760356165705902296460137897376297854883265016542024294668910227232687688413201111523816192606
37023031430545168618446134188815113100443559425057634959299

import binascii
def exgcd(m, n, x, y):
if n Q:
X 1
y (4]
return (m, x, y)
b=1

X
y
return (d, x, y)
ans=exgcd(el,e2,0,0)

m=(gmpy2.powmod(cl,s1,n)*gmpy2.powmod(c2,s2,n))%n
print(binascii.unhexlify( (m)[2:1))
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"l flag.enc - =% - O x
MEE #EE B0 EEN EEH
GVd1d3vilXFfcHapEYuo5fAvliUS83adrtMW/MgPwxVBSI46joFCQ1plenIDGFLT19K/3P
vChV6n5QGohzfVyz275GdTlaknxvHDUGT5HCukokyPwK/1EYU7NzrhGE7)5jPdi0Aj7
xi/OdxyOhGMgpaBLd/nL3N806i9pcdGg308500IciBG/6/xdfN3SzSSIMYINSnfZZMS
g3xDDvz4YB7TcTBhdikdwYhuC77gmT
+HWOv5gLTNQ3EkZs5N3EAopy11zHNYUS0yv1jtFGcluNPyXYttU5qU33jcp0Wuzna
c+t+AZHeSQy5vk8DyWorSGMIS +J4KNGSVIDs12EqXEqq)OuA==

L

i

L = W Y e

7| publickey - @54 - O *®
IHE $EE B0 EEV RN

MIIBJDANBgkqhkiG9wWOBAQEFAAOCAREAMIIBDAKCAQMIsYv184ldfRcjeGa7lUc/4
3plkU3SevEATCZXIfA44bUbBY crf93xphg2uR5HCFM + EheggnybplKI3gokGA4ry
tcMUS/PPENpdpVE+U4Hz4lcgOaOmIIEWZ4smH7LWudMIOekqFTs2dWKbqgzIC59
NeMPfu9awoQ15fQzljhvcz9GhLgb373XDcn298ueAS0KK6Pek +3qJ8YS|ZQMIFT
+ElehFdQ6ytevALcFc4CB1B6gVCGOT7hICngCjdYpeZRNbGM/r6ED5Nsozof1oMbt
Si8mZEJ/VIx3gathkUVihoy/ +jlScjdM7AFV5TkRidtOLkwosDoPoRz/sDFz0qTIM
5q5TAGMBAAE=

————— END PUBLIC KEY-----
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BB Bk R — A base— AR

BUUCTF x | @ FEMIRSA- CSDNEE X [8 buumHafRSA- CSDNIZE X SSITEEE T BT x @ factordb.com X | (@) Base64MEHG Baseb4miE U X | () [AFCTR2018]AT#0RSA - + X | [@) BUUCTFF&CHpeBsW X A+
J  cifssleye.com/pub,_asys.htn o o
= Tt
e QELTE ssLEsTE SSUREEEE 1T2R =iFs RESTH v
BEGIN PUBLIC KEY-
o™ MLIE]) OB AQEFAROC AREANT TEDARC AQL Tl R4k R jegallle /4
Ik EATCZXTL, b E5H TE13g0kGA4:
+cM119/PEEnpdpVE-+I4Hzf 4Tce0a0nT iEYZ dsnH 7L Yudh10 ek qF Te2dWEhaz1C59
SfQz ik AGhLgh: i+ T3 IZOMyET
&3] +ETehFdR6y t6vALcF c4CB1BAQUCR0 ThIChz Cid! k! Lolbt
B
- SiBnZET /Y1 110/ +315 0] ANTAF VSRR ALk DFZ0TI
_ SATTACBAE=
v ——END PUBLIC KEF——
&
Q P
=R
TEEE  RSA
EEEE 2070
PN(e) 65537
PN(n)
9832181 757332818552 764610 7613495529846147444332791 35328 38899980
02836109003612812439 731 758050699162101 735605064970 75132524
00208688112037221362664187946849 L9360600766060336 308696 738260726
19938321951599146744807653 50107602657 719495 79618331502 77630398 348
5566046485431039541708467141408260220098592761 245010678592347501
B941762695805104597296336 7346806246 714419974456373182636 21026088
11033400887813754780 28262809944 348017001608 783560699801 745045660
1316B024485677724116 238262081 7472456609564245413781515794295336197
5556885435379921971422580532204 5375 76665378402764 164758027593 740
5071 90 i0741542737319569819793988431443
—
DERfE 30820124 30040609256 4886 T04010101050003820111003082010 0283010325k 18b£ 54 38309741 7237866005 1 of £8de822453749eb 040300935097 c02386 d460
161 cadff 7TcA9860daed 791021 4cfB48 T anaadf 20092025778 349060 582ef b 53082 Tdf of 1 c0e0 7635441 94e0 T cdf e08 72039252026 21 166TBH2614H 2d6H9 45253
9e92a153b3675629bab39426Td 35304 Teef 5abf 1650d797d0ccB8e 1hdoct dlal 2eabif Tef Tho3727dbdf 22 TR0 34282681 Fadfb TaB3f 184a365032b1 538425845
T50eb2b7abc02dc 15220207507 22050863bb8 4802780 28ddH 297994 446063 3f af 210 3e4db 28ce8 T halcfie d4aldf 266442 TE665 0 T781abA191456d971 c TE£ 2395272
+ 3T4cec0155e5£91189dbT42ed 0 28b03a0f a11cf £h031T3d2ad ccefia 530203010001
|
N
T HX AN 2 7] L2 )
Sequences Report results Eactor tables Status Downloads

7983218175733281855276461076134959298461474443227913532839899930 1627380283610900361281249973175805 | Factorizel | (2)

Result:
digits number
623 (show) 7983218175..43 03> = 3133337 - 2547832606..39 517

SEME I AR R E T

SR JE B AL R AL A

Xin P Aflag.encERSAKIPKCS1_OAEPIIE AR . BT ABRATX LB RS M — AR,

EMBIXDL RIS R, WfTSH— MR T —TEE LR, #REgenerate A SH T HIRER . EHERRKIARIER
17, & T — T python3Mpython2 T i Crypto e #8158 BI| — MR 4

Exception has occurred: AttributeError

can't set attribute

HHMERNETL BT X2 EERET .

XFEBLE, W] LLEFE T pythoni A ¥ Crypto 2 B TH FIRSAREH 1) — /MK JE I SE 8.

RIE —A constructif #, £ AN—"Arsa_componentsZ#, 2&— AN HBKIEYE, HEtLtupleZiBil, 4512 (ned,p,q)

phi=(p-1)*(q-1)
d=gmpy2.invert(e,phi)

rsa_components=(n,e, (d),p,q)
@rsa=RSA.construct(rsa_components)
arsa.exportKey()




REFHEIR, XINE)ER#FE, EHPKCS1_OAEPHRBIZATEH R AT .

AT

“from Crypto.PublicKey import RSA
from Crypto.Cipher import PKCS1_OAEP
i ( ")
key=RSA.import_key(f.read())
f.close()

from Crypto.Util.number import

import gmpy2

p= 3133337
q=25478326064937419292200172136399497719081842914528228316455906211693118321971399936004729134841162974144246271
4864396957860365881174246118819559509962196468073788222782856382615820991083394389495730341012151411561564087428|
4382004806683086381436237988572039508231846285000290160568976187631915114735273009095755694084214429988739467874]
3607766937828094478336401159449035878306853716216548374273462386508307367713112073004011383418967894930554067582)
4532489810220119228833744427368480459206763413618712317871634414675330768900817218821793691687872877247696426653
99992556052144845878600126283968890273067575342061776244939

print(p*q==n)

i ( ")

c_base64=f.read().strip( )

c_bytes=base64.b64decode(c_baseb4)

c=bytes_to_long(c_bytes)

phi=(p-1)*(q-1)

d=gmpy2.invert(e,phi)

rsa_components=(n,e, (d),p,q)

@rsa=RSA.construct(rsa_components)

rsakey = RSA.importKey(arsa.exportKey())

rsakey PKCS1_OAEP.new(rsakey)

decrypted rsakey.decrypt(c_bytes)

print(decrypted)”

3= 4

BITRE

brafctf{Rsa_|5 g0 Borino} ]
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HEESH
[E]boom.exe

—Aexe, Lih— FTRBENHE. . B—HFEREETFRNX MexeBRRERIRE—FH, BHHEKT
FIX L Amin+riT Fremd i S 1E V) #e Elexe it

d buumima

en5

— M= KT

This time:Here are have some formulas

from sympy import

X = Symbol( )

y = Symbol( )

z = Symbol( )
print(solve([3*x-y+z-185,2*x+3*y-z-321,x+y+z-173],[X, Y,z]))



https://www.cmd5.com/

BITRE

{x: 74, y: 68, z: 31}

—JEIRTE

Last time: Kill it
X*X+Xx-7943722218936282=0

X

(-b+math.sqrt(p))/(2*a)
(-b-math.sqrt(p))/(2*a)
(X1))

(X2))

C: -7943722218936282
X1: 89127561.0
X2: -89127562.0

FEcmd i B 5% J5 15 2

Last time: Kill it
X*X+X-7943722218936282=0
X: 89127561

Great This is your FLAG
flag{en5o0y_746831_89127561}
D:\ctfbisai\buumima\attachment(4)
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BEUH

" Ol EEER ot - i0SE

A REE B0 =BV BN
flagZF wctf2020{Part1-Part2-Part3-Partd} &—Parti AHEH HEFR, (TEE
0x), HEB - &

Part1 = 2020%2019%2018* ... *3*2*1 BIBISH:

Part2 = 52071314 + 23337666 BYAITS{I

Part3 = FHEREMIVESE Xy, ZEIHEFIETS(T

Part4 = MEIRIHEF, TESEREEE1314

- O >

N

22
2x dx + 36

RERFFMEXANMWPIZELT. o o
A iz 47 IR




pl=1
for i in (1,2021):

(p1)[e:8]

(int(p1))

1314 + 2333%*666
(p2)[0:8]

(int(p2))

p3=80538738812075974 + 80435758145817515 + 12602123297335631
p3 (p3)[0:8]

(int(p3))

2+36)*1314
(p4)[0:8]

(int(p4))

(partl) (part2) (part3) (part4)

wctf2020{0x24d231f-0x403cfd3-0x108db5e-0xa6d10}

EHOXRIE
95.RSA & what

BEBH
HUB1

7850954197182682868665082143048169854470772937668193987280464111669178108204847593142910289764982236612293950094
7406317370516262703761099353961775190544303927822758350460480825193108381890946761327758787454576107436442754996
6555519371913859875313577282243053150056274667798049694695703660313532933165449312949725581708965417273055582216
2959945876009759701248114962700808969770769460001027010302609905981814664472080547133915263137006813410939222403
1742817359903162412515518821648947682560619152118203496912034328769118130039968351541480926270045752587669180818,
©257730351707673660380698973884642306898810000633684878715402823143549139850732982897459698089649561190746850698
1302994580802555823126968731492100282408981378228884925599576650679365733563675897845931190166240724338727445374]
3200591166849445573333068938514121465309188801778204904343486262030678343616985656417592987110066991343898089921
9579329897753233450934770193915434791427728636586218049874617231705308003720066269312729135764175698611068808404
©541255815401149564636032402224979193846917187440140025542016023959693129999941595995360263598790602180564963457
4545749391977133760117744989906657985763003635087109045264983077502969548857557498507842856005425318086372536414
7

1697

4126295261631507486193280913067422676757405780118000624771741897821512739707835312275797585403649704853501579443
2157910823222107239713593403406448149788707964113180883824274381151145135502443698305057202092506564435556643462,




5618133203024215941534926113892937988520918939061441606915556516246057349589921494351383160036280826024605351878
4080561809077599738041172630025549230417505875488197463468139666730341829133255078262199619239321005263052898949
6521660825425218839858013954518968187582408945619504498458582493838452190533428990642245415297683486730469329246
6676355760173232407753256256317546190171995276258924613533179898467683358934751999655196790168438343198229183747
0911082629887776598586097447093245718502622932949753366282347672588588738393425968871937726150006764015224315183
1064830397559358296502118918224698695734925315673652607163997384403906899640429054847464066885185607820109333542
5412842295604919065487301340901573809617549185106072798799159726375235125260509158832996701927878713084753334549
1295809124121685941706596054217502048359702319095910634076127793374780651759883654015903962475767093437271961060
5847716694567011786898902590302399814285033895698581613180534954905937704747713127084757909562838456964563682165
4

4946443479437105452246788319415890865727007924654595587707822135500697094585683496869986605418101668720340415847
6748715014011115178822146002789719324827346160741102781598488396939622062635862504178155827780493021265429670405
5890683796941327712758797770820006623289146990000114915293539639766846910274034245607746230740851938158390562286
©570022231776096063763290076768454501425379307981482584287014664154832326706598157910646813844064943882377423307
8622555730398802546803682008295971205073309586054686046857585708461606913205109488291925374523476202975912477634
8047587755897123575123506976140900565238840752841856713613368250071926171873213897914794115466890719123299469964
0194508992914107607621798369465709455552952881846981845550183686877084326122862484760737580671754817711990665815
7287017546001601710041447934643703429178483713224089132193160149441490892771320844892722109574580238001444184113
9882391378410438764884597938773868771896252329517440068673532468372840830510218585255432000690265226016573313579
9779450838792149613940870655583761588269382576648405709522338328528693287855681754345162477203565202426022995103
7431748818273873270007887966574590960376648210013800141702368064771782432314338885781759576617215288348427471824
8

1529422835997283071681441373701272126726118940720387321260410981026288310530009867592602712106719220705559480236
8859657541582298402615901057440435947467042867851826217503388051398437290974899272782838169441677674098102173054
5374002974037896534944567124543272737618380646771071804878796585983783360553761828325817820260204820004421979881
8710272555626909523349006166756065249335574402636482335147572002635214995083739750034313068474530467140276871083
9694571980344444495407930840494712621639552655129210472204787817837320788603307185727785799793225525131598283789
2164421298202073945919187779856785892717251746704537315003771369737854896595170485152591013676942418134278534037
6544678406335289168122752672301553520777365831309925876709416546953822870239712615299873845208438296957780293117
8643122740918901920581835191157275714555699360664346433619680235020461605628649724601680010500314304612060867349
6196758720552776772796609670537056331996894322779267635281472481559819839042424017171718303214059720568484939239
3701440381615413542541827699797719487594131029339877734016445069302051648917738265131617837363866047834844463457
4495711946979923179636832492757069449667945331392756234565669024041462443130464624859922604652470236413109596433
5

7971798893624795126548915758369795603189347785885418699105152916187947848828174406231860047090612096000228288651
1477294555606503083169449335174864424180701080203993329996226566203834693869525797695969610065991941396723959032,
6800190825068164430415983004776257934330806643464705864163858546921244263485872110265686676948058495547807940337
6471401652171146755728484673723637499012131680983381999682159283263902402641152040733020628126539013076394816569
4574512140518775603040182029818771866749548761938870605590174330887949847420877829240131490902432602005681085180)
8072941768376460625680948757669458903829717900154901633850881446735490850796350832629751542062696791424128974382
3171970493325866077931073730268026544543777197774995911074495936858629308201606792754856496740084599238007610752
2755566531760628823374519718763740378295585535591752887339222947397184116326706799921515431185636740825707782742
3737834757810526742572929102138439861329874668100272750524167746933634461845189018992025028286703094526223475329
3267887499080993068257573865387628938415149680719414630861436882100666062687098978469704516023106942845896110775
12077710937773946168563052933356038921783275207565543333659751142359811734513681316804048508327731473330137169209
1231113536504011585566399834598706630572978719929270538869712247735296365251106281837157487959875251131775400928
1411992870827229037033653711038102313463775974071614096966218326937067663032558338528499494316469239745910319543
4968057377474610500216801375394703781249039351368816958227409657934091741509357152328382960684515093945552479461
3822819139619567451542606860299978275650757687037748957505615751551436062971163916663857058991380856939132463137
7803362721031226895973739455351089472009916519398133377590753110723255690947815644145789979751569434881696176279
6703443502856101079430585547997496001098926600499728389113862894833789669213630332988693669889340482430613291490)
61380320448475147067668604100277255611721361215232260673715085811612293653913179511126351311456979453280588664306)
8729991819663511303777713866691429698604054927455983521450530061825610550876402646151887657938715988198354466725
8537064954616097750399839661065797883103731694314852301848272092388637114950059216922969842082648527035538090054
©938903656476761197489952434163378056665575013452340569684761426084918304380654012197516886873737093900575219109
4273663212672971160625615839996368299088147317821606082702137377659890128195852765554331841366427792149272318598
4

3686980681593604691184819581740581735025989087148306318437372839796890945843262504602537629021472991403838753473
1762237978339011724858818860181178811639468996206294711495853807311240013786226884265118119546377272154555615363
059236192872990970 4 47623091744 0342194

2 662456




©325590584363644725222541387103876265780134564758449391757626347158734720266439190857014038912690320460239109399
0827188675090199750617303773574821926387194478875191828814971296674530519321530805302667925998711835019806761133
0784032814048893746638750773391689012978194364999209582684836843359983010560683802288735248003839114024908071392
6896409516506961045467755880875644438154217378281522792090622493102845707365245377742438787353328045594464659299
6920617956675786286711447540353883400282402551158169958389450168079568459656526911857835375748015814860506707921
8529970961562758049559899642150777336217699380754130078042232170916046131322530463994567475953004045641722243339
3640554592181965443543707213338752353356847244353220006913302297919568568350829733796170116939479496625641511224]
6587706103819620428258245999539040721929317130088874161577093962579487428358736401687123174207198251449851429295

7850954197182682868665082143048169854470772937668193987280464111669178108204847593142910289764982236612293950094
7406317370516262703761099353961775190544303927822758350460480825193108381890946761327758787454576107436442754996
6555519371913859875313577282243053150056274667798049694695703660313532933165449312949725581708965417273055582216
2959945876009759701248114962700808969770769460001027010302609905981814664472080547133915263137006813410939222403]
1742817359903162412515518821648947682560619152118203496912034328769118130039968351541480926270045752587669180818
0257730351707673660380698973884642306898810000633684878715402823143549139850732982897459698089649561190746850698
1302994580802555823126968731492100282408981378228884925599576650679365733563675897845931190166240724338727445374
3200591166849445573333068938514121465309188801778204904343486262030678343616985656417592987110066991343898089921
9579329897753233450934770193915434791427728636586218049874617231705308003720066269312729135764175698611068808404
0541255815401149564636032402224979193846917187440140025542016023959693129999941595995360263598790602180564963457
4545749391977133760117744989906657985763003635087109045264983077502969548857557498507842856005425318086372536414
7

599

5921690793720937273061002160113958578256463239342894809760736290375439229020981209011384544621771599963766541762]
4823897913252872832759030109896613998315798061232056349654612864496773100071669770510407903915627671487214746335
0811303393260622707024952543509891692246246277965823414460326811240048060543656588688604452353899779068825120910
2821670047153397631877347971803269761322133250546971653204791663565625180298059277416566051748097263975657722715
6206607807610549174590398659787740037020671895497528872107204833367860905500813580908930422901536434849092497409
7403734627265297637171818849461766523691595241613878709865506436588268999163342945070495338153600520537498539457
3965828046929592966127157525731402961357849332061460914366179795997497743306999466375914063562894097160840344510
4909471520219620348608836879174410762927164732027325983691531279429724658950100866629916571772250770286603345421
5783240025504356157664454861755286285777763585177751796252655008206383024707883077513745863312079349790275094080)
7075023928669463257969144506022644625887220522974308276817508273490943239683376703112729337858388506493761156672
2382166543591150635189148998562750661549200561709861543252256420415288776724412998568108365778335655775665433518]
6

3739406464168327408787332557075677530337165834484020007892027675119202103828303439555536541114867283339805573197
9936251496062787901679749138981200776883273097991623064764187275900190684674797763167570431017944885712816038570Q
1185892914523053669366534408863734305635222625590986006420486092550427301086984563126480814987024980594613542978)
3101292476788266914183353005775775279516236964264354978352281670847380077509142702510019213295214790476628486508)
©898999608560019730936141086323852680212787752376726292151515098499856013664715486579116331650307328522396621644
1025637452229043510097323724381056976302288136843260163922706692913035222445496716008888946581535004546355744211
6803907312573099419025873033531399511022448652702954144744887983354046304584897066398051865738748145867367462323
5884967747753367196834415424296328941556948757989591066099904357873746130040693782892481800265829276988218166878|
4501439254131996848948120781562158861495883827848139425862249576454689133681009549361314460818658995959098228995
7022022686496353631055499759323953350765211376042885200820401212866149229865546527000561489665141789359523630369
6321761987989967138360463841656795042135054620443490211315672000628272088959128885027107607494192771567830605717
6

527630926460622936571385649841758214453416849039412401087443444317101857090904711485538107058823056085840539073 3]
4592079287136823235547539457109838059683546850999734050560433373054779956099882298974747378030777971771552278772
4471724766494090783971030594671013168209717686720448579582618378459567979027822271918653169622428153856198907816)
0402243402703624134324950296721232613754009271598315377607099747787081605832526137843582348585831745447779792428
8793882757360483776680199838137999907641644468389107809388968605548270983866835612091604035212301901925508451376
9603803814947774554028717814638951416291274696771515474086351482107953150253616922787262398450376249126999644026
3824784130809739331730791113051427161333891113992355452792590174247226018486700615568591639438954665539279464125
2375016658273400573337832846825056894494591223849587792971710172231467812017222849378796490407258390572107476671]
1732215815561012960394537195757832959268603775112932862105945720853959285187521763557915356428113876893276879775
6032177189818521145997066995245519739342420457431227441463615969712450340593459153154952321354834644961147703575




3657620051149092241320817814986934780298878651345148641140988716451606506208491755612071246507420643583149811360
5
8786437178698940322877889807009957616777351844979869726962356553244050911283984280960665761649310895230455072977
4314151020539877359693265539789948531624830515446568732945551160099955920431830702087062581648405405995770720971
©413950585751766327392985120262885418535618564719493380008423050341303785889330771303714930747783053675828368109
3517617820169181420796105338681582230788318108428132051793761014952837330456262272828627355701464740578197966332
6131273070372556472868234963559176423533279124400196218388703880918247486296374257591252146398851301631837523789
©872977351705325921252549455588092105267951258205151660429709820436352508103938235848392672700867932771908313886
5969291911863630382097160230960738043575559330264018212774424527719153248563876760067931499029384228993253862501
9393377585143774720119332792731811448303811698493878937993907550520930691796055794857103436555700285925958824366
3242652765445289543175871512658016490241028642263721509847631604236791677943105226754576949599472372112994361629
4879642305545894912914632980455031755879087401575310699765408473606166727137934224515998416625122213056208800095
©77933103150699272650116151674702438463062734472714004926103668378506804002740045547964716693536349447660850580
2053149622045115003528583722541325331675499608254989496185148415707031992648674315807546742759905544781406370414]
2784211139174688325744712003594762145686389093406204401079544305928173634697617577241503483833468272663526343265
5537852942177334888025283748611576171534251461847349566505628290587224150869640386437623371249743165260396675220
6833021428056463689069305751406286100039191319992958555012151113932948182187999827032893045969890704750000811755
1008543229026450202373689910474631683074222694639502702982082579183187085738264722132273460502621007309391833124
7494307555600335550942340526536281372036612138713881098866303169425501998978400008829873080965592009371176208668
2900742889036814179336574722796706885978628356275063401699784509187885392703463403859288402995738892921895317380
8216640873404638142351646769432897138542190731481428348932261938657004618355657238398077727717334920933068342434
3658179781015072259378576130442222984963071166207642585589822061597282467850868050737957726423713761694231879497
©371756275464274497306382162148284630034834089283756203151932908713003169301392605213825332797676638392786937504
0941949328075336845150880265827222076762476639063928530843360725525328270238376214975593551892207558463751249481
9
2714536347325026133789481612564709912600527787991287898396245158091435273632068132195800981969575102916484936981)
4449756739206525124484407499273466949029629399738619835928031665590469163936748220321005180912590441043150692523
8374843856343243276508280641059690938930957474434518308646618959004216831130099873532714372402117796666560677624
8225091592876754324130164789485946408720916884821490044263639460485174800529063062901262428660342494780404063519
4008823108145610919579944299679964164716755268956461334641524790685205558849830566592845082875615210309662927476
0601528737639415361467941349982213641454967962723875032638267311935042334584913897338553953961877439389588793074
2115025972384655428893353635590523681802120132061727125612213528338916406590202535275847064652054864089907627592
3084219202838104856343772452840917479002275255751279578271312516615832988070273076995718542852201143014484023225
6419113631679343171680631630775266488738173707357123139368825087043785842169049943237537188129367275730984789479
9091033979371138378245751370210123334615521766875700104457442683738407428992999773728340419251028537189648312252
5040727957846500853754265967368568624277337913190489086511069919045153444543453391912765897687472102958616810620
7
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GG ) ), %K R AR A iEbase 64N, FiSRYmADIE A 1R 77 5 Ve !




from Crypto.Util.number import bytes to long, getPrime

from random import randint

from gmpy2 import powmod

getPrime(2048)
getPrime(2048)
P q
hi = (p-1)*(q-1)
def get enc_key(N,Phi):
e getPrime(N)
if Phi e 0:
return get_enc_key(N, Phi)
else:
return e
get_enc_key(randint(10, 12), Phi)
get_enc_key(randint(10, 12), Phi)

(r
(r
(r
fr.read(255)
(N, el))
(N, e2))
(base64)>0:
bytes_to_long(base64)
powmod(pt, el, N)
powmod(pt, e2, N)
fl.write( ctl)
f2.write( ct2)
base64 = fr.read(255)

N—H# R 5 8 B



from Crypto.Util.number import
import base64

def egcd(a, b):
if a Q:
return (b, 0, 1)
else:
g, Y, x = egcd(b a, a)
return (g, X (b a) Yy, V)

CMA(n,el,e2,cl,c2):
s egcd(el, e2)
sl s[1]
s2 s[2]
if s1<0:

sl sl

cl inverse(cl, n)
elif s2<0:

s2 s2

c2 inverse(c2, n)
m (c1,s1,n) (c2,s2,n)
return m

)

)
N=f1.readline()

N=f2.readline()
el,e2=f1l.readline(),f2.readline()
f1.readline()

f2.readline()
cl,c2=fl.readline(),f2.readline()

(c1)!=0:
1
long to_bytes(CMA( (N), (el), (e2),

cl,c2=fl.readline(),f2.readline()

k=long_to_bytes(i)

if k==b
M+=base64.b64decode(temp)
temp=b

continue

(c1),

(c2)))




BEE=AER, BAERbaseld S
REET —1IMRE M4



from Crypto.Util.number import
import base64
C b

def get base64 diff value(sl, s2):
base64chars b
res (<]
for i in
if s1[i]

return

(s2)):
s2[i]:
(base64chars.index(s1[i])

return res

solve stego():
line=b
bin_str
for i in c:
k=long_to_bytes(i)
if k==b
steg line line
norm_line
diff

pads_num
if diff:
bin_str

steg line.count(b

else:

bin_str pads_num

print(goflag(bin_str))

line=b
continue

line+=k

def goflag(bin_str):
res_str
for i in (0, (bin_str), 8):
res_str (bin_str[i:i

return res_str

if _ name___
solve_stego()

base64chars.index(s2[i]))

base64.b64encode(base64.b64decode(line))
get_base64_diff value(steg line, norm_line)

(diff)[2:].zfill(pads_num * 2)




flagBZERZHI T R GLEZEpyEMHT, 2B7E—AN 3R
96.[MRCTF2020]babyRSA

HEBH —MInE A



2RI A LG, K p,qf A 7 AR, H i g iR o SR LB T B = B g LR B BRI T — AN R B p SRR N 35 B ek
NFRIBR Bz bR BUEL SR 5 3R Hi base Xt B2 3% To 4R J5 SR ffp,pR SR LA JE St Wl AR B35 3L T
JEA




P_p=206027926847308612719677572554991143421
P_factor=2136717427659089807871165799762896005958647045741344691731117909652336299095138847041584469464099104757
2758434264184859785894220915111462730628639339025970023969886948746908088126718280306248804346913825278638182264
6126962323295676431679988602406971858136496624861228526070581338082202663895710929460596143281673761666804565161
4359639576550120110519361805365814884990595179463086501353004286724868196452799696935190394078929416727843628686
5324363272792827969858817769417179725464486455416284869621076368119727975813081172370015461828076412339631233003
2986093579531909363210692564988076206283296967165522152288770019720928264542910922693728918198338839
Q_1-103766439849465588084625049495793857634556517064563488433148224524638105971161051763127718438062862548184814
7476012994940528136628514597401274995577853987144819094616319960200483157901679676999329679744844812098796641730
©9585231469785141628982021847883945871201430155071257803163523612863113967495969578605521
Q_2=151010734276916939790591461278981486442548035032350797306496105136358723586953123484087860176438629843688462
6716817775136529475553256074148585145660535132430836278106860848902611206411619876144351148875654918661205078445
66210561620503961205851409386041194326728437073995372322433035153519757017396063066469743
sub_Q=1689925297935933157578959951014302419949536383309193148001305368098018249711120395725623894495843506439243
9198480097819370779590995647299263100429047927352511695946185622726223260008917695081072947505826033217762696128
6009876630340945093629959302803189668904123890991069113826241497783666995751391361028949651
Ciphertext=17091872405163671414608621877494510476440948857917616735746743308408427921897950499683941222168544917
5792264765643090858705999707048867422033084787181183672454190766698304237621641156182664006073430701345879492502]
5684062804589439843027290282034999617915124231838524593607080377300985152179828199569474241678651559771763395596
6971402060725376881297901264720539873915382800070822030063480291257296502076613623719361967895626584587783125335
©593885895964454123357865434092590196395798004763911417003393657006025043890613059137790418211162223656750702271]
1176457301476543461600524993045300728432815672077399879668276471832

65537
g=sympy .nextprime(gmpy2.powmod(sub_Q,Q 2,Q 1))
print(q)
P=[]
for i in (9):
P_p=sympy.prevprime(P_p)
P.append(P_p)
i in (1,17):
P.append(sympy.nextprime(P[i-1]))

in (17):
P[i]
phi*=(P[i]-1)

based=gmpy2.invert(base,phi)
p=gmpy2 .powmod(P_factor,based,n)
p=sympy .nextprime(_p)
print(p)
d=gmpy2.invert(base, (p-1)*(g-1))
print(d)
plaintext=gmpy2.powmod(Ciphertext,d,p*q)
import binascii
print(binascii.unhexlify( (plaintext)[2:]))

REXKHHpq

BITRE




9517065371408168708876058544090676870041945976777433375733684286450760708180919337087074776999321825692511110026
©761958233280546585624501259121060195932474781731613458132842656517609786144352755126076860272047457230913808406
105832246663969943550533958139118721153456230616182820319799156494938586844573835221
1607353802641185641618355367827829241600056206316799298554452902073519458632582820882652022328622021806688449472,
©580626132371394581887285230324859035563266588690092852053342177472159093548577323461955818151303338564271170620
5607543347313747616062185115981201425568780146693758544521883683953378438266703113683
3511955744337428151031979941361296216306473937469271350521070131816991178710055704862733703600712476342357982869

3369248039257489113761845745849187589419531504626751267311173511163470030839119103143532372091977653267149268524
3496013965439642965417782657024324810813460943009803523746219386004686158627347562391960350225884309848872664977
7621733372184366568775297877185960241115496391276974016445360524169770129867843553985769813282863097708315136149
©659334142547950320704518925659970267166574056694840174902568549981607232865248331879281680147343835445705493729
47304031812767519366827995325795367403195819253459303793

b

97.[BJDCTF2020]Polybius

BEBH

7| *Polybius.txt - iB=E — | W
MEER #EE B0 EEN EEH)

#=Y: guauuuoooeeaaiaeauieuocoeeiea

hint: VGhlIGxlbmd0aCBvZiBOaGlzIHBsYWIudGv4dDogMTQ=
flag:ABHHBASS, iS00 EBID{}

E4f7 E1 5 100%  Windows (CRLF) LITF-A
T

Ll

hintFibase64f#% H K The length of this plaintext: 14

4568 H polybius 551X /2 i F) b 583 77 B % 0.

1B 2a,e,0,i,ulX HANFRF IR T H A J05E8 , B I n] 876 5432115 I, 12 45 A R Bt i R B b — AN B B A BB B
2R X et L A AR T BN B OR AR B 2 A ESHE XA FR AT BL T .



for i in itertools.permutations(s,5):
sumresult.append("".join(i))
for i in sumresult:
temp
for j in ciper:
temp (i.index(j)+1)
numsumresult.append(temp)
i in numsumresult:
ans_
for j in (o, (i1),2):
xx=(int(i[§]1)-1)*5+int(i[j+1])+96
if xx ( ):

XX+=1

ans_ (xx)

print(ans_)

1R % W45 3 B T #% Blflagispolybius

98.[ACTF#i 4 #£2020]crypto-classic1



HEBH

) hintixt - 1254
MR #£5E ER0Q EEN EEH
|]:|:. XEEREEONERLRE, TERERN L,

df\-r ujko98 edfts4 xdfv pok,.; wsdr43

AR THADNE, HENS

KL%, BRAFRE, LnxdvEERBRZC
2 RIS HU R T SR AR TR AR SR Bt R circle
R REA R EN, 53

| e T W [

E147, E15 100%  Linix (LF) LiTF-8
7 cipher.xt - IBE& — d
IR $EE) B0 EENV) EEIH)
SRLU{LZPL S UASHKXUPD NXYTFTIT}

E147, E15 100%  Windows (CRLF) LTF-B

TTTERRT

ik




(len(sl)):
s[(s.find(s2[i]) - s.find(s1[i])) % 26]

(0, (cipher)):
s[(s.find(cipher[i]) 26 s.find(key[i (key)1)) 26]

SPSP
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unsign s[256]
t[256]

key :whoami

to 256

s[i]:1i

to 256
t[i]:key[(i)mod(key.lenth)]

to 256

j:i(j+s[i]+t[i])mod(256)
swap:s[i],s[3]

for m:0 to 38
i:(i 1)mod(256)
j: (3 S[i])mod(256)
swap:s[i],s[j]
x:(s[i] (s[jImod(256))mod(256))
flag[m]:flag[m]”s[x]

fprint flagx to

R —RINEHE, BREHITRR. BEERIE, ERFEAN, HHT—REBHMATLT



f.read(). @)

for i in (o, ( (ff)),2):
fhex.append( ( (ff)[i:1+2],16))

return fhex

flagx2=filehex(
print(flagx2)

flagx=[0x00,0xBA,0x8F,0x11,0x2B,0x22,0x9F,0x51,0xA1,0x2F,0xAB,0xB7,0x4B,0xD7,0x3F,0xEF,0xE1,0xB5,0x13,0XxBE,0xC4,
OxD4,0x5D,0x03,0xD9,0x00,0x7A,0xCA,0x1D,0x51,0xA4,0x73,0xB5,0XEF,0x3D,0%x9B,0x31,0xB3 ]

i in CVEDE
.append(i)

i in (0,256):
.append(key[i (key) 1)

CREDF
(s[i]) (ord(t[i])))%256
s[i]l, s[3] = s[Jl, s[i]

1)%(256)

s[i])%(256)
s[i],s[3] = s[J],s[i]
x=(s[i] + (s[J1%(256)))%(256)
flagx[m] flagx[m] s[x]
flagx2[m]=flagx2[m]~s[x]

.join( (flagx[i]) for i in (0,38)))
.join( (flagx2[i]) for i in (0,38)))

18 #flag{f238yu28323uf28u2yef2ud8uf289euf}
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BEUH

| attachment(1).txt - i054

MEF EEE B0 EENV) EEH)

Premise: Enumerate the alphabet by 0, 1, 2, ... . 25
Using the RSA system

Encryption:0156 0821 1616 0041 0140 2130 1616 0793
Public Key:2537 and 13

Private Key:2537 and 937

flag: wctf2020{Decryption}

E6iT,. E157 100%  Windows (CRLF)

LITF-A

AT LAE ZIRSAINE R4t
253773 f#45 143/159

(p-1)*(q-1)

m .join(a[ ( (i),d,N)] for i in c)

print (m)

121718 Fliloveyou
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BEUH

| Problem.txt - 0= - O *
B REE B0 EEN  EER)
25030206463d3d393131555f7f1d061d4052111a19544e2e5d
0f020606150f203f307f5c0a7f24070747130e16545000035d
1203075429152a7020365¢167f390f1013170b1006481e1314
0f4610170e1e2235787f7853372c0f065752111b15454e0e09
081543000e1e6f3f3a3348533a270d064a02111a1b5f4e0a18
0909075412132e247436425332281a1c561f04071d520f0b 11
4116111b101e2170203011113a69001b475206011552050219
041006064612297020375453342c17545a014518611411a470e
021311114a5b0335207f7c167f22001b44520¢15544801125d
06140611460c26243c7f5c167f3d015446010053005907145d
0f05110d160f263f3a7f4210372c03111313090415481d49

E1f7. 15 100%  Windows (CRLF) LITF-A

SR -

InE JiiE
—R—ERINEFER R R BN . BUCHH, SEPRARERETE.

BRXEHNEERAR - ANFHEMBELEZENL, HBEXEHBZHMBESHEITE, HlaMany Time Pad.
Many Time Pad¥ @7
EABFHREE 1 ®c2 =m1edm2, TEEmM1 & m2a LA Em1fim2, FEitm1Em2AH 24,

RIS #3z A GitHub .

import string
import collections
import sets, sys

[cl, c2, c3, c4, c5, c6, c7, c8, c9, cl9, cll]

def strxor(a, b):

return .join([ ( (x) (y)) for (x, y) in (a, b)])




arge

final key [None]*150

known_key positions

for current_index, ciphertext in (ciphers):
counter collections.Counter()
for index, ciphertext2 in (ciphers):

if current_index index:

for indexOfChar, char in (strxor(ciphertext.decode( ), ciphertext2.decode(

if char in string.printable char.isalpha(): counter[indexOfChar]

knownSpaceIndexes [1]

for ind, val in counter.items():

if val 7: knownSpaceIndexes.append(ind)

xor_with_spaces = strxor(ciphertext.decode(

for index in knownSpaceIndexes:
final_key[index] xor_with_spaces[index].encode(

known_key_positions.add(index)

final_key_hex .join([val if val is None else for val in final_key])
output = strxor(target_cipher.decode( ),final_key hex.decode( )D)

print

print .join([char if index in known_key positions else for index, char in (output)])

target_plaintext
print
print target_plaintext

key = strxor(target cipher.decode( ),target plaintext)

print

for cipher in ciphers:




print strxor(cipher.decode(

print

for i in ciphers:

target fix(i)

102.[BJDCTF2020]% 4 5 i #il

BEGH M

N 16EF2ERIEEwith SHIETRRE v1.3

Developed by lie Zhang.

165851 024A447B4459664D616E63686573746572636F0

2188 0010010710710717001011001011001100101100101

A A OSSO A e S A e S A A e e e e

SEfEREE: 00001001001071001000100011110110100010001

N R N N N R A AR R e N

1038 1338443023230450453073093455048557606550

() BO2AEHIERF ) tRESAETE 0 ED
[ SHErEREESHETEMIERF (FHEER)
1
ST RIS EERE
e .
2 [memmEmennl] 1 oosmme

61H#1024A447B4469664D616E63686573746572636F64657D
BT ARG 163 H1 B W1 45 Blflag{DifManchestercode}

103.[ S 4+ 2020 F &4 ]you_raise_me_up

BEBH

from Crypto.Util.number import *
import random

2 w5

random.randint(2, n-1) 1

pow(m, bytes to long(flag), n)
+ str(m)

+ str(c)

mbytes_to_long(flag) %n=cKiflagfd.




m 391190709124527428959489662565274039318305952172936859403855079581402770986890308469084735451207885386318986
881041563704825943945069343345307381099559075

C 6665851394203214245856789450723658632520816791621796775909766895233000234023642878786025644953797995373211309
8485605397024123180085924117610802485972584499

n 2 ** 512

import sympy

flag=sympy.discrete_log(2**512,c,m)

import binascii

print(binascii.unhexlify(hex(flag)[2:]))

104.[AFCTF2018]BASE
BEBH

|=| flag_encode.xt 21.73 MB 3.20 MB  IEITE

EB R —Maghn# BRI A, HERflagZidRE kbase RIIFILEIR—NAR . XHH20+MB, XARBSKIARL—1T
i JE I

X R E R =FhgEY, baseb4/base32/base16. base16t 5t 21653 .
BT — MR B A

import base64
open(
open(
file.read()

base base64.b32decode(base) .decode()
except:
try:
base base64.b64decode(base) .decode()
except:
try:
base base64.bl6decode(base).decode()
except:
print( )
file2.write(base)
break

BITRE

Lr

E sasebaali.py

=] flag.tt
=] flag_encode.txt

JetBrains PyCha

N .
A

r—— .
SRS

Mo @
s 1
fo LM O

7 flag.tet - iES=E - C
THF EEE B0 ZBV) EZEH)
afctf{U 5hOu1d_Us3 T0OI5}



afctf{U_5heuld_Us3_Teol5}
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JRAEhttps://quipqiup.com/ Lf#, R REZEEER: the_key is_atdash
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e X T L
™o A=

=3 Vi as il Ry

ANCIENT EGYPT

HIEROGLYPHICS
KNS S RS
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O { o222 @
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W X Y. & o

flag{classicalcode}
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#& classicalcode, flag{classicalcode}
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BRA—F BB RAGE O R EEREE B lagB R T BRI
BHBHRRER
BEEH

Mj attachment{8) - i0=& - O *

IHF RHE) B0 ZEEN) EEH)
58536507206063378521993623621208087079259138979565277809504 ~
23574343287847

C =
10854207880905777466674806623547329249534375379044396602063
60608074185937372586963525693456214889580948563058656031008
85838672591764072157183336139243588435583104423268921439473
11324449382169256096044368804899455746352609998530366724362
33'."114548415?3922233051289561865599?2200410713430207'030123?3
_|45400354257869

dp =
73476313991883702727476568040454685135335695286543966398718
10043826016583863173538774991222766861505091512215462497503
73865024485652349719427182780275825

ey

3 E£3f7. E00H 100%  Windows (CRLF) UTF-8

bpitt &, FECARTHIBAIAH — T HEMATEL T

import gmpy2 as gp

e 65537
n 156808343598578774957375696815188980682166740609302831099696492068246337198792510898818496239166339015207305
1021014316342831685444929845865667999964711502523821441482572367072472675061656708775063702531276953141639870840
76462560095456635833650720606337852199362362120808707925913897956527780930423574343287847
dp 73476313991883702727476568040454685135335695288543966398718100438260165838631735387749912227668615050915122
1546249750373865024485652349719427182780275825
C 108542078809057774666748066235473292495343753790443966020636060807418393737258696352569345621488958094856305
8656031008858386725917640721571833361392435884355831044232689214394731132444938216925609604436880489945574635260
99985303667243623711454841573922233051289561865599722004107134302070301237345400354257869
for i in range(1, e):
if (dp *e - 1) % 1 9:
ifn% (((dp *e -1) // 1) + 1)
p=((dp*e-1)//1) +1
qg=n// (((dp *e-1)// 1) +1)
phi = (q - 1) * (p - 1)
d = gp.invert(e, phi)
m pow(c, d, n)




B B R TR —
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import base64
flag =base64.b64decode(base_).decode()













E) k) E) > ] ]

Uh-oh, looks like we have another block of text, with some sort of special encoding. Can figure out what

s encoding is? (hint: if you look carefully, you

s going on here? It looks like the letters are shifted by some constant.

(hint: you might want to start looking up Roman people).
kvbsqgrd, iye

fo dkuox wi wocckqo kxn bozvkmon ofobi kvzrklodsm mrkbkmdob gsdr k mybboczyxnoxmo dy k nsppobox
d mrkbkmdob - uxygx kc k celcdsdedsyx mszrob. Mkx iye psxn dro psxkv pvkqg? rsxd: Go uxyg drkd dro pvkg sc qysxq
dy lo yp dro pybwkd edpvkqg{...} - grsmr wokxc drkd sp iye coo drkd zkddobx, iye uxyg grkd dro mybboczyxnoxmoc py
b e, d, p, v k, kxn g kbo. Iye mkx zbylklvi gybu yed dro bowksxsxq mrkbkmdobc 1i bozvkmsxq drow kxn sxpobbsxq my|
wwyXx gybnc sx dro Oxqvscr vkxgekqo. Kxydrob gbokd wodryn sc dy eco pboaeoxmi kxkvicsc: go uxyg drkd crygc ez
wycd ypdox sx dro kvzrklod, cy drkd d', kxn cy vy
X. Yxmo iye uxyg k pog mrkbkmdobc, iye mkx sxpob dro bocd yp dro gybnc lkcon yx mywwyx gybnc drkd cryg ez sx dro
Oxqvscr vkxgekqo.




: fdcysn{h@v_diddu_vidd_t rdyy rxqld@}. qgf vtyy cthe disd s ygd gc rxqldgnxsliq tu pfud zftyethn gcc ditu ugxd

gc zsutr bhgvykenk, she td xksyyq tu hgd ug zse scdkx syy. iglk qgf khpggke dik risyykhnk

W TR R

congratulations! you have finished the beginner cryptography challenge. here is a flag for all your hard efforts
utflag{now_th4ts wh4t i c41ll crypt@}. you will find that a lot of cryptography is just building off this sort

of basic knowledge, and it really is not so bad after all. hope you enjoyed the challenge

flag{nOw_thats whdat_i_c4ll_cryptO}iX et Rflag T

108.[GKCTF2020]Backdoor

BEBH &2— " cvelRil
B EASERAS T BMNRERAIRERITIF, RERE A basebd s, H—NRAHMEZET
AR

n = mpz(15518961041625074876182404585394098781487141059285455927024321276783831122168745076359780343078011216480
587575072479784829258678691739)
primes = [2, 3, 5, 7, 11, 13, 17, 19, 23, 29, 31, 37, 41, 43, 47, 53, 59, 61, 67, 71, 73, 79, 83, 89, 97, 101, 1
@3, 107, 109, 113, 127, 131, 137, 139, 149, 151, 157, 163, 167, 173, 179, 181, 191, 193, 197, 199, 211, 223, 227
233, 239, 241, 251, 257, 263, 269, 271, 277, 281, 283, 293, 307, 311, 313, 317, 331, 337, 347, 349, 353,
367, 373, 379, 383, 389, 397, 401, 409, 419, 421, 431, 433, 439, 443, 449, 457, 461, 463, 467, 479, 487, 49
1, 499, 503, 509, 521, 523, 541, 547, 557, 563, 569, 571, 577, 587, 593, 599, 601, 607, 613, 617, 619, 631, 641,
643, 647, 653, 659, 661, 673, 677, 683, 691, 701, 709, 719, 727, 733, 739, 743, 751, 757, 761, 769, 773, 787, 7
07, 809, 811, 821, 823, 827, 829, 839, 853, 857, 859, 863, 877, 881, 883, 887, 907, 911, 919, 929, 937, 941, 947
, 953, 967, 971, 977, 983, 991, 997, 1009, 1013, 1019, 1021, 1031, 1033, 1039, 1049, 1051, 1061, 1063, 1069, 108
7, 1091, 1093, 1097, 1103, 1109, 1117, 1123, 1129, 1151, 1153, 1163, 1171, 1181, 1187, 1193, 1201, 1213, 1217, 1
223, 1229, 1231, 1237, 1249, 1259, 1277, 1279, 1283, 1289, 1291, 1297, 1301, 1303, 1307, 1319, 1321, 1327, 1361,
1367, 1373, 1381, 1399, 1409, 1423, 1427, 1429, 1433, 1439, 1447, 1451, 1453, 1459, 1471, 1481, 1483, 1487, 148
0, 1493, 1499, 1511, 1523, 1531, 1543, 1549, 1553, 1559, 1567, 1571, 1579, 1583, 1597, 1601, 1607, 1609, 1613, 1
619, 1621, 1627, 1637, 1657, 1663, 1667, 1669, 1693, 1697, 1699, 1709, 1721, 1723, 1733, 1741, 1747, 1753, 1759,
1777, 1783, 1787, 1789, 1801, 1811, 1823, 1831, 1847, 1861, 1867, 1871, 1873, 1877, 1879, 1889, 1901, 1907, 191
3, 1931, 1933, 1949, 1951, 1973, 1979, 1987, 1993, 1997, 1999, 2003, 2011, 2017, 2027, 2029, 2039, 2053, 2063, 2
069, 2081, 2083, 2087, 2089, 2099, 2111, 2113, 2129, 2131, 2137, 2141, 2143, 2153, 2161, 2179, 2203, 2207, 2213,
2221, 2237, 2239, 2243, 2251, 2267, 2269, 2273, 2281, 2287, 2293, 2297, 2309, 2311, 2333, 2339, 2341, 2347, 235
1, 2357, 2371, 2377, 2381, 2383, 2389, 2393, 2399, 2411, 2417, 2423, 2437, 2441, 2447, 2459, 2467, 2473, 2477, 2
503, 2521, 2531, 2539, 2543, 2549, 2551, 2557, 2579, 2591, 2593, 2609, 2617, 2621, 2633, 2647, 2657, 2659, 2663,
2671, 2677, 2683, 2687, 2689, 2693, 2699, 2707, 2711, 2713, 2719, 2729, 2731, 2741, 2749, 2753, 2767, 2777, 278
0, 2791, 2797, 2801, 2803, 2819, 2833, 2837, 2843, 2851, 2857, 2861, 2879, 2887, 2897, 2903, 2909, 2917, 2927, 2
039, 2953, 2957, 2963, 2969, 2971, 2999]




M=M*primes[x]

for a in range(1,20):
for k in range(59):
p=mpz(k*M+(65537**a %M))
if is_prime(p):
q = mpz(n//p)
if is_prime(q):

print(

import gmpy2

p =gmpy2.mpz(4582433561127855310805294456657993281782662645116543024537051682479)
q =gmpy2.mpz(3386619977051114637303328519173627165817832179845212640767197001941)
e =gmpy2.mpz(65537)

phi_n= (p - 1) * (q - 1)

d gmpy2.invert(e, phi_n)

print( %(d))

import gmpy2,binascii

from Crypto.Util.number import long_to_bytes
C int(
,16)

d 114995697859901812901421504475409862997293136893980437948652229147514562710973371046228849923451202789592131
40333860537563347711742153
n 155189610416250748761824045853940987814871410592854559270243212767838311221687450763597803430780112164805875
75072479784829258678691739

,m)
shex(m))
,long_to_bytes(m))

p=4582433561127855310805294456657993281782662645116543024537051682479
0=3386619977051114637303328519173627165817832179845212640767197001941

d 15:11499569785990181290142150447540986299729313689398043794865222914751456271097337104622884992345120278959213
140333860537563347711742153

m 56006392793406552883106744981771255916153714828118097099130014407421330832850082353964262145657222269

m 0x666Cc61677b37363039353863392d636361392d343538622d396362652d6561303761613136363865347d

long to_bytes(m) b

109.[V&N2020 4 7 3% ]easy RSA

HEBH




from random import randint
from gmpy2 import *

from Crypto.Util.number import *

def getprime(bits):
while 1:
n 1
while n.bit_length() bits:
n *= next_prime(randint(1,1000))
if isPrime(n - 1):

return n - 1
bytes_to_long(b

getprime(505)
getPrime(512)
r = getPrime(512)

assert m o]

n PRGEC

e 0x10001

d invert(q ** 2, p ** 2)
C pow(m, 2, r)

cipher pow(c, e, n)

print(n)
print(d)
print(cipher)




KB 23 RN 0 3 7E 25 73 g 45 2l par

SELUCTILES RERPUIL 1ESUILY raciul WGauics puj -1V ]

116066441 G918 9744 D Factorize!

number
41

from Crypto.Util.number import *
from gmpy2 import *
from sympy.ntheory.residue_ntheory import nthroot_mod

n 794137173995657728016066441938374096751691893878130661081714974498837928056135903901650867936580610872219815
7199058807892703837558280678711420411242914059658055366348123106473335186505617418956630780649894945233345985279
4711068886351772560114689790833206051032561784469932303204437902402851582602369265190424133782042985147148907253
2583176928150553078773992200736702688395954423956888634907055727286904227552896148341254449558981193385613155722]
1673534170105409

d 751598784279417094944451720215806702111845455836014503039945348760369352269574673254722410084557011937597762,
9070702308991221388721952258969752305904378724402002545947182529859604584400048983091861594720299791743887521228
492714135449584003054386457751933095902983841246048952155097668245322664318518861440

cipher 1618155233923718966393124032999431934705026408748451436388483012584983753140040289666712916510617403356
2061127306134852270841283140436659133571063017368170624129271357162815443486121503288672265151840789663971807716)
2414879752803654824334331650150336478309255048043974940430112227705673285739941380529389924931304568466214633344]
8668209567898831091274930053147799756622844119463942087160062353526056879436998061803187343431081504474584816590
199768034450005448200

p 102634610559478918970860957918259981057327949366949344137104804864768237961662136189827166317524151288799657
758536256924609797810164397005081733039415393

q 753481019642093255216870893701969199468105266006827590697348061760453538130604158384110638368865442612905093
1519275383386503174076258645141589911492908993

r 102690287677543062175637216649762619244079408837841938177866604137448661846459842388664637118733800728037470
92361041245422348883639933712733051005791543841

phn=(p-1)*(q-1)*(r-1)

e 0x10001

d invert(e,phn)

print(d)

m=nthroot_mod(c,2,r)




6965073891278271237066618716544508152843012353344667958401662684314693090111950769224543675937966875648136931440
2841185539865508468494653757792581021819063519369068694103340027158458174351164652570177023069738980813968888905
5897738680146145489141461623210306152017482372340288056132947782754463871096351562634396868323861335480091797855
6088456955078927490627131282859345722599723897438396469502697613738938777462547636418763629770458640564564492448
14748352513

8081092455112516397361105816900490085355315574087538340788309885334106796325593823678787887569920404814986643819
898763828872716522338864714182757065213683
56006392793430016468251971646527328995718100207125432393433900875091739391190683811783574991236326013
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#RANBENFRHAER BERTH—ANFRELENE. REERINFR, Hkia, REIEE LATRTHOLEMaESL T
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flag{youngandsuccessful}

110[De1CTF2019]babyrsa

BEBH

import binascii

from data import el,e2,p,qlp,qlq,hint,flag

n [2012961535249176549934011294318831718054876159786130084730582714151046561967053684463455824643923037165883
69281030634328702457071803559071942848615109060712653524095794410481010849959239621485270973707054520705770987 80
2462828200655737110156642919913720851570169012091141910685742086803977100428428359404284519495006076136346826841]
1320876669402878927574852825428770575952849898630649426781719834065824187302480033601394629489168759101341493523
7821291805123285905335762719823771647853378892868896078424572232934360940672962436849523915563328779942134504499
568866135266628078485232098208237036724121481835035731201383423L, 3122165015562784996446641374941470061382384106)
0149524451234901677160009099014018926581094879840097248543411980533066831976617023676225625067854003317018794041
7236125560084715790604288981177905879910556813804082633827618416257144158790874780727719681603849099199580109836
6936836078850528885594612415951311884774799865642252141498029521264667585069093788376400057166757438141914437282
4211798018586804674824564606122592483286575800685232128273820087791811663878057827386379787882962763290066072231
2488149204682647416540860110726382110754454478436910498472624857593932908531170728684068618407938958162159568695
232892314211, 29944537515397953361520922774124192605524711306753835303703478890414163510777460559798334313021216)
3893562518749177920076382992258210188496485206738137867724528228095465711298163102072328832397713241228848049934
1895830946000940634287217318900844923795957746911415899120243347671058135624381571376280247845439027380837743068)
5157110095496727966308001254107517967559384019734279861840997239176254236069001453544559786063915970071130087811]
1239120443122195355138806639138313587903766504390836606118311562051138737931068802558821144220257469864033550669
96567909581710647746463994280444700922867397754748628425967488232530303L, 25703437855600135215185778453583925446
9127316616040541841638832722655033230162957003572531053011467266678974974355325799749514783545704155542214017785
3610473729615431605631403944911638649432366848374983314780055740336848954227316948908022200936890399365849826390
5567516798684211462607069796613434661148186901892016282065916190920443378756167250809872483501712225782004396969
9969830574239426071743141325984212691697225182244782488368810764846398373430793246369971451998350348333677430799
3536127614999099787590531364277521448604638136861963855189229278778313762226143352891526933342676894735855291974
0901860982679180791L |

C [1913143266121790847026233842129969199852615779058354415674198123882215856398852022598691523457003738388811
2724408392918113942721994125505014727545946133307329781747600302829588248042922635714391033431930411180545085316
4380843179273487052419275704327578929850913960449500854624295754400606529672538450413983996484423400429708144155
7190405766702815751297107938460172481630807863184448011020178734358307381518677179047771204005115718031880442212)
0472007636722063989315320863580631330647116993819777750684150950416298085261478841177681677867236865666207391847




046483954029213495373613490690687473081930148461830425717614569L, 1534189843322663823516007202987573382695679998
2958107910250055958334922460202554924743144122170018355117452459472017133614642242411479849369061482860570279863
6924256215260568628084251352676085448558333583140712006873404425128565752787129866415730124567294026605973396094
437711453471812682850507289259935187048990054161872500033045812307014447051574127907870279268107109986461914671 3]
©550713600765898234392350153965811595060656753711278308005193370936296124790772689433773414703645703910742193898
4718000813214690552117093398463925007065236701452590242678583682169021764898147896794722273433630354285419151183]
78163012031L, 18715065071648040017967211297231106538139985087685358555650567057715550586464814763683688299037897
1828450075785714013590612137776451144146429030770035681555084658196285537471732442359365868124454400954507551543
5764673708707160581198416341659027835260543336232794904824372255626297990948820244253030750581937159474793622383
5233586945423522256938701002370646382097846105014981763307729234675737702252155130837154876831885888669150418885)
0880893245348925061997244867834462673367898727821378955525093535833058801449477141100098931341621853823099926044
35664777436197587312317224862723813510974493087450281755452428746194446L, 22822845612248582931384804474633192624
7491884763014877011247270312854903259218779728996559261519970985787900827176643346203232849858034096887126018966
9707518557157836592424973257334362931639831072584824103123486522582531666152363874396482744561758133655406410364
4421749832270055018609278208712607118610088301206170568835145257987096017440881359994655983386357942751231491654
9893358015994503236388061352492191302334120943965714596233221346857340286379692057181241820081481708623426228033
8221161622789516829363805084715652121739036183264026120868756523770196284142271849879003202190966150390061195469
351716819539183797L ]

f=1lambda m,e,n,c: (m,e,n)==c

assert( ( (f,[pl*4,[4]*4,n,c))==4)

eel 42
ee2 3
cel 457226517863401239469608150030593225288104818413782472806428685536076921495091269628725830371424613988066
8948914174149497483688234150523425532568321909216305284346163233844252901150237893114035611175693271282251681402
3166068902569458299933391973504078898958921809723346229893913662577294963528318424676803942288386430172430880307,
6197481868638900501139345738205055709281090178426475982666343444471823478493677145646863418710075058867283937511
4703355688921760464735562855750220836441226994490801130506412294144651699016892470968409220018386065317385627238
4
ce2 139084683323335671584691364399323259923496968891291039354007602393194544095397253897470592138352383730478
9919821112868937404972957814687530923196293655440328788299996784034621669520842458273977703426107955039591804842)
1086843927009452479936045850799096750074359160775182238980989229190157551197830879877097703347301072427149474991]
8038683257699673323569508635185049654865654640597704514585577449497352821317279560562792928006942038661672702689
8843738994570311707060448899924775013956861493996588521127682198758688290815958586351456119190504024496765544421]
9603287214405014887994238259270716355378069726760953320025828158
'tmp 864078778078609835167779565982540757684070450697854309005171742813414963447462554999012718960925081621571
487444725528982424037419052194840720949809891134854871222612682162490991065015935449289960707882463387
n 1591158155579679861471162528850830970479183751623212241044095883072607882106905040401282089626007175138043
6992710638364294658173571101596931605797509712839622479368850251206419748090059752427303611760004621378226431226
9836657468377790562715301818656481158629475272127878246295162048323130264563900477681747656870409506365304805490)
1440127905434609803039510038700411157427881374963098672470626365516628958623045397595377379194540858948467937185
4113457758157492241225180907090235116325034822993748409011554673180494306003272836905082473475046277554085737627
846557240367696214081276345071055578169299060706794192776825039

(el,eel,n)==cel)

(e2+tmp,ee2,n)==ce2)

46531

n 162785240342783648429643860624761135170679118916997899913559821210849739517383240633051906308655115548883302
1582772488796456597960780829416828299582586498260375938132304890781496127901237534649778104641720495410107645735
©988751188332353062731641153547102721113593787978587135707313755661153376485647168543680503160420091693269984008
7644442912894868058404399066203131623440579565948361975215017553783879446092461206623357901109016237409904515866
2184621204795008420725159516914101564544921784718068335762638356563131725391394288639649439618983743242907825157
3229378917400841832190737518763297323901586866664595327850603

C 149921321409961603309673075585031172556269257774266119785183390506710130414907246168926349110309183608679748
9437153916085382718059610089218073577068872327076538769760442671567044527081962670936456647878127367611592165796
77614946194480952071693863645411646591232732368746498882364333991274078018434126772935169863981901652911602109310
4583046262616483468251967435392201981993667118581352718776624103555857671240595392172746916068251033553103486076
1123305272580523676322034324987384964621985095494534679101585826171596795246102165030730745443451085186986296423]
6227932964442289459508441345652423088404453536608812799355469




1144011882274795846808840461512997046569205361687671329165891823575834610533363869961237832949325665677736
9542668944741031196945645857473118751297486829709263867751528358499441638287245016704641657347265884162769098722
8528798356894803559278308702635288537653192098514966089168123710854679638671424978221959513
cl 2627399757539302816909427843212523390359061968463407132375103823645576853795434987650744488257993421943326
8118112977004607501812203342198322788771961011202823060316652730302103638635078141444734715038378381686978400659
8225583375458609586450854602862569022571672049158809874763812834044257419199631217527367046624888837755311215081
1733865238060867832661983902890972311681726923266536573935225617419479518875771566666635842491088993270539518914
8635517993977015055099581247832773591700619457441251881929930378324388696245539978360122922771878708178539101042
4030509937403600351414176138124705168002288620664809270046124
c2 7395591129228876649030819616685821899204832684995757724924450812977470787822266387122334722132760470911599
1763626172252183454044682700145488172677276698728968381064515203928064974665769070632956037466600031884401709194
9015725082930817331071531892577164310506488262074617126649985904903801690216259926140905090714082335299075029823
9508355767238575709803167676810456559665476121149766947851911064706646506705397091626648713684511780456955453552
0204609096380161341245904384257388268286947739605142219101094739414514714316379031822057387381094297364250256213
©8300895473186381826756650667842656050416299166317372707709596
assert(cl (flag,el,p*ql))

assert(c2 (flag,e2,p*q2))
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c1=me1 %(pq1)

c2=me2 %(pq2)

FEEERR T ROTRFTE AT LLRAE — AN 2 %10 B/ NMEE AR
XEMERES T AR, RRIRATRAE K050 2 XA 2.
HEEE NI

it E A fged(e,(p-1)(q1-1))=14.

Al LANIE Zrsas T3 A Re A B 7V @ E AR T

c1=me1 %(pq1)=(m14)e1/14%(pq1) ,FRATAT LAZE B2 1 F SR Him14 KB MR (B R B/ NFRMR KT RARE R, B /MERT & E
WREZAHE)

g pq1=n1,pq2=n2,ic e1/141i¥% jt 3 d1,75 & 2+ €2/14i) % ju.  d2
CIZIBMERTTIE

m14 =c1d1mod n1

EELEIEES

gcd(e2,(p-1)(q2-1))=14

)

m14=c2d2 mod n2

Ui S A R AR R SR — MR AR (B R B AR B R R RS R AR
TFREXBH BRI TR RIS BHEAT.

T REZITE R Z R R T R BT 44k

itc1d =a1,c2d2 =a2

53]

m14 =a1 mod p

m14 = a1 mod q1

m14 = a2 mod p

m 14 = a2 mod g2

BT mifa o R, AT 2R 08 1 H3E — N I rsa 7 R BRIk 78 4.
Hig EANTREAMEH T N ERETITE

ged(p-1,7)1=157 LA SR i Fp #0185 B AR AT B ).
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AT

import gmpy2
import math
def merge(al,nl,a2,n2):
d math.gcd(n1,n2)
C a2-al
if c%d!=0:
return O
(c%n2+n2)%n2
c//d
nl//d
n2//d
gmpy2.invert(nl,n2)
n2
nl*d
al
global n3
global a3
n3 nl*n2*d
a3 (c%n3+n3)%n3




i in range(1,le):
a2 = a[i]
n2=n[i]
if not merge(al,nl,a2,n2):
return -1
al a3
nl n3
global mod
mod=n1
return (al%nl+nl)%nl
exCRT_getequation(a,n):
al=a[9]
nl=n[0]
le= len(a)
for i in range(1,le):
a2 ali]
n2=n[i]
if not merge(al,nl,a2,n2):

return -1
al a3
nl n3
return (al,nl)

n [2012961535249176549934011294318831718054876159786130084730582714151046561967053684463455824643923037165883
6928103063432870245707180355907194284861510906071265352409579441048101084995923962148527097370705452070577098780
2462828200655737110156642919913720851570169012091141910685742086803977100428428359404284519495006076136346826841
1320876669402878927574852825428770575952849898630649426781719834065824187302480033601394629489168759101341493523]
7821291805123285905335762719823771647853378892868896078424572232934360940672962436849523915563328779942134504499
568866135266628078485232098208237036724121481835035731201383423, 31221650155627849964466413749414700613823841060
1495244512349016771600090990140189265810948798400972485434119805330668319766170236762256250678540033170187940417
2361255600847157906042889811779058799105568138040826338276184162571441587908747807277196816038490991995801098366
9368360788505288855946124159513118847747998656422521414980295212646675850690937883764000571667574381419144372824
2117980185868046748245646061225924832865758006852321282738200877918116638780578273863797878829627632900660722312,
4881492046826474165408601107263821107544544784369104984726248575939329085311707286840686184079389581621595686952
3289231421, 2994453751539795336152092277412419260552471130675383530370347889041416351077746055979833431302121638
9356251874917792007638299225821018849648520673813786772452822809546571129816310207232883239771324122884804993418
9583094600094063428721731890084492379595774691141589912024334767105813562438157137628024784543902738083774306851
5711009549672796630800125410751796755938401973427986184099723917625423606900145354455978606391597007113008781112,
3912044312219535513880663913831358790376650439083660611831156205113873793106880255882114422025746986403355066996
567909581710647746463994280444700922867397754748628425967488232530303, 25703437855600135215185778453583925446912
7316616040541841638832722655033230162957003572531053011467266678974974355325799749514783545704155542214017785361
0473729615431605631403944911638649432366848374983314780055740336848954227316948908022200936890399365849826390556
7516798684211462607069796613434661148186901892016282065916190920443378756167250809872483501712225782004396969996
9830574239426071743141325984212691697225182244782488368810764846398373430793246369971451998350348333677430799353
61276149990997875905313642775214486046381368619638551892292787783137622261433528915269333426768947358552919740960
1860982679180791 ]

C [1913143266121790847026233842129969199852615779058354415674198123882215856398852022598691523457003738388811
2724408392918113942721994125505014727545946133307329781747600302829588248042922635714391033431930411180545085316
4380843179273487052419275704327578929850913960449500854624295754400606529672538450413983996484423400429708144155
7190405766702815751297107938460172481630807863184448011020178734358307381518677179047771204005115718031880442212
0472007636722063989315320863580631330647116993819777750684150950416298085261478841177681677867236865666207391847
046483954029213495373613490690687473081930148461830425717614569, 15341898433226638235160072029875733826956799982
9581079102500559583349224602025549247431441221700183551174524594720171336146422424114798493690614828605702798636
9242562152605686280842513526760854485583335831407120068734044251285657527871298664157301245672940266059733960944




3771145347181268285050728925993518704899005416187250003304581230701444705157412790787027926810710998646191467130
5507136007658982343923501539658115950606567537112783080051933709362961247907726894337734147036457039107421938984
7180008132146905521170933984639250070652367014525902426785836821690217648981478967947222734336303542854191511837
8163012031, 1871506507164804001796721129723110653813998508768535855565056705771555058646481476368368829903789718
2845007578571401359061213777645114414642903077003568155508465819628553747173244235936586812445440095450755154357
6467370870716058119841634165902783526054333623279490482437225562629799094882024425303075058193715947479362238352
3358694542352225693870100237064638209784610501498176330772923467573770225215513083715487683188588866915041888508
8089324534892506199724486783446267336789872782137895552509353583305880144947714110009893134162185382309992604435
664777436197587312317224862723813510974493087450281755452428746194446, 22822845612248582931384804474633192624749
1884763014877011247270312854903259218779728996559261519970985787900827176643346203232849858034096887126018966979
7518557157836592424973257334362931639831072584824103123486522582531666152363874396482744561758133655406410364442
1749832270055018609278208712607118610088301206170568835145257987096017440881359994655983386357942751231491654989
3358015994503236388061352492191302334120943965714596233221346857340286379692057181241820081481708623426228033822
1161622789516829363805084715652121739036183264026120868756523770196284142271849879003202190966150390061195469351
716819539183797 |

p_4=exCRT(c,n)

p=gmpy2.iroot(p_4,4)[0]

print(p)

eel 42

ee2 3

cel 457226517863401239469608150030593225288104818413782472806428685536076921495091269628725830371424613988066
8948914174149497483688234150523425532568321909216305284346163233844252901150237893114035611175693271282251681402
3166068902569458299933391973504078898958921809723346229893913662577294963528318424676803942288386430172430880307
6197481868638900501139345738205055709281090178426475982666343444471823478493677145646863418710075058867283937511
1703355688921760464735562855750220836441226994490801130506412294144651699016892470968409220018386065317385627238
4

ce2 139084683323335671584691364399323259923496968891291039354007602393194544095397253897470592138352383730478
9919821112868937404972957814687530923196293655440328788299996784034621669520842458273977703426107955039591804842)
1086843927009452479936045850799096750074359160775182238980989229190157551197830879877097703347301072427149474991]
8038683257699673323569508635185049654865654640597704514585577449497352821317279560562792928006942038661672702689
8843738994570311707060448899924775013956861493996588521127682198758688290815958586351456119190504024496765544421
9603287214405014887994238259270716355378069726760953320025828158

tmp 864078778078609835167779565982540757684070450697854309005171742813414963447462554999012718960925081621571
487444725528982424037419052194840720949809891134854871222612682162490991065015935449289960707882463387

n =1591158155579679861471162528850830970479183751623212241044095883072607882106905040401282089626007175138043699
2710638364294658173571101596931605797509712839622479368850251206419748090059752427303611760004621378226431226983|
6657468377790562715301818656481158629475272127878246295162048323130264563900477681747656870409506365304805490144
0127905434609803039510038700411157427881374963098672470626365516628958623045397595377379194540858948467937185411
3457758157492241225180907090235116325034822993748409011554673180494306003272836905082473475046277554085737627846)
557240367696214081276345071055578169299060706794192776825039

def doit(ee,n,ce):
k=0
while True:
x=ce+k*n
if gmpy2.iroot(x,ee)[1]:
return gmpy2.iroot(x,ee)[0]
k=k+1

el=doit(eel,n,cel)

e2=doit(ee2,n,ce2)-tmp




4538661746574049855390667416841960201378404729501023802320677864003226009029389849163556317144396683266713101609
16766472897536055371474076089779472372913037040153356437528808922911484049460342088834871

al=qlp

q2 1144011882274795846808840461512997046569205361687671329165891823575834610533363869961237832949325665677736
9542668944741031196945645857473118751297486829709263867751528358499441638287245016704641657347265884162769098722
8528798356894803559278308702635288537653192098514966089168123710854679638671424978221959513

cl 2627399757539302816909427843212523390359061968463407132375103823645576853795434987650744488257993421943326
8118112977004607501812203342198322788771961011202823060316652730302103638635078141444734715038378381686978400659
8225583375458609586450854602862569022571672049158809874763812834044257419199631217527367046624888837755311215081
1733865238060867832661983902890972311681726923266536573935225617419479518875771566666635842491088993270539518914
8635517993977015055099581247832773591700619457441251881929930378324388696245539978360122922771878708178539101042
4030509937403600351414176138124705168002288620664809270046124

c2 7395591129228876649030819616685821899204832684995757724924450812977470787822266387122334722132760470911599
1763626172252183454044682700145488172677276698728968381064515203928064974665769070632956037466600031884401709194
9015725082930817331071531892577164310506488262074617126649985904903801690216259926140905090714082335299075029823
9508355767238575709803167676810456559665476121149766947851911064706646506705397091626648713684511780456955453552)
0204609096380161341245904384257388268286947739605142219101094739414514714316379031822057387381094297364250256213
©8300895473186381826756650667842656050416299166317372707709596

phil=(p-1)*(ql-1)
phi2=(p-1)*(q2-1)
xx1=gmpy2.gcd(el,phil)
xx2=gmpy2.gcd(e2,phi2)
gmpy2.invert(el//xx1,phil)
gmpy2.invert(e2//xx2,phi2)
[]
[]
.append(ql)
.append(qg2)
gmpy2.powmod(cl,dl,p*ql)%ql
gmpy2.powmod(c2,d2,p*q2)%q2

.append(al)

.append(a2)
last=exCRT_getequation(aa,nn)
new_e=7
new_phi=(ql-1)*(qg2-1)
new_d=gmpy2.invert(new_e,new_phi)
m_2=gmpy2.powmod(last[0@],new_d,last[1])
flag=gmpy2.iroot(m_2,2)[0]
import binascii

print(binascii.unhexlify(hex(flag)[2:]))

1099358579338678297289853985632354554811203008593114217625408587627219550383101176094567633380822379070059373808
7315127935183160022527099534409653275027107080705198409752490095780942786144143679693401239370777001255660447906
5826879107677002380580866325868240270494148512743861326447181476633546419262340100453

b

111.[UTCTF2020]hill

HBEBH

wznqca{d4uqop@fk_glnwofDbzg_eu}




XA W AR BRI . HIER CRT6 M wznaca i B SCRT6 M utflag, T4 RMBEAN— T, ERIEEM, HEt =
MEAT T RAWIFME R .

from mpmath.libmp.backend import xrange

@00, aol, alo, all

C
m
for i in xrange(®, len(c), 2):
a, b = dic.index(c[i]), dic.index(c[i+1])
ad, be (a00*a+a01*b)%26, (ald*a+all*b)%26
m += dic[a@]
m += dic[b@]
print(m)

WWHRERR TR, T, PR EE, THE-NMFREREHNET
utflag{d4ngerOus_c1pherText_qq}

112.[V&N2020 2 7 3%]CRT

BEBH

import hashlib
from functools import reduce
from Crypto.Util.number import *

WS [getRandomNBitInteger(128) for i in range(8)]
p reduce(lambda x,y: x*y, ms)
x = getRandomRange(1, p)

[x % m for m in ms]

+ hashlib.sha256(str(x).encode()).hexdigest() +

PEEAEHE, BAER
R assert B 1 Ui B IX 8 8 7 IR



import hashlib

math.gcd(nl,n2)
C a2-al
if cxd!=0:
return 0
(c%n2+n2)%n2
c//d
nl//d
n2//d
gmpy2.invert(nl,n2)
n2
nl*d
al
global n3
global a3
n3 nl*n2*d
a3 (c%n3+n3)%n3
return 1
exCRT(a,n):
al=al[9]
nl=n[0]
le €))
for i in (1,1e):
a2 ali]
n2=n[i]
if merge(al,nl,a2,n2):
return -1
al a3
nl n3
global mod
mod=n1
return (al%nl+nl)%nl
ms [284461942441737992421992210219060544764, 218436209063777179204189567410606431578, 288673438109933649911276
214358963643204, 239232622368515797881077917549177081575, 206264514127207567149705234795160750411, 3389155475681
69045185589241329271490503, 246545359356590592172327146579550739141, 219686182542160835171493232381209438048 |
csS [273520784183505348818648859874365852523, 128223029008039086716133583343107528289, 511109102540677127116777
2696866083419, 33462335595116820423587878784664448439, 145377705960376589843356778052388633917, 1281584217258568
07614557926615949143594, 230664008267846531848877293149791626711, 94549019966480959688919233343793910003 |
x=exCRT(cs,ms)
flag=hashlib.sha256( (x).encode()).hexdigest()
while in flag:
x=Xx+mod
flag = hashlib.sha256( (x).encode()).hexdigest()
print(flag)

pythonfX#id 7 2 75 B
BITRE

113.[MRCTF2020]Easy RSA

HEBH

import sympy
from gmpy2 import gcd, invert




from random import randint

from Crypto.Util.number import getPrime, isPrime, getRandomNBitInteger, bytes to long, long to bytes

import base64

A=20
while 1:
A = getPrime(N)
if A% 8 5k
break

return A

gen_p():
p = getPrime(1024)
q getPrime(1024)
assert (p q)
n=p*gq
print( , n)
Fn=(p-1) * (q - 1)
print( , F_n)
factor2 = 2021 * p + 2020 * q
if factor2 Q:

factor2 (-1) * factor2
return sympy.nextprime(factor2)

gen_q():
p = getPrime(1024)
q = getPrime(1024)
assert (p < q)
n=p*q
print( , n)
e = getRandomNBitInteger(53)
Fn=(p-1) * (q-1)
while gcd(e, F_n) iLg

e = getRandomNBitInteger(53)
d invert(e, F_n)
print( , e *d)
factor2 2021 * p - 2020 * q
if factor2 0:

factor2 (-1) * factor2
return sympy.nextprime(factor2)

if _ name_
_E base
_P = gen_p()
_Q = gen_q()
assert (gcd(_E, (P - 1) * ((Q - 1)) 1)
M = bytes to_long(flag)
e pow(_ M, E, P * Q)
print( , _O)




114.[MRCTF2020]Easy RSA

BEBH

import sympy

from gmpy2 import gcd, invert

from random import randint

from Crypto.Util.number import getPrime, isPrime, getRandomNBitInteger, bytes_to_long, long_to_bytes
import base64

from z1ib import *
b
65537

def gen_prime(N):
A 0
while 1:
A = getPrime(N)
if A% 8 5:
break
return A

def gen_p():
p getPrime(1024)
q getPrime(1024)
assert (p < q)
n=p*q
print(
F n




print( D)
factor2 2021 * p + 2020 * ¢
if factor2 0:

factor2 (-1) * factor2

return sympy.nextprime(factor2)

gen_q():
p getPrime(1024)
q getPrime(1024)
assert (p < q)
n=p=*gq
print( , n)
e = getRandomNBitInteger(53)
Fn=(p-1)*(q-1)
while gcd(e, F_n) 1:

e = getRandomNBitInteger(53)
d invert(e, F_n)
print( , e *¥d)
factor2 2021 * p - 2020 * q
if factor2 Q:

factor2 (-1) * factor2
return sympy.nextprime(factor2)

__name__

BE base
_P = gen_p()

_Q = gen_q()
assert (gcd(_E, (P - 1) * (_Q - 1))

_M = bytes_to_long(flag)
_C = pow(_M, _E, P * _Q)
print( , _0O)

1)




P n 140573321395373957012384636448279482040305765285585432834059669335099444446812575211087693039996799553714
7454621319605138680293634309296520251950411123857226982307219903981220810030193936508032851857870407676914748492
2508482686658959347725753762078590928561862163337382463252361958145933210306431342748775024336556028267742021320
8916817625436604684840186868658910731107573941540248335525588636715374910899570386483289737906923560147784203338
9670559525271151411747807282888019850618766792402026060012471724306742087636398053899410192943797866870912865258
7073901337310278665778299513763593234951137512120572797739181693

P F n 1405733213953739570123846364482794820403057652855854328340596693350994444468125752110876930399967995537
1474546213196051386802936343092965202519504111238572269823072199039812208100301939365080328518578704076769147484]
9225084826866589593477257537620785909285618621633373824632523619581459332103064313427487750240994273639673211101
2756203987901861608292693556795137818528088242690306459837666810661669462354007405721043279030957101877828172371
0994930151635857933293394780142192586806292968028305922173313521186946635709194350912242693822450297748434301924
950358561859804256788098033426537956252964976682327991427626735740

Q_n =20714298338160449749545360743688018842877274054540852096459485283936802341271363766157976112525034004319938
0540349348808609569665850516844836625357806216733167748426147017264458706301091960166767251834128798704634322776
2991666913049404040373329559365530610417636790235248436752026291794310046769754059392570716216261663553355026271
8808746254599456286578409187895171015796991910123804529825519519278388910483133813330902530160448972926096083990
2082432745485612382530027894749207307600011040480932956805930333278188212553008934234121922658144185461340155575
79236219461780344469127987669565138930308525189944897421753947

Q_E D =100772079222298134586116156850742817855408127716962891929259868746672572602333918958075582671752493618259
5182863361227727033301830372211050582986534907943378850984990735838218325327983095135383831752334295334673483903]
8932322519880529495048480206814859090290722115096853906798043283131037636820277321226632011267069973750105483164
6286585142281419237572222713975646843555024731855688573834108711874406149540078253774349708158063055754932812675
7861237007682880484453261998809837175045388254981037893048736821910530503668068258026026586742684408445779554993
68404019114913934477160428428662847012289516655310680119638600315228284298935201

Ciphertext 40855937355228438525361161524441274634175356845950884889338630813182607485910094677909779126550263
3041947960009043847754950009434240703963344358101265361653325654173367970366117733827283446871752530810475866028
3868502742829262155791451462902432479427577252201312646492699062014040641299948572875038587686811509173542557755
5027394033416643032644774339644654011686716639760512353355719065795222201167219831780961308225780478482467294410
8285434884122587644464948152387661857284544166918988594625320834372137931048237591473176136378814197875819207451
51430394526712790608442960106537539121880514269830696341737507717448946962021

import gmpy2

import sympy

base 65537

def getp(n,phi):

p_g=n+1-phi
p_q_2=p_q**2-4*n
p_q_2=gmpy2.iroot(p_q_2,2)[0]
q=(p_g_2+p_q)//2
pP=pPq-4q
factor2 2021 p 2020
if factor2 9:

factor2 (-1) factor2
P = sympy.nextprime(factor2)
return P
getq(n,phi):
p_g=n+1-phi
p_q_2=p_q**2-4*n
p_q_2=gmpy2.iroot(p_q 2,2)[0]
q=(p_g_2+p_q)//2




factor2 2021 p -2020
if factor2 0:
factor2 (-1) factor2
(0] sympy .nextprime(factor2)
return Q
p=getp(P_n,P_F _n)
K=((Q_E_D-1)//Q _n)+1
phi=(Q_E_D-1)//K
q=getq(Q_n,phi)
e=base
d=gmpy2.invert(e, (p-1)*(q-1))
M=gmpy2 .powmod (Ciphertext,d,p*q)
import binascii
print(binascii.unhexlify( M)[2:1))

115.[NPUCTF2020]EzZRSA

BEBH

from gmpy2 import lcm , powmod , invert , gcd , mpz
from Crypto.Util.number import getPrime
from sympy import nextprime
from random import randint
p = getPrime(1024)
getPrime(1024)
q
lem(p
54722
b
.from_bytes(flag ,
C powmod(m , e , n)
print( , Nn)
print( , gift)
print( » C)




HTgiftit R, BiEEH
B3p,qf5, ZFc=me %n=>c=(m2)e/2 %n(E Nefen)A EJFH )
BEIm2 FEREET P ERERNRMEAR

gift=21354926537766862125533295605609672853033089368258873559119169174547721979606822401498211381772168335865090
9096989241977595840608799405458502289416595076842774154573624791841025580489452208572064295257963841848380024336
8312702566458196708508543635051350999572787188236243275631609875253617015664414032058822919469443284453403064076
2327650242484355433265974188517515863085145401245713091527875597129502093578255768961322780451121779102660197410
1399510657948486876825108445333841711548351513286959471216205236208341416395468130625913705758103665744189742843
2575924018950961141822554251369262248368899977337886190114104
import gmpy2
e=54722
c=37389606391947379576676841435650055035962764516179224746697455292999293955079714353111815783872233234293232869
2737057695507861833575750816126358516412604754541302882987326934292409233929895763507973644685183741435775731252]
5158356579607212496060244403765822636515347192211817658170822313646743520831977673861869637519843133863288550058
3594294550526763231967282804085086145279530572147791654503565778203788104675270063772961941026713603020599018979
7733972829234513282718422715506132632858564001991632884737229575447283231825863605466309147580123505065740185726
2960415898483713074139212596685365780269667500271108538319
N=17083941230213489700426636484487738282426471494607098847295335339638177583685457921198569105417734668692072727
7591393582076672487039524366801831533276061474219323658899833472820464391561766857651436206371073478704019469465
0162053166557366806834908041080799658229750588994620505287900202893612531531225647058362291364631977912555969127
0916064588684997382451412747432722966919513413709987353038375477178385125453567111965259721484997156799355617642
1315690958103040771310535884830572443407427518049354940876873634169213140415470931185657676096670338595831252753
22077617576783247853718516166743858265291135353895239981121
for i in (100):

phi=gift*i

pg=n+1-phi

p_g=gmpy2.iroot(pq**2-4*n,2)[0]

if gmpy2.is_prime((pg+p_q)//2):

p=(pa+p_q)//2

q=Pq-p
break

new_e=e
new_d=gmpy2.invert(new_e, (p-1)*(g-1))
m_2=gmpy2.powmod(c,new_d,n)
m=gmpy2.iroot(m_2,2)[0]

import binascii

print(binascii.unhexlify( (m)[2:1))

B1T13 3 b'NPUCTF{difflcult_rsa_1s_e@sy}'

116.[AFCTF2018]4E J 5l = Ht

BEBEH —MzpE4aE— It



$580804238007977405688648566160504278593148666302626415149704905628622876270862865768337953835725801963142685182
5108129380721159963557823963183039270207056231206520140800328094211804009842420615925207337102434839472309626319
4504513454015951748828878166662263532831697297918376195284201080630474831332621561969508538058605255044302507450
1971925005072999275628549710915357400946408857 5 ik & K

ERATER ) E FRARTEAE 1A !

RN P P 3 77 !

TRBICHER DR T 50, e BHIMNIHRZERE, I H R ZE30 5T LR 5 A0 bk .

[N ESEECRAF LT EMH.

ERERHG: “RE K] AR LB T BB KRR

MOhr BEE R T MBS L T =M, RESEE: EMEERIE?

FAMEEABEREZELTREEK, BAT —AEFE

i, RAERE [(HE] 5 [HE] 5inr RS =R T e !
YRR IXFE I BB 8 1 7

A BT BRI — A Zp S

dEAET

« secret1 B4 HEF: 19260817

* secret2B L F £} alice

« secretd Dy N

» secret5 ntfsfa 5

BRI HXFIm, & HE ¥R EIHRITT

PiiZ%Re=3, REHEK L. HIMAZE, SHHBERCcHn, ITRUMRERXME, ATAETFERR—NKE?
mAEREELE, Hh%EE 2 ag

BET—T, BFERXRIRHER TR L= 77 & (threshold secret sharing scheme), f&i#& 1 TFR 5 % :
http://www.matrix67.com/blog/archives/1261

BEAREEFSIEANMN, BMANRERAR—E5. BR=EAANEGSR T UERAT RS, WEHRREITHE, Tk
18 B 2 W = AN IR BR4H .

FNIX RN IEBF X L«

TRRIEEEES KT 50, ZRERATREILMNIFERZERE, I H R ZERE34 5 7T LIRS A Hdik .
FIRMEBRZMHGTR, BT, EAFHERHE —R. A LECF R R - A,

B HAREUNAETT, BIAsmnth-Bloom7Js &

FIRAK A ERKBUEHE, A HREZHNMC, HEmmodn=c, RERFEHFRIJLABMATARIIE, BEEEcNEL
R, RERm+kn1n2......nnHIERH 2 .

X R [ 2«



rom Crypto.Util.number import

z=80804238007977405688648566160504278593148666302626415149704905628622876270862865768337953835725801963142685182
5108129380721159963557823963183039270207056231206520140800328094211804009842420615925207337102434839472309626319
4504513454015951748828878166662263532831697297918376195284201080630474831332621561969508538058605255044302507450)
1971925005072999275628549710915357400946408857

X5 230502064382947282343660159791611936696520807970361139469603458689311286041516767875903549263861950740778709
5012699983268093626403307298415066249636346303539570207577050391796770068203937723627361951969413683246596072925
6926703654909708478252695810044839642614919176807590917916537595142131887784019686764332847537810067382937524401
86858616315727565803777032119737689210471541053061940547213

m5 34705155962246314453966995009665816342564641143579769197370151372570157510081044617584942400000007585507043)
0240507732735393411493866540572679626172742301366146501862670272443070970511943485865887494229487420503750457974
2628020537220939051262353403802618285935084556216673099463617055306679574847319291518755274894784493611986483106
84702574627199321092927111137398333029697068474762820822249

x4 10045977991352054009806540742062995481667792642335676952475907263221910615584945012518520555749113835776049
4272691949199099803239098119602186117878931534968435982565071570831032814288620974807498206233914826253433847572
7034076787129650983201225497595795663163722209596108145739456980839095750053032532056532442385423002664605597906
06278310650849881421791081944960157781855164700773081375247

m4 34705155962246314453966995009665816342564641143579769197370151372570157510081044617584942400000007585507043)
0240507732735393411493866540572679626172742301366146501862670272443070970511943485865887494229487420503750457974
2628020537220939051262353403802618285935084556216673099463617055306679574847319291518755274894784493611986483106
84702574627199321092927111137398333029697068474762820820091

X2 15201268127068234005169062792458623270255246081003032226782740177130490746980259186191292128183389061318631,
77878136113728380669248946918924445030395459467286216965900875912463392082486479269664468481232960344911662916758
0391348174047205124658178672552774767173534395052432475681261933615580429403522040933812604024007394290502805262
12446967632582771424597203000629197487733610187359662268583

m2 34705155962246314453966995009665816342564641143579769197370151372570157510081044617584942400000007585507043)
0240507732735393411493866540572679626172742301366146501862670272443070970511943485865887494229487420503750457974
2628020537220939051262353403802618285935084556216673099463617055306679574847319291518755274894784493611986483106
84702574627199321092927111137398333029697068474762820818553

X2 15201268127068234005169062792458623270255246081003032226782740177130490746980259186191292128183389061318631,
7787813611372838066924894691892444503039545946728621696590087591246339208248647926966446848123290344911662916758
0391348174047205124658178672552774767173534395052432475681261933615580429403522040933812604024007394290502805262
12446967632582771424597203000629197487733610187359662268583

m2 3470515596224631445396699500966581634256464114357976919737015137257015751008104461758494240000000758550704 3]
©240507732735393411493866540572679626172742301366146501862670272443070970511943485865887494229487420503750457974
2628020537220939051262353403802618285935084556216673099463617055306679574847319291518755274894784493611986483106)
84702574627199321092927111137398333029697068474762820818553

X1 30534513391139521857379090350829623865914780227403179664301753901164880280876316290233564419564852537551894
1848430114497150082025133000033835083076541927530829557051524161069423494451667848236452337271862085346869364976)
9890471805321675607964700675499153907732712079015378472138824799973255752786729176484178687590771509990448910992
06133296336190476413164240995177077671480352739572539631359

ml 3470515596224631445396699500966581634256464114357976919737015137257015751008104461758494240000000758550704 3
0240507732735393411493866540572679626172742301366146501862670272443070970511943485865887494229487420503750457974
2628020537220939051262353403802618285935084556216673099463617055306679574847319291518755274894784493611986483106)
84702574627199321092927111137398333029697068474762820813413




getPrime(1024)
getPrime(1024)

N=p*q
g, rl, r2 [getRandomRange(1, N) for _ in

(g, r1 * (p-1), N)
(g, r2 * (g-1), N)
def encrypt(m):
[getRandomRange(1, N) for _ in
(g1, s1, N)) \
(g2, s2, N)) \
return (cl, c2)
decrypt(cl, c2):
Xp cl p
Xq c2 o]

m (xp*inverse(q, p)*q xg*inverse(p, q)*p) \
return m

HEEIFHAT —ANMEELTRE, U RTERHp. q, BukEeT UEE.
ZEencryptF 45 T c1/c2, WIZZBHERYL, BAEETg1/g2ME, KRp/q. WAEE, 15Ffag:

g = g1 mod N

gl = kN + g"tv1)

#1427 mod p

gl mod p = ¢"""~Y mod p

Wy sE P 4T: P ' =1 mod p

#gl mod p = ¢V mod p = (g*~Y mod p]rl mod p = 1" mod p =1
glmodp=1

] #g2 mod g = 1

FrBA

gl- 1 X*p
gcd(n,gl-1)
g2 - 1 =y*q
gcd(n,g2-1)

P LU i B R A L1 80A] LSR8 pq .
H & encrypt:
def encrypt(m):

[getRandomRange(1, N) for _ in (2)]
(gl, s1, N)) % N

(82, s2, N)) % N
return (cl, c2)

B #E Fdecryptd] BA48 Flflag:



from Crypto.Util.number import
p=gcd((g1-1),N)
g=gcd((g2-1),N)
phi=(p-1)*(q-1)

cl p

Xq c2 o]
(xp*inverse _mod(qg, p)*q xg*inverse mod(p, q)*p)
long_to_bytes(m)

118.[BJDCTF2020]4k & 7~ + I

BEEH

from secret import flag

def encrpyt5():
enc
for i in flag:
enc ((a*( (1)-97)+b)%26+97)

return(enc)

encrypt4():
temp
offset=5
for i in (enc)):
temp (enc[i])-offset-1i)
return(temp)

X4, BABRRGERBHE4E! ! !

(% 3 : T B I 45 2 B A /N o 1 R B/ a7 T SR 5 v 2 (R PRI 4 B A R R 92 A R PR D U T4 57 28 35 Wk Vi R A9 K 8 R SR D Bl S T H AR B R F
o B R B R R RF R S ARG I A gRoR

: HIREEABID{}

ik



def decrypt4(enc):
temp
offset=5
for i in (enc)):
temp (enc[i])+offset+i)

return temp

for i in flag:
for k in (200):
if ( (1) 97 - 7+26
enc ((ord(1)
break

print(enc)

continue

try:
li.append(dic[s[i]])

except:
t
t=t+s[i]+s[i+1]
li.append(dic[t])
k=1

.join(1i)

(ss),8):
ss[i:i+8]))

x=base64.b64decode(enc).decode()
print(x)

x=decrypt4(x)

x=decrypt5(x)

bjdcongratulationsongettingtheflag

BATEE
flagfu 22 B ]




119.[ACTF:#1 4 £ 2020]crypto-aes

BEMH 91144196586662942563895769614300232343026691029427747065707381728622849079757 b' \x8c-
\xcd\xde\xa7\xe9\x7f.b\x8aKs\xf1\xba\xc75\xc4d\x13\x07 \xac\xa4&\xd6\x91\xfe\xf3\x14\x10 | \xf8p"

from Cryptodome.Cipher import AES
import os

import gmpy2

from flag import FLAG

from Cryptodome.Util.number import

def main():

key=o0s.urandom(2)*16

iv=o0s.urandom(16)
print(bytes_to_long(key)”bytes_to long(iv))
aes=AES.new(key,AES.MODE_CBC,iv)

enc_flag aes.encrypt(FLAG)
print(enc_flag)

if _ _name__

main()

keyRHANFZHAMEL BRI, FHEEHEKSivaERRRERE S K2 keyfiv
AT

key iv=91144196586662942563895769614300232343026691029427747065707381728622849079757
flag encrypt=b

(key_iv)[2:6]*16
iv=key_iv ( key)
import Crypto.Util.number
iv=Crypto.Util.number.long_to_bytes(iv)
key=Crypto.Util.number.long_to_bytes( ( key))
import Crypto.Cipher.AES
decrypt=Crypto.Cipher.AES.new(key,Crypto.Cipher.AES.MODE_CBC,iv)

print(decrypt.decrypt(flag_encrypt))

Z1718 %) b'actf{WeW_you_can_solv3_AES_now!}'

120.[NCTF2019]Sore

HEBH

91144196586662942563895769614300232343026691029427747065707381728622849079757

b




from Cryptodome.Cipher import AES

from flag import FLAG

from Cryptodome.Util.number import

def main():
key=o0s.urandom(2)*16
iv=o0s.urandom(16)
print(bytes_to_long(key)”bytes_to long(iv))
aes=AES.new(key,AES.MODE_CBC,iv)
enc_flag aes.encrypt(FLAG)
print(enc_flag)

if _ _name__

main()

IR AT R RAR 1A B i — B AR AL B e (R R4 3 B W 1), (E2 B H 3 i 2 A key(keyit 2 K I flag).
FEBA keyHIE 00 T BRI E SCE 25 34 B (B HE R 247 B X0)

Kasiski 5246

HEEBBUE

FEHRR T

HrpKasiskisz 58 i & 3R AH B 7 5 (35 DL _E)SRIE I vl BE fkey K B

EE A B AN AH 8] B F 55 B BE B A 22 8407, IR 4 key B K FE ML iZ N8I B -, 1X 1 HIRATA 258 2 M B i sk 7] AR A H e key K EE T .
HEEBBUGE

HEHEHCI

key iv=91144196586662942563895769614300232343026691029427747065707381728622849079757
flag _encrypt=b

(key_iv)[2:6]*16

key)

import Crypto.Util.number
iv=Crypto.Util.number.long_to_bytes(iv)

key=Crypto.Util.number.long_to_bytes(

import Crypto.Cipher.AES
decrypt=Crypto.Cipher.AES.new(key,Crypto.Cipher.AES.MODE_CBC,iv)
print(decrypt.decrypt(flag_encrypt))
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