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import gmpy2
from Crypto.Util.number import

data ( 5 ).read().split( )

m = gmpy2.iroot( (data[1][4:], 16), (data[2][4:], 16))[@]

print(long_to_bytes(m))

122.[SUCTF2019]MT


https://blog.csdn.net/ao52426055
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from Crypto.Random import random

from Crypto.Util import number

from flag import flag

def convert(m):
m=m"m
m=m"m
m=m"m
m=m"m

return m

def transform(me
assert (m
new_message

for i in

block

block

block

block
new_mess

return new_m

transformed_flag

print

A

13

9 2029229568
17 2245263360
19

ssage):

essage) 4

( (message) 4):

message[i * 4 : i * 4 +4]
number.bytes to_long(block)
convert(block)

number.long to_bytes(block, 4)
age block

essage

transform(flag[5:-1].decode(
, transformed_flag

)) .encode(




from Crypto.Random import random
from Crypto.Util import number

def convert(m):
m 13
m 9 2029229568
m 17 2245263360
m 19

return m

transform(message):

assert (message) 4

new_message

for i in ( (message) 4):
block message[i * 4 : i * 4 +4]
block number.bytes to_long(block)
block convert(block)
block number.long to_bytes(block, 4)
new_message block

return new_message

circle(m):

t=m

while True:
x=t
t=transform(t)
if t==m:

return Xx
transformed_flag
circle(transformed_flag.decode( )) .encode(
, flag)

123-[De1CTF2019]xorz

BEBH

from itertools import
from data import flag,plain

key=flag.strip( ).strip(
(CEDEELD)

(si)))[2:].zfill(2) for p in plain])




import string
from binascii import unhexlify, hexlify

from itertools import

def bxor(a, b):
if €))
return y for x, y in (al: (b)], b))
else:

return ([x ~ y for x, y in (a, b[: @D

hamming distance(bl, b2):
differing_bits (%]
for byte in bxor(bl, b2):

differing bits (byte).count(

return differing_bits

break_single key_ xor(text):
key = 0
possible_space
max_possible = 0
letters string.ascii_letters.encode(
for a in (o, (text)):
maxpossible (%]
for b in (o, (text)):
if(a b):
continue
text[a] text[b]
if c in letters
continue
maxpossible 1
if maxpossible max_possible:
max_possible = maxpossible
possible_space a
key = text[possible_space] 0x20
return (key)

salt
si cycle(salt)
b = unhexlify(b

plain .join([ ( (si)))[2:].zfill(2) for c in b.decode()])
b unhexlify(plain)

print(plain)

normalized distances []

for KEYSIZE in (2, 40):




b2
b3
b4
b5
b6

b[KEYSIZE: KEYSIZE 2]

b[KEYSIZE : KEYSIZE
b[KEYSIZE : KEYSIZE
b[KEYSIZE : KEYSIZE
b[KEYSIZE : KEYSIZE

normalized distance (

)

hamming_distance(bl, b2)

hamming_distance(b2, b3)

hamming_distance(b3, b4)

hamming_distance(b4, b5)

hamming_distance(b5, b6)

(KEYSIZE

5)

normalized distances.append(

)

(KEYSIZE,

normalized distance)

normalized_distances (normalized_distances, key=lambda x: x[1])

for KEYSIZE,

block_bytes

_ in normalized_distances[:5]:

[[1 for _ in (KEYSIZE)]

for i, byte in (b):
block_bytes[i % KEYSIZE].append(byte)

keys

try:

for bbytes in block_bytes:

keys
key

plaintext

print(
print(
s

break_single key_xor(bbytes)
(keys (b), )
bxor(b, key)
, KEYSIZE)
, keys, )
.decode(plaintext)

print(s)
except Exception:

continue

key is: W3lc@m3t0jolnu55unlojOt3m@cl3W r

124.[INSHack2019]Yet Another RSA Challenge - Part 1




BEB

H 7195797456533031190258730980438489139768808382866358173517901897020084248285055222533319689927254411304099593
8794223856608274677246898733698070468091552459188191946070992170951374105900395505008805259906772010714975585631
7364317707629467090624585752920523062378696431510814381603360130752588995217840721808871896469275562085215852034
3023749025249211373987105088652488812868249027801862491486132872500563808114799592699157865459110480309473648411
7797662368466077159474729727281841058998129422708417331628044772944003625140668411160337136495769035344958518589
3322538541593242187738587675489180722498945337715511212885934126635221601469699184812336984707723198731876940991
4859046374813717633023376376177441754615664455146034050165766045690575079972914703697042605539929027760995994387
0468077588398472094633723583437466784275801044401025496566486329645540693188565044838668282740190775966111763729
4838753325610213809162253020362015045242003388829769019579522792182295457962911430276020610658073659629786668639
1260048519105365657211284846045547039709657447904136848360967240643904868881136080242657718150041882031244058178
7864510328280299470153111384960796924381507872028991225582770039019808969980862611635730420266064260114974242776
6381
OxDCC5A0BD3A1FCOBEBODA1C2E8CF6B474481B7C12849B76E03C4C946724DB577D2825D6AA193DB559BCODBABE1DDESBSE7805E48749EF00
2F622F7CDBD7853B200E2A027E87E331AFCFDO66ED990@OF1ESF5E5196A451A6F9E329EB889D773FO8ESFBFA5AACB818FD186DD7462618029
4DCC31805A88D1B71DESBFEF3EDO1F12678D906A833A78EDCESBDAF22BBEASCOBFB7A82AFE42C1C3B8581C83BF43DFE31BFD81527E507686
956458905CC9A660604552A060109DC81DO1F229A264AB67C6D7168721AB36DE769CEAFBO7F238050193EC942078DDF5329A387F46253A44
11A9C8BB71F9AEB11AC9623E41C14FCD2739D76E69283E57DDB11FC531B4611EE3
5963809635838740229714923020718224442255145522315749849265424291173965907952701810840307170662208880526070579942
6225572989059832297678388909099312916103014806431447619905218034774713508893348134397499684363251130025501082558
0875930722684714290535684951679115573751200980708359500292172387447570080875531002842462002727646367063816531958
0202711496458057550771332313958818331647908257312187865548067770971262121265610561707330325531597401670582420658
7995368845316961338465965303565911882344458257665749997405938826115306477222857046035116921610362037929936236657
4826080703907036316546232196313193923841110510170689800892941998845140534954264505413254429240789223724066502818
9221644198901970582523256076679591851001182511703689091928328827766425650264812604247143480872064622839726765961
0149812354764707898143596953008235110411174778334623091493559976434517660245606956841987906057777140494674358080
9330315332836749661503035076868102720709045692483171306425207758972682717326821412843569770615848397477633761506
6702198450398900981054846938906958978582512387132383014018436786545645581960401009087965136579685073813927358559
9070625464647193780901161099201636863085145427547821666452136024660540098642823040797553088020640417103427869275
6

import subprocess
p subprocess.check_output(

q subprocess.check_output(
flag ( .encode( ), 16)

N (p,16) (g,16)
print N

print p.replace(
print (flag,65537,N)

RIEBE VR T rsafinf B FH A Kp, HERXGFHFRAHRER, RINMATUAIN, XHFRFHFCH AR FCHATHE
ROF TRIGEAZ WEZBUWEI A, THS HABEA

import gmpy2

from Crypto.Util.number import
N=71957974565330311902587309804384891397688083828663581735179018970200842482850552225333196899272544113040995938
7942238566082746772468987336980704680915524591881919460709921709513741059003955050088052599067720107149755856317
3643177076294670906245857529205230623786964315108143816033601307525889952178407218088718964692755620852158520343

0237490252492113739871050886524888128682490278018624914861328725005638081147995926991578654591104803094736484117
7976623684660771594747297272818410589981294227084173316280447729440036251406684111603371364957690353449585185893
3225385415932421877385876754891807224989453377155112128859341266352216014696991848123369847077231987318769409914
8590463748137176330233763761774417546156644551460340501657660456905750799729147036970426055399290277609959943870¢
4680775883984720946337235834374667842758010444010254965664863296455406931885650448386682827401907759661117637294




8387533256102138091622530203620150452420033888297690195795227921822954579629114302760206106580736596297866686391
2600485191053656572112848460455470397096574479041368483609672406439048688811360802426577181500418820312440581787
8645103282802994701531113849607969243815078720289912255827700390198089699808626116357304202660642601149742427766
381

cipher=596380963583874022971492302071822444225514552231574984926542429117396590795270181084030717066220888052607
©579942622557298905983229767838890909931291610301480643144761990521803477471350889334813439749968436325113002550
1082558087593072268471429053568495167911557375120098070835950029217238744757008087553100284246200272764636706381
6531958020271149645805755077133231395881833164790825731218786554806777097126212126561056170733032553159740167058
2420658799536884531696133846596530356591188234445825766574999740593882611530647722285704603511692161036203792993
6236657482608070390703631654623219631319392384111051017068980089294199884514053495426450541325442924078922372406
6502818922164419890197058252325607667959185100118251170368909192832882776642565026481260424714348087206462283972
6765961014981235476470789814359695300823511041117477833462309149355997643451766024560695684198790605777714049467
4358080933031533283674966150303507686810272070904569248317130642520775897268271732682141284356977061584839747763
3761506670219845039890098105484693890695897858251238713238301401843678654564558196040100908796513657968507381392
7358559907062546464719378090116109920163686308514542754782166645213602466054009864282304079755308802064041710342

for b in plain:
for c in plain:
for d in plain:
p

pl (p,16)
if(n%pl==0):
print p1l

e=65537
p=27869881035956015184979178092922248885674897320108269064145135676677416930908750101386898785101159450077433625
3808035550713011307393322564862852894700972904090444267395843020748348578017219896486487992537406414804964337645
©939603933039557965452785123207866717359240147535672787304560259555239366688925702747838521354730288511834149034
6766830846876201911076530008127691612594913799272782226366932754058372641521481522494577124999360890113778202218
3781657565957879314984608662365022201752583854074788268278076500367293852448978158054271644345370887090922388949
02485613707990645011133078730017425033369999448757627854563

q=n//p

phi=(p-1)*(q-1)

d=gmpy2.invert(e,phi)

m (cipher,d,n)

print long to bytes(m)

125.[GUET-CTF2019]NO SOS




BAGEL TS, NO SOSUL AR EEM AT, -5 R it ]
FH 5 R 25 A A 25 B mp
flag{guetkkp}

126.[UTCTF2020]OTP
H Bt LR RAT

¢ (Optional) Tools Required / Used:

Steps

Step 1

From the prompt and problem title, you should hopefully figure out that this problem
exploiting key reuse in a One Time Pad scheme. As the name of the scheme suggests,
should only be used once or else you can recover the key.

Step 2

You can then use an online tool like this (or any other crib dragging tool) to guess for v
the plaintexts. Since the prompt mentions that they are arguing about CTF categories,
eventually guess that these are the twao plaintext messages:

THE BEST CTF CATEGORY IS CRYPTOGRAPHY!
NO THE BEST ONE IS BINARY EXPLOITATION

Step 3

From there, you can get the key (which is the flag) by XORing the plaintext with the car
ciphertext (you might have to do a little trial and error here). Then you can get the key
utflag{twO_tim3_p4ds} |

127.[QCTF2018]Xman-RSA
BEHH

| ciphertext - 854 - | *

MEE REE B0 EEN EEH)

1240198b148089290e375b999569 f0d53c32d356b2e95f5acee070f016b3bef243d0b5e4b6dFad7aaid
fe2f21bda¥20d0ac7ce/bl1e48f22b2de410c6F391ce7cd347ct5F Fcf704ech3068005e9 F35¢bbb7b27
e0f7al8f4f42aeb72d77aaalec189418d6al7bab7d93beaal365c98349d8599eb68d21313795F380F05
fob3dfdc6272635edel f83d308c0fdb2Zbaf444b9ee138132d0d532¢3c7et0efb25b9bfPcbb2dbaf833
aa3706344229bd6045f0877661a073bbdeef2763452d0ad7ab3404bad94b93fdbdfdf4c28edfeB3a72
884a99ddf15cal30ace?78f2daB87b79b4f504f1d15b5b96c654f6cd5179b72ed5f84d3a16a8F0d5bfo
774e7fd98d27bf3c9839
129d5d4ab3f9e8017d4e6761702467bbeb1b884bbcA fBf f397d078a8c41186a3d52977fa2307d5bbal
ad01fedfc3ba7b70f776ba3790a43444fb954e5afdb4b1a3abebb507cf70a5eb44678a8806adf81ch48
48a35afb4db7cd7818f566cT7ebe2911f5ababdbdd2d4f f9825827e58d48d5466e021a64599b3e86784
0c07e29582961F81643df07f678a61a9f9027ebd34094e272dfhdcd619falact0f0189af785df77e7e
c784e086cf692a7bf7113a7fb8446ab5efaBba31c6f72c14bcfadPchbd91fh1dB7F2570059e0f13166
aB5bb555b40549f45f04bc5dbd(09d8b858a5382betb497dBB197 1 FbB6381085756365bd757ec3cdfaBa
77bal728ec2de5%6c5ab



| encryption.encrypted - 0= - O

R $REE) B0 EENV) EEIH)
gghb jbkl2 pbkhgw pt kgpbd

gghb ht pbkhgw zgreahb

pbkhgw urtdod

adg ulwdt wh_ezb(u) :
gdwzge pew(u. dexhad ('mdi "), 14)

adg ezb_wh_ulwdt (g) :
u = mdi (e) [2:-1]
u="0" +upg yde(u%2 == 1 dytd u
gdwzge u. adxhad ('mdi ")

adg jdw r kgpbd(y) :
greahb_tdda = zgreahb (y)

ezb = ulwdt _wh_ezb(qreahb_tdda)

fmpyd Tgzd:
pe pt kapbd(ezb) :

N e 4 nnns w0 TR LT oA

MHE |EE B0 =ZENY EEH
2639c28e3609a4a8c953cca¥%c326eBe062756305aeBaeebefed346458aade3eeBc2106ab9dfebf4708
04f366af7382a493fd2dc26ch249a922e121287f3eddecledB8deal?747dc57aed7cd2089d75¢23a69%b
f601f490a64f73f6a583081ae3a7ed52238c13a95d3322065adba?053ee5b12f1de1873dbad9fhf4a5
0a2f58088df0fddfe2edBcal118cB1268c8c0fd5572494276F4e48b5eb424F116e6f5e9dbbdalbbbi3a
B8F102539b690c1636e82906a463c5434d5b04ed 7938861 F8d453908970eccef07bf13f723d6fdd26a
51be8b9462d0ddfbedc91886df194ea022e56¢c1780aabc76b9F1c7d5ea743dc75cec3cB05324e70ea5
77fal3%6aleffdafa30e0
A2fF1157363d9cd10dad4eb4382b5457ebb740dbef40ade?b24a174d0145adaal115d86aa2fc2a4125
7f2b62486eaebbb55925dac78dd8d13ab405aef5bBbEFI830094¢712193500db49Th801e1368c73F88
f6dB533c99cBe7259F8b9d1c926c47215ed327114F235baBc873af7a0052aa2d32c52880db55¢5615e
5a1793b690c37efdd5e503f717bbBde716303e4dbc4116T62d81beB52c5d36eT282a958d8c82c3b45
B8dccB191decTh490f227d1562b1d57fhef7bf4b78a5d90cd385Fd79c8cad688e7d62h3204aeaf?692b
add4ed4875eaa63642775846434F9ce51d138ca702d907849823h1e86876e4eab223F93Tacb8b026cf
ebfababdhbdfa¥e3948a

R ) n2ans - = - B X

MHE |EE B0 =ZENY EEH
FPYNHb2BFGAnmxLrbKhesYXRWW I L9e0 j4K0s310s | KHCTXTAULZh3TOr

+RoS3 | hp03+77AYBPTWETYz2Jzuv5FV,/mMODoF r M5 fMyQsNt90VynR&J3dv
+fnPJPsmZhJ1Fgt7EKaVRwCbt6a4BdcRoHJs YN/ +eh7k,/ X+FLSXM7v i yvQxyFawQrhSV79F loXoxf jtGW
+uAeVF7DScRe 149d | wODhFD7S5elgzoYDJP 1 QS+VSb3YtvrDgdV
+EhuSTbfWvkkXRi j I JEpLrgWYmMdfsYXBu,/

+Y | F5xcBGn3hv1YhQrBCg77AHUUF 2w/ gJ./ ADHF i McH3ux3ng0suwnbGSr7 jJAGCw=—
TmNVBWURCXR10d3gBpM

+HEMKK. 4Er £ 1K1 TxomQ/QmNCZ | zmmsNyPXQB i MEcUBBudO7 IWjATYG jD6k21x jJTAHTNDGAz602cNNP 273V
|aNTGz0hr h6CmgDowFby rk+rv53QSkVKPaBEZnFKwGz9B3zX imm1D

+01cov?V/IDFrHrE jsDkgK4Z | rQxPpZAP | +yqG | RKBsoBKhY,/PF3./G jbquRYeYKbagpUmWOhLnF4,/
+DP33ve/EpaSAPirZXzf8hyatL4/5tAZ0uNg9NS6T4GoMG
+N7aS2GeyUAZsLIMHymW4cFKS I 5kUv js IRAXOHTmz5eHxq 1 V6TmSBARgovU i j INam@==

.

Z147. 17 100%  Windows (CRLF) UTF-8

B %t Blencryption.encryptediX AN SCAH IR 8 il 1R A5 /2 800 25 10 0 2 il AR
WA E BB ABMER, BERRIUTEE —BHE, REFHBEEERERFRENEHA,
53 JF A



from gmpy2 import is_prime
from os import urandom

import base64

def bytes to num(b):
return (b.encode( ), 16)
def num_to bytes(n):
b (n)[2:-1]
b b if (b) 1 else b
return b.decode( )
get a prime(l):
random_Teed urandom(1)
num bytes to _num(random_Teed)
while True:
if is_prime(num):
break
num

return num

encrypt(s, e, n):

p = bytes_to_num(s)

p (p, e, n)

return num_to_bytes(p).encode(
separate(n):

p q] 4

t=(p *p) %4

return t

(
f.read()

(len(flag)):
if separate(i):
msg2 flag[i]
else:
msgl flag[i]
get_a_prime(128)
get_a_prime(128)
get_a_prime(128)
pl p2
pl p3
0x1001
cl = encrypt(msgl, e,
c2 = encrypt(msg2, e,
print(cl)
print(c2)
0x1001
ox101
get_a _prime(128)
get_a prime(128)
p4 p5
num_to_bytes( (n1, el, n3)).encode(

num_to_bytes( (n1, e2, n3)).encode(

print(cl)
print(c2)
print(base64.b64encode(num_to_bytes(n2)))
print(base64.b64encode(num_to_bytes(n3)))




BT Ah =AN SO BT R 45 Y 2

0x1001
ox101
0x1001

c11=0x2639c28e3609a4a8c953cca9c326e8e062756305ae8aeebefcd346458aade3ee8c2106ab9dfe5+4708041366af738aa493fd2dc26¢
b249a922e121287f3eddec@ed8dea89747dc57aed7cd2089d75¢c23a69b16011490a6417316a583081ae3a7ed52238c13a95d3322065adba9
©53ee5b12f1del873dbad9fbf4a50a2158088dfofddfe2ed8calll8c81268c8cOfd5572494276F4e48b5eb4241116e6F5e9d66dalb6b3a8f
102539b690c1636€82906a4613c5434d5b04ed793886118d453908970eccef@7bf13f723d6fdd26a61be8b9462doddfbedc91886df194eaQ
22e56c1780aabc76b9f1lc7d5ea743dc75cec3c805324e90ea577fa396aleffdata3090
c22=0x42ff1157363d9cd10da64eb4382b6457ebb740dbef40ade9b24a174d0145adaa®l115d86aa2fc2a41257f2b62486eaebb655925dac7|
8dd8d13ab405aef5b8b819830094c712193500db49fb801e1368c73188f6d8533c99¢c8e7259F8b9d1c926c47215ed327114f235ba8c873af
720052222d32c52880db55c5615e5a1793b690c37efdd5e503f717bb8de716303e4d6c4116162d81be852c5d36e1282a958d8c82cf3b458d
cc8191dcc7b4901227d1562b1d57fbcf7bf4b78a5d90cd385fd79c8ca4688e7d62b3204aeaf9692badd4ed44875eaa63642775846434F9ce5
1d138ca702d907849823b1e86896e4ea6223193fae68b026cfe5fa5a665569a9e3948a
c1=0x1240198b148089290e375b99956910d53c32d356b2e95f5aceed70f016b3bef243dOb5e46d9ad7aa7dfe2f21bda920d0ac7ce7ble48
f22b2ded410c61391ce7c4347c65Ffc9704ecb3068005e9f35cbbb7b27e0f7al18f4f42ae572d77aaa3eel89418d6a07bab7d93beaa365c983
49d8599eb68d213137951380F05f5b3dfdc6272635ede1f83d308cOfdb2baf444b9eel138132d0d532c3c7e60efb25b9bf9cb62dba9833aa3
706344229bd604510877661a073b6deef2763452d0ad7ab3404bad94b93fd6dfdf4c28e4fe83a72884a99ddf15ca®30ace978f2da87b79b4
f5041f1d15b5b96c654f6cd5179b72ed5F84d3al6a8f0d5bf6774e7+d98d27bf3c9839
c2=0x129d5d4ab3f9e8017d4e6761702467bbeb1b884b6c4f8ff397d078a8c41186a3d52977fa2307d5b6avkad@lfedfc3ba7b70f776ba379
©ad43444fb954e5afdb64bla3abeb6507cf70a5eb44678a886adf81cb4848a35aftb4db7cd7818f566c7e6e2911f5ababdbdd2d4f+9825827e5
8d48d5466€021a64599b3e867840c07e29582961181643df071678a61a919027ebd34094e272dfbdc4619faPac60f0189af785df77e7ec78
1e086cf692a7bf7113a7fb8446a65efa8b431c6f72c14bcfad9c9b491fbld8712570059e0+13166a85bb555b40549+45f04bc5dbd09d8b85
8a5382be6497d88197f1fb86381085756365bd757ec3cdfa8a77bal728ec2de596c5ab

ARG, RN R TS Bin1, AR 5 B R A BRI B8 Blp 1,5 2 #En1,n2, 28 J5 i %5 B AT LA Elflag
i A

import base64
import Crypto.Util.number
import gmpy2

0x1001
ox101
0x1001

c11=0x2639c28e3609a4a8c953cca9c326e8e062756305ae8aeebefcd346458aade3ee8c2106ab9dfe5+4708041366af738aa493fd2dc26¢
b249a922e121287f3eddecPed8dea89747dc57aed7cd2089d75¢c23a69b16011490a64173F6a583081ae3a7ed52238c13a95d3322065adba9
©53ee5b12f1del873dbad9fbf4a50a2+58088dfofddfe2ed8calll8c81268c8cOfd5572494276F4e48b5eb424+116e6F5e9d66dalb6b3a8f]
102539b690c1636e82906a4613c5434d5b04ed793886118d453908970eccef07bf13f723d6fdd26a61be8b9462doddfbedc91886df194ea0
22e56c1780aa6c76b9f1c7d5ea743dc75cec3c805324e90ea577fa396aleffdata3090

c22=0x42ff1157363d9cd10da64eb4382b6457ebb740dbef40ade9b24a174d0145adaa®l15d86aa2fc2a41257F2b62486eaebb655925dac?|




U094 C 035000D49TD3U1e CO9Cae OT80901CI20CA ed 7 DasCa/3a
7a00522a2d32c52880db55¢c5615e5a1793b690c37efdd5e5031717bb8de716303e4d6c4116162d81be852c5d36e1282a958d8c82cf3b458d
cc8191dcc7b4901227d1562b1d57fbcf7bf4b78a5d90cd385fd79c8ca4688e7d62b3204aeaf9692badd4e44875eaa63642775846434F9ce5
1d138ca702d907849823b1e86896e4ea6223f93fae68b026cfe5fa5a665569a9e3948a

c1=0x1240198b148089290e375b999569+0d53¢c32d356b2e95f5acee@70f016b3bef243dob5e46d9ad7aa7dfe2f21bda920d@ac7ce7ble4 s,
f22b2ded410c6f391ce7c4347c65Ffc9704ecb3068005e9f35cbbb7b27e0f7a18f4f42ae572d77aaa3eel89418d6a07bab7d93beaa365c983
49d8599eb68d21313795F380f05F5b3dfdc6272635edelf83d308cOfdb2bat444b9eel138132d0d532c3c7e60efb25b9bf9cb62dbad9833aa3
706344229bd604510877661a073b6deef2763452d0ad7ab3404bad94b93fd6dfdf4c28e4fe83a72884a99ddf15ca®30ace978F2da87b79b4
£50411d15b5b96c654f6cd5179b72ed5F84d3al6a8ft0d5bf6774e7+d98d27b+3¢c9839

c2=0x129d5d4ab319e8017d4e6761702467bbeb1b884b6c4f8f1397d078a8c41186a3d52977fa2307d5b6avadolfedfc3ba7b70f776ba379
Pa43444fb954e5afd64bla3abeb6507cf70a5eb44678a886adf81cb4848a35afbadb7cd7818f566c7e6e2911f5ababdbdd2d4ff9825827e5
8d48d5466€021a64599b3e867840c07e29582961181643df071678a61a919027ebd34094e272dfbdc4619fa0ac60f0189af785df77e7ec78
1e086cf692a7bf7113a7fb8446a65efa8b431c6f72c14bcfad9c9b491fb1d87+2570059e0+13166a85bb555b40549F45Ff04bc5dbde9d8b85
8a5382be6497d8819711fb86381085756365bd757ec3cdfa8a77bal728ec2de596c5ab

n2=Crypto.Util.number.bytes to_long(base64.b64decode(n2))
n3=Crypto.Util.number.bytes to_long(base64.b64decode(n3))

def exgcd(m, n, x, y):
if n Q:
X 1
y (%]
return (m, x, y)
b=1

b
q
r
a

X
y b
return (d, x, y)
separate(n):
p n 4
t=(p*p) %4
return t 1
ans=exgcd(el,e2,0,0)
sl=ans[1]
s2=ans[2]
nl=(gmpy2.powmod(cll,sl,n3)*gmpy2.powmod(c22,s2,n3))%n3

pl=gmpy2.gcd(nl,n2)
p2=nl//pl

p3=n2//pl
phil=(pl-1)*(p2-1)
phi2=(p1-1)*(p3-1)
dl=gmpy2.invert(e,phil)
d2=gmpy2.invert(e,phi2)
ml=gmpy?2.powmod(cl,dl,nl




m2=gmpy2.powmod(c2,d2,n2)

m1=Crypto.Util.number.long to bytes(ml).decode()
m2=Crypto.Util.number.long to bytes(m2).decode()
(m1) (m2)

(length):
if separate(i):
flag+=m2[temp2]
temp2=temp2+1
else:
flag+=ml[templ]
templ=templ+l

print(flag)

121718 Flflag
XMAN{CRYPTO_I5_50_Interestingvim rsa.py}

128.[ACTF i 4 3£ 2020]crypto-des

PSSO — AN B8

import struct

import binascii

s=[72065910510177138000000000000000 . 000000 ,71863209670811371000000 .000000,18489682625412760000000000000000 . 00000
0,72723257588050687000000 .000000,4674659167469766200000000 . 000000 ,19061698837499292000000000000000000000 . 000000 |
El
b
for i in s:
i (1)
tmp=struct.pack( , 1).
a+=tmp

for j in s:
J (3)
tmp=struct.pack( > J)-
b+=tmp

print (binascii.a2b_hex(a))

print (binascii.a2b_hex(b))

BATRE RS A%



import pyDes

import base64

from FLAG import flag

deskey
pyDes.des(deskey)

9, 0, 0, 0, 0,

1, 0, 0, 1, 1, 0,
[1, 1, 1, @, 0, 0, 0, 0, O,
1, 1, 0, @, 0, 1, 0, 0, 1,
[0, 1, 1, @, 0, 1, 0, 0, 1,
@, 1, 1, 1, 1, 1, 0, 0, 1, 0,
[1, 1, 0, 0, 0, 1, 1, 0, 1, 1,
@, 0,0, 1,1, 0, 1, 0, 0, 1,
[0, 0, 1, 0, 1, 1, 1, 0, 1, 1,
1, 0, 0, 9, 0, 0, 1, 0, 0, O,
[0, 0, 1, 0, 1, 1, 1, 1, 0, 1,
1, 8, 1, @, 1, 0, @, 1, 0, 1,
[0, 6, 1, ©, 1, ©, 1, 1, ©, O,
@, 1, 1, 8, 0, 0, 0, 0, 1,
[0, 8, 0, 1, 1, 1, 0, 1, 0, 1,
1, 0, 0, 1, 1, 1, 0, 0, 1, 1,
[1, 0, 0, 1, 1, 1, 0, 1, 0, 1,
@, 0, 1, 0, 1, 0, 1,
[0, 8, 0, 1, 0, 0, 1,
1, 0, 0, 1, 0, 1,
[0, 0, 0, 1, 1,

1,

[11 OJ 1)

cipher_list = base64.b64encode(DES.encrypt(flag))

b'actf{breaking_ DES_is_just_a_small piece_of_cake}"’

129.[watevrCTF 2019]Swedish RSA

HEMH




(flag)

random_prime(2”bits-1, False, 2”(bits-1))

file out (

file out.write(

PolynomialRing(GF(p))

def gen_irreducable_poly(deg):
while True:
out R.random_element(degree=deg)
if out.is_irreducible():

return out

gen_irreducable_poly(ZZ.random_element(length, 2*length))
gen_irreducable_poly(ZZ.random_element(length, 2*length))

N P*Q
file out.write(

R.quotient(N)

S(flag)
mte

file out.write(

file out.close()




VEVEE)
34036%y"177 + 23068*y~176 + 13147*y~175 + 36344*y 174 + 10045*y 173 + 41049*y 172 + 17786%y 171 + 16601
yr170 + 7929%y~169 + 37570%y 168 + 990*y 167 + 9622%y 166 + 39273*y 165 + 35284*y 164 + 15632%y~163 + 18850*y~ 1
62 + 8800*y"161 + 33148*y"160 + 12147*y~159 + 40487*y~158 + 6407*y"157 + 34111*y"156 + 8446%y 155 + 21908*y"154
16812*y~153 + 40624*y~152 + 43506*y~151 + 39116*y~150 + 33011*y 149 + 23914*y 148 + 2210*y 147 + 23196*y 146
43359%y 145 + 34455%y 144 + 17684%y 143 + 25262%y 142 + 982*%y 141 + 24015*y 140 + 27968*y 139 + 37463*y 138 + 1
0667*y 137 + 39519%y 136 + 31176%y 135 + 27520%y 134 + 32118*y~133 + 8333*y 132 + 38945*y 131 + 34713%y~130 + 11
P7+y" 129 + 43604%y~ 128 + 4433%y 127 + 18110%y~ 126 + 17658*y~125 + 32354*y 124 + 3219%y~123 + 40238*y~122 + 10439
yr121 + 3669*y 120 + 8713*y 119 + 21027*y 118 + 29480*y 117 + 5477y 116 + 24332%y 115 + 43480*y 114 + 33406%y
113 + 43121%y~112 + 1114%y 111 + 17198%y 110 + 22829%y 109 + 24424%y~108 + 16523*y~107 + 20424*y~106 + 36206y 1
05 + 41849%y 104 + 3584*y~103 + 26500%y~102 + 31897*y 101 + 34640*y 100 + 27449*y~99 + 30962*y~98 + 41434%y"97
22125%y"96 + 24314%y705 + 3944*y 94 + 18400*y~93 + 38476%y"92 + 28904%y 91 + 27936%y 90 + 41867*y~89 + 25573*y
88 + 25659*%y~87 + 33443*y"86 + 18435*y"85 + 5934*y 84 + 38030*y"83 + 17563*y"82 + 24086%y 81 + 36782*y 80 + 2092
2%yA79 + 38933%y 78 + 23448*y 77 + 10599%yA76 + 7156%y 75 + 29044%y 74 + 23605*y 73 + 7657*y 72 + 28200%y 71 + 2
431%y"70 + 3860*y~69 + 23259*%y"68 + 14590*y"67 + 33631%*y 66 + 15673%y 65 + 36049*y 64 + 29728*y 63 + 22413*y"62
18602*y"61 + 18557*y 60 + 23505%y 59 + 17642*y~58 + 12595%y~57 + 17255%y~56 + 15316%y~55 + 8948*y 54 + 38*y~ 53
40329%y~52 + 9823*y~51 + 5798*y~50 + 6379%y"49 + 8662%y 48 + 34640*y 47 + 38321%y 46 + 18760*y" 45 + 13135%y~4
4 + 15926%y 43 + 34952%y 42 + 2894@%y 41 + 13558%y 4@ + 42579%y~39 + 38015*y 38 + 33788*y 37 + 12381*y~36 + 195
y 35 + 13709%y” 34 + 31500*y”~33 + 32994%y~32 + 30486*y~31 + 40414%y 3@ + 2578*y~29 + 30525*y~28 + 43067*y 27 + 61
05%yA26 + 36288%y 25 + 23236%y 24 + 21493*y~23 + 15808*y~22 + 34500%y~ 21 + 6390*y 20 + 42994%y 19 + 42151*y~18
19248*y~17 + 19291%y~ 16 + 8124*y 15 + 40161%y 14 + 24726%y~13 + 31874%y 12 + 30272%y 11 + 30761*y 10 + 2296%y"9
11017*y"8 + 16559*y 7 + 28949%y"6 + 40499*y 5 + 22377*y 4 + 33628%y 3 + 30598*y"2 + 4386*y + 23814
Ciphertext: 5209%x"176 + 10881*x"175 + 31096*x 174 + 23354*x 173 + 28337*x 172 + 15982*x"171 + 13515%x"170 + 216
41%x7169 + 10254%x 168 + 34588%x"167 + 27434*X"166 + 29552*X 165 + 7105%x" 164 + 22604*x"163 + 41253*x 162 + 4267
5*x"161 + 21153*x"160 + 32838*x"159 + 34391*x 158 + 832%x 157 + 720*x"156 + 22883*x 155 + 19236*x 154 + 33772%x
153 + 5020%x/152 + 17943*x 151 + 26967*x 150 + 30847*x"149 + 10306%x"148 + 33966*x 147 + 43255*x 146 + 20342*x"1
45 + 4474%x 144 + 3490%x 143 + 38033*x 142 + 11224%x 141 + 30565%x 140 + 31967*x" 139 + 32382%x"138 + 9759%x" 137
1030%x136 + 32122%x"135 + 42614*x" 134 + 14280*x"133 + 16533*x"132 + 32676*x"131 + 43070*x 130 + 36009*x"129
28497*x"128 + 2940%x"127 + 9747*x 126 + 22758%x"125 + 16615%x"124 + 14086*x"123 + 13038*x"122 + 39603*x 121 + 3
6260%x/120 + 32502*x 119 + 17619*x 118 + 17700%x" 117 + 15083*x 116 + 11311*x"115 + 36496*x"114 + 1300*x"113 + 13
601*x"112 + 43425*x 111 + 10376*x"110 + 11551*x"109 + 13684*x 108 + 14955%x 107 + 6661*x"106 + 12674*x 105 + 215
34%x7104 + 32132%x7103 + 34135*x7102 + 43684*x 101 + 837*x 100 + 29311*Xx"99 + 4849*x 98 + 26632*x"97 + 26662*X"9
6 + 10159%X"95 + 32657*x 94 + 12149*x"93 + 17858*x"92 + 35805*x"91 + 19391*X"90 + 30884*x"89 + 42039*x"88 + 1729
24X 87 + 4694*x 86 + 1497*x"85 + 1744*x 84 + 31071*x"83 + 26246%Xx"82 + 24402*x 81 + 22068*x 80 + 39263*x 79 + 23
703*x"78 + 21484*Xx 77 + 12241%x"76 + 28821*x"75 + 32886*x 74 + 43075*x 73 + 35741*x 72 + 19936%x"71 + 37219%x"70
33411*x"69 + 8301*x 68 + 12949%*x 67 + 28611*X"66 + 42654%X" 65 + 6910*x 64 + 18523*x 63 + 31144*x"62 + 21398%X
61 + 36298*x 60 + 27158*X 59 + 918*x 58 + 38601*X 57 + 4269*x 56 + 5699*X 55 + 36444%X 54 + 34791*x"53 + 37978
X"52 + 32481*x"51 + 8039*x 50 + 11012*x 49 + 11454*x"48 + 30450*x 47 + 1381*x 46 + 32403*X"45 + 8202*x 44 + 8404
X 3 + 37648%x 42 + 43696*x 41 + 34237*x 40 + 36490*x"39 + 41423*x"38 + 35792%x"37 + 36950*x"36 + 31086*x"35
38970*x"34 + 12439%x"33 + 7963*x"32 + 16150*x"31 + 11382*x"30 + 3038*x"29 + 20157*x 28 + 23531*x"27 + 32866*X"26
5428%x25 + 21132%x 24 + 13443*x"23 + 28909*x"22 + 42716%X"21 + 6567*x 20 + 24744*x"19 + 8727*x 18 + 14895%x
17 + 28172%x"16 + 30903*x 15 + 26608*x 14 + 27314*x"13 + 42224%x 12 + 42551%x 11 + 37726*x"10 + 11203*x"9 + 3681
6%x 8 + 5537%x 7 + 20301*x"6 + 17591*X"5 + 41279*x 4 + 7999%x 3 + 33753*x"2 + 34551*x + 9659




MBS TRIN=ZAE, —MRZUEXRAEKNE, —MREHZHK, —MREXZTK.
Pt LA 5523 ffModulus

Type some Sage code below and press Evaluate.
| R.<y>=PolynemialRing (GF (43753))
el } 375

o N=R{34036%y 17T + 23068%y 176 + 1314T#y 175 + 363ddwy 174 + 10045%y 173 + 41049y 172 + 1TT86*y 171 + 16601#y 170 + T2 0wy
3 factor ()

Language: | Sage v
Evaluate

Share
(34036) * (v 65 + 9680+ 64 + 22199y 53 + 419424 A2 + TR0+ A1 + 19T10%y 60 + 147944 50 + 4130954 B2 + 2418+5 57 + 1020847 56 + 3994

SENEFERBIFANZ T .

FREFHR

El iirsaffy it 2, dReXFon)MMi—dim, FREMARN), MenEEHEHEESnER B/ FriE i M. TRES
HAF M ZEENEFARZTHAN AT TEELN S TR KANE, XERNR BT A e(n)i{E 9 (pow(43753,65)-1)*
(pow(43753,112)-1)

AR DAL T AR Hm



from sage. import
R.<y PolynomialRing(GF(43753))
N = R(

65537
(43753765-1)* (43753/112-1)

inverse_mod(e, phi)

temp)

temp (temp * temp)
if(d 9):




Type some Sage code below and press Evaluate.

1ifid % 2 =17 .
anz = (anz * temp) % N j
d=d-1 L1

d=d/ 2

temp = (temp * temp) % N

if{d = 0):
break

HERER
primt {ans)
3

Language: | Sage v
Evaluate

| Share |

126+ 62 + 111%% 61 + 114%7 60 + 11Ty B9 + B3y B8 + Gley 57 + Bl%y B6 + 100+ 55 + 106+y 54 + 110%y 53 + 1024y 52 + 106+ 51 + 1004y 50
»

130.[NPUCTF2020iA & T 3%, B34S 0

HBEBH

from Crypto.Util.number import
from gmpy2 import
from secret import flag

getPrime(25)

getPrime(25)

P " q
bytes to long(flag.strip(b ).strip(b )))

(m, e, n)

(2, e, n))
(4, e, n))
(8, e, n))

B, XERF—A2AN:

((@mod x)*b) mod x = (a * b) mod x

ER/hE, BT REMEIUEN:

a=kx+d

(@amodx)*b=d”"b

a’b = (kx+d)A b,k IR FFF AN FEb+1T0 BTbIE A xiX AN F $ & f5—~Ad A b.

MREEE ,

2"emodn=a

47emodn=2"2emodn=(2"emodn)*2modn=a*2modn=b

ar2-b=knk=1k=2...) FI#, a”3-c=knk=1k=2...). nABRPAFEE, BHBHEged (a”2-b, a?3-c) Kiin



Trom Lrypto.UtliL.numper 1mport =

a = 128509160179202

b = 518818742414340

c = 358553002064450

n = GCO(a%*%*2-b, a%*%*3i-c) ®
prinft(n)

i [NPUCTF20201iAERE. BEufsh
D:\python38\python.exe D:/pycharm/veny/mima/RSA/[NPUCTF2020] W, ERE, &L, py

1054494004042394
NS R

1054494004042394

Result:

status (7) digits number
FF 16 (show) 1054494004042394 .45~ = 2 - 18195301 - 28977097
2EHE XEiRpqT
RIEHRKe

aiznisnugong)l.py ¢ = pou(n, e, n)

duisanfenli.py
print(c)

Ersa.py

giftrsa.py print(pow(2, e, n))

kaisa.py print(pow(4, e, n))
int main(){ ne.py print(pow(8, e, n))

LONG e-1 outputpy

par.py Y

PSA3.py 169169912654178

qingshu.py 1285091601792082

RSA.py 518818742414340

RSAD.py 358553002064450

rsal(xiac).py e
rsal(xiao2).py

RSAl.py I
RSAZ.py

RSA4.py

RSA4 (2).py

RSAS(1).py

RSAS(2).PY

rsagongmogongji.p

i

Run: [NPUCTF2020iASAS, BSriE

run (ctri+x) | BA | Copy = HEHEIRE |4 BAER

[ D:\python38\python.exe D:/pycharm/venv/mima/RSA/[NPUCTF202
o WEARER htmiARE TS 1B854494004842394
808723997 = T OHEEs. BB e

XFrepqct & A THIEE B AT T



from Crypto.Util.number import

from gmpy2 import

808723997
18195301
28977097
169169912654178
(c,invert(e,(p-1)*(q-1)),p*q)
long _to_bytes(m)
print (flag)




2R P LA 5 BB AS 2 T DAY

[EI NI RS R
m = pow(c,d,n)

**'powl(c,d,n)
chdid, EFERTTHE, REREFEFpow(c,d)%n

print(m)
printChex(m))# & i
print(bytes.fromhex(hex(m) [2:]1))#0sc11

rsal(xiac2)

D:\python38\python.exe D:/pycharm/venv/mima/RSA/rsal(x1a02).py
315420901534133

219919251745

Bx3334357921

b'345y!!’

HERM, BLEE 0

131.[AFCTF2018]MagicNum
BESH

| where js_flag.txt - iD=

MEE REE B0 EEN EEH)
72065910510177138000000000000000. 000000
718632094670811371000000. 000000
18489682625412760000000000000000. 000000
72723257588050687000000. 000000
4674659167469766200000000. 000000
19061698837499292000000000000000000000. 000000

132.[AFCTF2018]Tiny LFSR

XRE RS RAE MR, AR 0. EEBAE—NMMERARINE TR, —0~plainin#%8 2 #cipher, 55—/
Eflaghn# 5 2 ¥flagencode, BEFMFERIHT N, B —E 40 2iEE fsri) % HkeySplaingl —# M R A RN, F—Ho0%2

i, fsrE BB FHR Splaind) G — MM RAL R BB RN, BREMARFANNERT. T, RITWERRZLE L cipherEplain

LR BlkeyE %, V5 BRATAT LLAIBELFSRY fikey S mask i B2 AHFE K, & T — FmaskIAr E2 i #644hr, HakeyH)
PR R 16 R 166, WMRBMASCIFR, TREMNRERIWKEASNFZR, BRUTUREES



(c[i]) (plain[i]))

X B A] A5 2% SHkey, AT BAH N JE A B IE

cipher

c=cipher.decode(

(c[i]) (plain[i]))

A LR L % Wicipherf) J§ — #8048 F, T LLACKHR BIfIkey R IEHR, FRIEATRTCAEBufsri=E KB HR, A RS E B AL
flagencode 113 %

R = bytes_to_long(a)
tmptext

for i in ( (a), 1213):
tmp=0
for j in (8):

(R,out)=1fsr(R,mask)
tmp=(tmp 1)”"out
tmptext (tmp)
print 2,tmptext

REEER, —EEYHRIERIE
TRBEATIT LT MG R flag, SoHs 8T —HB 2 SkeytZ i 7 5L



flagencode2=flagencodel.decode(
print (flagencode2)

( (a[i]) (flagencode2[i]))

Ja AR 53838 ¥ flagencrypt 5 B P HZ AL e BRRI T, BRI AR 45

import os,random,sys,string

from hashlib import sha256

import gmpy2

from Crypto.Util.number import

import base64

mask 0b11011000000000000000000VVVCRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRO
cipher

c=cipher.decode(

(0, 8):
(c[i]) (plain[i]))

print a

def 1fsr(R, mask):

output (R 1) (%) i e e e i i e
i=(R&mask)&OxfF it
lastbit=0

while i!=0:
lastbit”=(ig&1)
i=i>>1

output”=lastbit

return (output,lastbit)




bytes to_long(a)

(a), (plain)):

(8):
(R,out)=1fsr(R,mask)
tmp=(tmp 1)”out
t+=long_to_bytes((tmp (plain[i])))
print 1,t

bytes_to_long(a)

(a), 1213):

(8):
(R,out)=1fsr(R,mask)
tmp=(tmp 1)”out

tmptext (tmp)
print 2,tmptext

flagencode2=flagencodel.decode(

print (flagencode2)

( (a[i]) (flagencode2[i]))

( (a), 1213):
flag+=1long_to_bytes( (tmptext[i (a)])
print 3,flag

(flagencode2[i]))




XIE R B 1R R wp
133.[AFCTF2018]One Secret, Two encryption

BEBH

| | flag_encryl
| | flag_encry2
[ publicl.pub
B public2.pub
|=| S et

P pubjE 8 K 01037 FF RIS A4 n g
BEIBHE N, e

| SHELIxt - ISE
IR $RE\(E) EIL0) EENV) EEIH)
— RS EELETATKTFE, EEAME—RTd

5 3 AR
Rt A S A IR ?

MIEATE—F, FAIEBgmpy2.ged(n,n2)RA[— A AIERBHMREE T


https://blog.csdn.net/weixin_44017838/article/details/105711448

import gmpy2

from Crypto.Util.number import
Nn1=4850297138162223468826481623082440249579136876798312652735204698689613969008632545220976699170308454082390834
7425707182478042020609294935716420746794285651684058771106815181056673017856535176976844909823750789898860404511
1508212092898258838091460927300815397790795053249860548622588397364314151602405831536057298874460713411025448942)
1516026937249163493982681336628726033489124705657217768229058487155865265080427488028921879608338898933540825564
8890121661813461772766398283463763621689342088224672956737618769658645731645293368852505773577673142565810194741
30651412100897839606491189424373959244023695669653213498329
N2=23675367686720009596681811717872952718987892883976729971348434189324059599467396373680444203198617978567714909
5734430035201371493240802179718367805705222586614190344815148830680927521667529678794970955647325056147515323304
©867505628527535425015795532145757900636039321832716480495138429004195655185533449279671990181816578890254758456
3455747941517296875697241841177219635024461395596117584194226134777078874543699117761893699634303571421106917894
2150789388859999635805868244970400732410558903287943100258790142940512305907165629425380318839653173977282715897
59718376073414632026801806560862906691989093298478752580277
e1=1666626632960368239001159408047765991270250042206244157447171188195657302933019501932101777999510001235736338
8431077098717859067493930042576141298020610811558614337223801450015371811426135152901388357652360028116899864722
8076240815717643750302175306158874652043372073460895363911155855693049072151757999449308855101305083569001977260
©744317398218183883402192060480979979456469937863257781362521184578142129444122428832106721725409309113975986436
2416621078790853610146507164390428560132034402428348786485062444283677067084311211097145059817285298188746218686)
24754285069693368779495316600601299037277003994790396589299

d=gmpy2.invert(e2,phi)
c_bytes (
c=bytes_to_long(c_bytes)
i (c,d,n2)

flag=long_to_bytes(m)

print(flag)

AT L, B A

BT E] b’ \x82~\x83\xa7\xed\xd5\xde\xF1\xb8\xc6\x17%5 : \xF7wZn\xc2WbDn ) \x870\xFc\x98}\xa5\x96@\x90?
Y\xba\xe5\xca\xdam\xbaGF\tz\xe7W\xcd\x94\x1c#\xecti\x8b\x89\x18hH\xc5\xbf\x10\xe983C}3Cz>HbX\xbe\x98<JIG\x86??
\xe2?
\xfc\xaf\xb60\xbe\xec\xe3h\x07\xda\xea\xefSw\xb1lt\x9bp\x03y\x12\xf2<\x99\xae\xf6\xde\x9b\xdf\xdd\xb4\xf7\x88t\xe
O\xff%
\x11"B\xa7r\xf2}\xf3\xaf\xca\x9dfI.\x08\xd2\xdb1\x18E\xed\xb38\xe5\xcc\xc3#\xleT*\xec\xc4a\x95\xd9\xd9\xe7\xd4\x
880\xa3\'\xae9S\xa3\xd1\x7f~+\xefga\xely\x82\x191\x8a\x8b\xc5\xe8\xc1\xbd\t\x88\xbf+Th\xba\x8f\xfd\xb0\x89\n\x92
\x000penSSL is widely used\r\nflag is afctf{You_ Know_©Op3u55I}'

134.[NCTF2019]easyRSA

HEBH



from flag import flag

e 0x1337

p 199138677823743837339927520157607820029746574557746549094921488292877226509198315016018919385259781238148402
8333160336349681632761989992793278279018794264296646743588440844918305432716251472809502739344058793414384291714
53002453838897458102128836690385604150324972907981960626767679153125735677417397078196059

q 112213695905472142415221444515326532320352429478341683352811183503269676555434601229013679319423878238944956
8302443866536744134116586967511738444433946082467160530862269105814005281678483061191798791158097787930936113817
64939789057524575349501163689452810148280625226541609383166347879832134495444706697124741

n P~ q

assert(flag.startswith( )D)

m .from_bytes(flag.encode(),
assert(m.bit_length() 1337)

C (m, e, n)

print(c)

2R —FpaectiH T IEEBIX A MR, 45 RMMIT & IMEE T

R JE AR Fc=pow(m,e,n) KA SLIF R AEME, LB RIIBITHEK, FERMER K Ewp

E#EHBR T RRSAHE ReMphinBEE X, Adta —LeMphinyG R/ MIALEKEE, XEB HEALET i Hext
phi(n)i 3% Jod kR -

SR AN e flp-1(Sig-1)M B K AL E R ek T, HEtLlle |p-1, REXMNcHeXKFTRAT.
ALK R R 7718

m”e \equiv ¢ \quad (\text{mod}\ n)

(4857

\begin{aligned}

m”e &\equiv ¢ \quad (\text{mod}\ p)\newline

m”e &\equiv ¢ \quad (\text{mod}\ q)

\end{aligned}

WG 53 IAEGF§MGF (q) L cHFe=0x1337Xk TR, BACRTHE— TEIAI B E|ZEmod nF K.
)RR, e BRI FAR ?

XHBe5p-1Mg-1#AER, AREMHEMRNETHTEE.

XFES T, JFF 51T LA Tonelli-Shanks algorithm,  wiki#3X AN 7] LAY B B FFnik 5 1R .


https://en.wikipedia.org/wiki/Tonelli%25E2%2580%2593Shanks_algorithm

X Epaper B4 H T BE/ARIE Y. Adleman-Manders-Miller rth Root Extraction Method

Table 4: Adleman-Manders-Miller rth root extraction algorithm in F,

Input: F; and a rth residue 4, rlg — 1.

Output: A rih root of 4.

Step 1: Choose p uniformly at random from F.

Step 2: if pJ_ =1, go to Step 1.

Step 3: Compute {, s such that g — 1 = r's, where (r,58) = 1.
Compute the least nonnegative integer e such that s|ra — 1.
Compute a + p"'r L oo he1

Stepd: fori=1tot -1

compute d = 5"
ifd=1,j+0

else j + —log, d (compute the discrete logarithm)

bebicV, h+he
o=
end for

Step 5: return 4% - h

EAEERBETFH—AME, 2R ETF0x13371k75, mEZELSEOIIZ7TAE GXFHKIER FAOX13374ME) . R BIFTA K
primitve 0x1337th root of 1?

In a finite field of size g, the multiplicative subgroup has order ¢ — 1 (i.e. all elements are invertible
except 0). If n is relatively prime to g — 1, then there is only cne 7i-th root of unity, i.e. 1 itself. If n
divides g — 1, then there are n roots of unity. In the remainder of this answer, | assume that you are
n that case, i.e. n divides g — 1

Everything | write below uses computations in the finite field (i.e. modulo g, if g is prime)
To get an n-th root of unity, you generate a random non-zZero x in the field. Then:
{rlq I‘J_.ﬂ)n — ¥ s 1

Thcrefon: is an 72-th root of unity. Note that you can end up with any of the » n-th roots of
unity (including 1 itself), each with probability 1/n.

Now you may want to have a prmitive n-th root of unity, i.e. one value g such that all n-th roots of
unity can be obtained with values g7 for integers j ranging from 0 to n — 1. if g is an n-th root of
unity, then it 1s pnmitive f and only If gj + 1 for any j > 0 that divides i, except n itself. In your
case this is easy: since m is a power of 2, any j that divides n is also a power of 2_ In practice, this
yields the following:

% F Adleman-Manders-Miller rth Root Extraction MethodZEGF§MGF(q)_ExfcHreik i, 4 HBEI—AME. KRB0,

R 5 £ B A B10x13364 primitive nth root of 1, LA LEAANME, B[REIFTAERIOX1337/MiE. K158,

F FCRTXIGF§FIGF(q) b I 410x1 337/ MELL& Himod nF K%, AT A3 $|0x1337*2==241965614"mod nixif#. /5 fLiliid
checkfI B Aflag. KHE+JL2-%F .

exp.sagefll F

import random

import time

def AMM(o, r, q):
start = time.time()
print(
print(

print(

g = GF(q)

o = g(o)
g(random.randint(1, q))



https://arxiv.org/pdf/1111.4877.pdf

while p ((g-1) r) 1:

p = g(random.randint(1, q))
print( : (p))
t 0
s =4q
while s

print(
j dicreat_log(a, d)
print(
b (c”™r)™j
h =h*c*j
C ¢ r
result o”alp h
end = time.time()
print( . (end start))
print( . (result))
return result

findAl1PRoot(p, e):
print(
start = time.time()
proot @)
while (proot) e:
proot.add( (random.randint(2, p-1), (p-1)//e, p))
end = time.time()
print( . (end start))

return proot

findAllSolutions(mp, proot, cp, p):

print( . (e, cp, p))
start = time.time()

all mp @)

for root in proot:

mp2 mp root p
assert( (mp2, e, p) cp)
all _mp.add(mp2)
end time.time()
print( . (end start))

return all_mp

105623026905419011879758155946052420143852015833293091917369524543108033870322520072449625858465197620518856

Q2R QLRI Q QO Q 426020 00960 40R 4 zleVi ARRA7R00 O 21 RAOEC A 4404




2487389850373487656200657856862096900860792273206447552132458430989534820256156021128891296387414689693952047302
6047749234114258636123167264172148191109816059124086209960685208233700693627511490601426405295714009777873309564
8684944900540275022499204856289800430931957719269331565827591244919836573796557003526484178239997830738892068106
8646219895287752359564029778568376881425070363592696751183359
p 199138677823743837339927520157607820029746574557746549094921488292877226509198315016018919385259781238148402,
8333160336349681632761989992793278279018794264296646743588440844918305432716251472809502739344058793414384291714]
53002453838897458102128836690385604150324972907981960626767679153125735677417397078196059
q 112213695905472142415221444515326532320352429478341683352811183503269676555434601229013679319423878238944956)
8302443866536744134116586967511738444433946082467160530862269105814005281678483061191798791158097787930936113817
64939789057524575349501163689452810148280625226541609383166347879832134495444706697124741
e 0x1337
cp =Cc%p

¢ nq

AMM(cp, e, p)

AMM(cq, e, Q)
p_proot = findAllPRoot(p, e)
g_proot = findAllPRoot(q, e)
mps findAllSolutions(mp, p_proot, cp, p)
mgs findAllSolutions(mq, g_proot, cq, q)

1:
return False
if h.decode( ).startswith(
print(h.decode( ))
return True
else:

return False

time.time()

for mpp in mps:
for mgqgq in mgs:
solution CRT_1ist([ (mpp) , (maq)]1, [p, 9l)
if check(solution):
print(solution)

print(time.time() start)

end = time.time()

print(

HHRALT —NMES, XREHZATH
BT K Fflag{T4k31ng_Ox1337_r00t_1s_nOt_th4t 34sy}

135.[NPUCTF2020]3t # ¥ o7

BEBH




from gmpy2 import
from Crypto.Util.number import
from secret import flag

flag = flag.strip(b ).strip(b
m bytes_to_long(flag)

P, g getPrime(512), getPrime(512)

n p q

el, e2 p, q

cl, c2 (m, el, n), (m, e2, n)

print(n)
print(cl)
print(c2)

1282053047437519858896793511958367994343243469961297538962349179826472545772140185245802901923960705910320078188
4769719326013005139608010470498159419060285424193677732443167356467790077399227346353471700958753015248072544877
4018550562603894883079711995434332008363470321069097619786793617099517770260029108149
9686065423527520221736813019508983960803755838888452273750061112127157133512398158880799404380046852900214757065
5597610639680977780779494880330669466389788497046710319213376228391138021976388925171307760030058456934898771589
435836261317283743951614505136840364638706914424433566782044926111639955612412134198
9566853166416448316408476072940703716510748416699965603380497338943730666656667456274146023583837768495637484138
5720908912461050182192222674655957106927057762724697037399329091587400300493753509994653383630442265120166865342]
46611049299981674236577960786526527933966681954486377462298197949323271904405241585

from gmpy2 import
from Crypto.Util.number import
from secret import hint

bytes_to_long(hint)
getPrime(256)
c (m, 256, p)
print(p)

p, q = getPrime(256), getPrime(256)
q
getPrime(32), getPrime(32)
(c, el, n), (c, €2, n)

» cl)
» €2)

107316975771284342108362954945096489708900302633734520943905283655283318535709
6807492006219935335233722232024809784434293293172317282814978688931711423939629682224374870233587969960713638310
©68784415474535033780772766171320461281579

2303413961 17544211690361913917173092569380359609129411092068723748264445267330306960568217317081932701517598437
80894750696642659795452787547355043345348714129217723

2622163991 16134540159515552897111483669772976136245440259375593717847360594484544376526338471112726192481266135
00028992813732842041018588707201458398726700828844249

REHELH KL
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https://blog.csc

RE A

from gmpy2 import
from libnum import
from sympy import

107316975771284342108362954945096489708900302633734520943905283655283318535709

el 2303413961
cl 17544211690361913917173092569380359609129411092068723748264445267330306960568217317081932701517598437808947
50696642659795452787547355043345348714129217723

e2 2622163991

c2 16134540159515552897111483669772976136245440259375593717847360594484544376526338471112726192481266135000289
92813732842041018588707201458398726700828844249

n 68074920062199353352337222320248097844342932931723172828149786889317114239396296822243748702335879699607136
38310068784415474535033780772766171320461281579

S gcdext(el,e2)
C (c1,s[1],n) (c2,s[2],n)
print(c)

m nthroot_mod(c, 256,p)
print(n2s(m))

hitif$ 2] —4> m.bit_length() < 400



from gmpy2 import
from libnum import

from Crypto.Util.number import

n 128205304743751985889679351195836799434324346996129753896234917982647254577214018524580290192396070591032007
8188476971932601300513960801047049815941906028542419367773244316735646779007739922734635347170095875301524807254
48774018550562603894883079711995434332008363470321069097619786793617099517770260029108149

cl 96860654235275202217368130195089839608037558388884522737500611121271571335123981588807994043800468529002147
5706555976106396809777807794948803306694663897884970467103192133762283911380219763889251713077600300584569348987
71589435836261317283743951614505136840364638706914424433566782044926111639955612412134198

c2 95668531664164483164084760729407037165107484166999656033804973389437306666566674562741460235838377684956374
8413857209089124610501821922226746559571069270577627246970373993290915874003004937535099946533836304422651201668
6534246611049299981674236577960786526527933966681954486377462298197949323271904405241585

cl+c2
cl*c2

print(a)
print(b)

Mm=4242839043019782000788118887372132807371568279472499477998758466224002905442227156537788110520335652385855
print(hex(m))
print( .fromhex( (m)[2:1))

H A sagefRiG s T mfl FsgaesR ki
& &flagil /& verrrrrrry_345yyyyyyy rsaaaaaaa_righttttttt?

136.[XNUCA2018]Warmup

HEBH
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B —IFE6NMR. KIAlicefDaveIntlF, F &7 LRI ® .




N=25118186052801903419891574512806521370646053661385577314262283167479853375867074736882903917202574957661470179
1488825383615607843627402076496205367468608833951104439307781323436422952477497970414496019674346902807542795896
9166936659548682475259799224506761925636844616457434444991482766499159187315041628764752877601446849802599345581
9767004213726389160036077170973994848480739499052481386539293425983093644799960322581437734560001018025823047877
9321052163629618389599643713332874070710802509794214892101654859084040199273930533258090617875602944899114759783
42741920115134298253806238766543518220987363050115050813263
el=7669
c1=2291765588878191568929144274840937179863213310796817125467291156160835073834370797288181976253217501415779694
0212073777351362314385074785400758102594348355578275080626269137543136225022579321107199602856290254696227966436
2446184413505646678728791962690744337518116324372281394707232038480068038568682377064018684363212256561264917017
5053468896628057877199602145962047273140672837962828640521499646116489248673417066255651878204388175991839467451
7409304629842710180023814702447187081112856416034885511215626693534876901484105593275741829434329109239483368867
518384522955176807332437540578688867077569728548513876841471
e2=6947
C2=20494665879116666159961016125949070097530413770391893858215547229071116025581822729798313796823204861624912909
9030975450742122802775879194445232064367771036011021366123393917354134849911675307877324103834871288513274457941
©364534770347986471821064226195043450552595436757529983307869063768303354033396109035472559651271963151133313005
12641046933227008101401416026809256813221480604662012101542846479052832128788279031727880750642499329041780372409
5567816904384164559191879422615238580181357183882111249939492668328771614509476229785062819586796660370798030562
805224704497570446844131650030075004901216141893420140140568
gmpy2
binascii
rsa
math
def exgcd(m, n, x, y):
if n 0:
X 1
y (%)
return (m, x, y)
b=1

X
y
return (d, x, y)
ans=exgcd(el,e2,0,0)

m=(gmpy2.powmod(cl,s1,n)*gmpy2.powmod(c2,s2,n))%n
print(binascii.unhexlify( (m)[2:1))

E1715 %] b' FLAG{geod_Luck_& Hav3 Fun}'

137.[AFCTF2018]MyOwnCBC




from Crypto.Cipher import AES
from Crypto.Random import random

from Crypto.Util.number import long to bytes

def MyOwnCBC(key, plain):
if (CEIIEEYE
return
cipher_txt b
cipher_arr []
cipher = AES.new(key, AES.MODE_ECB, )
plain [plain[i:i+32] for i in (o, (plain), 32)]
print plain
cipher_arr.append(cipher.encrypt(plain[0]))
cipher_txt cipher_arr[0]
for i in (1, (plain)):
cipher = AES.new(cipher_arr[i-1], AES.MODE_ECB,
cipher_arr.append(cipher.encrypt(plain[i]))
cipher_txt cipher_arr[i]
return cipher_txt

random.getrandbits(256)
long_to_bytes(key)

s f.read()
f.close()

with ( 5 ) as f:
f.write(MyOwnCBC(key, s))
f.close()

& B8 5t MyOwnCBC .py I A #E4T 434, FTRARIL, HSEHRECBER FHAES, REKEA 4 HBMEIT TAES ECBINE,
U B R A — HAESINE key N £ — AN 45 R & 3.

HABABTHXANE B S B Z 2R KK T #— TAES CBCHE R, AECBHEABT M ARMHEDY (HRARXANEE
FERBRAECBCHEA T E E—RIIMFER\Y B2 T —RIEEE,

FRfRFE MR R, F AkeyH Lt RFHINE 5K U, BEHEAES ECBHER T @&,
ik

from Crypto.Cipher import AES
2 )




print( (st))

def MyOwnCBC(key, plain):
cipher_txt b
cipher = AES.new(key, AES.MODE_ECB)
cipher_txt=cipher.decrypt(plain)

return cipher_txt

plain=MyOwnCBC(st[(52-i-1)*32:(52-1)*32],st[(52-1)%32:(53-1)%*32])
flag=plain.decode()+flag
print(flag)

HEBRANAMIERS Slcipher_ttBUATERIRA T XU, B17




evelopment regarded integrity protection as an entirely separate cryptographic goal. Some modern modes of operat

ion combine confidentiality authenticity in an efficient way, are known as authenticated encryption mode|
S.

Ah you found it~ afctf{Don't be fooled by yourself}

138.LeftOrRight

HEBHjpg3fF, FO104TIF A LR BT kMG A T ik, WINELRE CARBE
f@9e54cl1bad2x38mvyg7wzlsuhkijnop

905e4cl1fax328mdyvg7wbsuhklijznop

B E IR Left?Middle?No, I want right! (flag is right? !)

FEOHEL BFAR, Botr—TEHE, left, mid&AE, REright, RJEXAHTTR—AR, = X1
HIFFEI, P&, JERF&ER,

Bl ZRIE X BRI AT B R B, X
BRRE— R FET, E_ANRPF, REFE:

def get_after_deep(pre, mid, a):
if (pre) 1:
a.append(pre[0])
return
if (pre)
return
root pre[0]
root_index = mid.index(root)
get_after_deep(pre[l:root_index+1], mid[:root_index], a)
get_after_deep(pre[root_index+1:], mid[root_index+1:], a)
a.append(root)

return a

get_hou():
pre (
mid @)

pre_list (pre)
mid_list (mid)
a=[]

res_list=get_after_deep(pre,mid,a)

res .join(res_list)
print( ,res)
get_hou()

B1T718 3 951c4e03xm82yw7gvdakhusjilponzbf

139.[watevrCTF 2019]ECC-RSA

HEBH



de
u

W

ec
el
b

GX

9
G

fastecdsa.curve import P521 as Curve
fastecdsa.point import Point

Crypto.Util.number import bytes to long, isPrime
0os import urandom

random import getrandbits

f gen_rsa_primes(G):

rand bytes to_ long(urandom(521//8))
hile True:

s getrandbits(521) urand

(0] s*@G
if isPrime(Q.x) isPrime(Q.y):
print( > (s))
print( , hex(Q.x), hex(Q.y))
print( > (Q.x * Q.y))
return (Q.x, Q.y)

.from_bytes( (), byteorder

c_p Curve.p
Curve.a

Curve.b

Curve.gx
Curve.gy
Point(Gx, Gy, curve=Curve)

0x10001
gen_rsa_primes(G)




ECC Curve Prime: Ox1fffffffffffffffffffrfffffrrrffffrrrfffrrrrfffrrrrfffrrrrfffrrrrffrrrrfffrrrrfffrrrrfffrrrif
I e e

Curve a: -0x3

Curve b: 0x51953eb9618e1c9alf929a21a0b68540eea2da725b99b315f3b8b489918ef109e156193951ec7e937b1652cObd3bblbf07357
3df883d2c34f1lef451fd46b503100

Gx: Oxc6858e06b70404e9cd9e3ecb662395b4429c6481390531fb521f828af606b4d3dbaaldb5e77efe75928feldcl27a2ffa8de3348b3c]]
856a429bf97e7e31c2e5bd66

Gy : ©x11839296a789a3bc@045c8a5fb42c7d1bd998+54449579b446817atbd17273e662c97ee72995ef42640c550b9013+ad0761353¢c708
62272c24088be94769fd16650

e: 0x10001

p g: 0x118aaaladd80bdd@al788b375e6b04426c50bb3f9cae@bl73b382e3723fc858ce7932fb499cd92f5f675d4a2b05d2c575Fc6851]
6cf08a490d6c6a8a6741e8bed572adfcba233da791cccPaee33677b72788d57004a77690916d699a0164a1514728431b5aed704b2897191]
09d591f5c1f9d2ed36a58448a9d57567bd232702e9b28f

ciphertext: 0x3862c872480bddo67c0c68cfeed527a063166620c97ccadc99batf6eb0cf5d42421b8F8d8300df5F8c7663adb5d21b47c8
cb4ca5aab892006d7d44alc5b5+5242d88c6e325064adf9b969c7dfc52a034495fe67b5424e1678ca4332d59225855b7a9cb42db2b1db95a
90ab6834395397e305078c5baff78c4b7252d7966365afed9%e

I ARES, AT ARIE
AR ECC Al RSA B &N, REMTRMMELTX, EmEHFAER.

BMATERY , pofEMESE flag T. & (p, q) RFEMZE KPR RABEE LT EmRER L p, 97T,
gtr2=p"3+a*p+b
NEAn=p*q, K¥HARELAPIAFRIRE p 2

FillE: n*"2=pr5+a*p r3+b*pA2
ECCn# %>
Flsageit®p

Type some Sage code below and press Evaluate.
nﬂOx118aaaladdBObddOal?BBbSTEeﬁb04426c50bb3f9canblT3b38283?23fcBEBce?932fb499cd92f5f6?5d4a2b05d2c5?5fc685f6cfZ:;fE0d6c
4

a=x3

b=0x51953eb2818elc9alf929a21a0b680 40 eealda T 20059b 315 3bBb 489918 ef 109 15619395 1ec Te93Tb 1652 c0bd3bb 1bf O T35 T 3dE38 Tddc 341 15
g 08 5 o e e 5 o e 5 o 2 e 5 o e 5 e 5 o e 5 2 e 5
R. <x>=Zmod{cp) [1

f=x"Tratx I+b*x 2-n"2

f.roots()

Language: | Sage v
Evaluate

| Share |

[(68131406T16T260447TT0161 13533070678 7621 1153805083064 4906933 26584 756662 268320 320088 116450203456 252 746 74305541 0666 3001 322672
1)!

(4573744218059593260686660411336 79360 732750430058 364556 23 T01660 TEOOTITO31 73462 37350760337 301 8065061311001 1 3656258183984 74104

1)!

(1865314060054523636 29310080082 372264 48505556744 7083361854006 30931171166 200 78281861 2818435804 3250872107 435565 T T 366683662127

1]

Gl


https://blog.csdn.net/sitebus/article/details/82835492

[(68131406716726944777015118833970678762111598090880644905933255847565622688203299881164802984562527467480954106
66300132267213094431909630229631434972416225885,
1,
(45737442160595932606866604119367935073279948008836455623701660750079703173462373997603973015055061311001138862
81839847419425482918932436139080837246914736557,
1,
(18593149690845236362981008508237225445905555744708385186400630931171166290782818612818495864325087210748556577
36668366212762253040197962779753163192386773060,

1)]

R~ B E RN

n=0x118aaaladd80bdd0al788b375e6b04426c50bb3f9caed®bl73b382e37231c858ce79321b499cd92151675d4a2b05d2c575fc685f6c 108
2490d6c6a8a6741e8bed572adfcba233da791cccPaeed33677b72788d57004a77690916d699a0164a1514728431b5aed704b289719109d59
1f5c1f9d2ed36a58448a9d57567bd232702e9b28f
p=45737442160595932606866604119367935073279948008836455623701660750079703173462373997603973015055061311001138862
81839847419425482918932436139080837246914736557

import gmpy2

a=n//p
ciphertext=0x3862c872480bdd067c0c68cfeed527a063166620c97ccadc99baffe6ebOcf5d42421b818d8300df5F8c7663adb5d21b47c8c¢
b4ca5aab892006d7d44alc5b5+5242d88c6e325064adf9b969c7dfc52a034495fe67b5424e1678ca4332d59225855b7a9cb42db2b1db95a9
Pab6834395397e305078c5baff78c4b7252d7966365afed9%e

e=0x10001

d=gmpy2.invert(e, (p-1)*(q-1))

import Crypto.Util.number

print(Crypto.Util.number.long_to_ bytes(gmpy2.powmod(ciphertext,d,n)))

140.[V&N2020 ‘A F 3% ]Backtrace

BEBH

.join( (random.getrandbits(32)) for _ in

5 ) as f:
(1000) :
f.write( (random.getrandbits(32))

print(flag)

il

2.53#r

MT19937 BE N BURK AR BB AR, M BIZX AN B2 BB A BT . o .
X B R REMR A U — T REBA LR,




(1) MT19937 534 = BE AL UM L 72
1.7 Fseed ¥l 464624 FPIRFS
2 IR BEAT e
SRR SR EU BE L&

(2) i¥iH extract_number
extract_numberigi %, W PAR L4 H B O BEVLER Xt state[i[i# 1T T F 5k, MBEERER. FBENLE S w2 5 T 5T
extract_number BRI A, FRATAT LAARYE & H f i B BEALEUY [Mlextract_numberf3 25t R InA state (n>624) , LB R RE
AI624 /1 BEHL B R Ri624 1 state, AT LA bk J5 A2 BRI BE ML 25

(3) WiEtwist

FE B ANELL6 24 BEHL BT (state i A #E1Ttwist), 7T LUE Hstate, M5 LEHIBENLEL. R4 anfa3R45624-4 BENL B B K FEHL £
We? MBS AL RS, WtwistRIG T —H Kistate, BETTIRTG T —H K624 FEDLEL.

PR R — N3 [ twist

3.fift AL I8
L H ZRWE AT ENLE (st flag) -
REER-AHRAEMUGERA, HLHRIEE XA HiREERANFEIER RS .

RO Yiid . 3% FltwistERA 1 R B S M6 24 BENLECH REIR1E L —HBEVLEPIRES, X B RB10001BEHLEL, X B K RT4ALFENL ST
EKR, TiRT4MBENLE A& K FOIRES I M 5624, 625, 626, 627HFEHLEHIRE, MAMIKPRSRATER. FIUATEEEEN
HES2624NBENLEL, th AT USR5 2 Hstate .

Yt SETEIE A KIRAE, (B RME AT DA E st 2 AT AT LA J5 T 7= A2 1) 1000 BE L, A A BENLBCIRAS P 18] /8, = 1)
(backtrace) 1§ 2| 7= A= KIBELEL .

HEDRT KA

from random import Random

def inverse_right(res,shift,bits=32):
tmp res
for i in (bits//shift):
tmp res tmp shift
return tmp

inverse_right values(res,shift,mask,bits=32):
tmp res
for i in (bits//shift):
tmp res tmp>>shift mask
return tmp

inverse_left(res,shift,bits=32):
tmp res
for i in (bits//shift):

tmp res tmp shift

return tmp

inverse_left_values(res,shift,mask,bits=32):
tmp res
for i in (bits//shift):




return tmp

backtrace(cur):
high 0x80000000
low = Ox7fffffff
mask 0x9908bodf
state cur
for i in (3,-1,-1):
tmp state[i+624]"state[i+397]

if tmp & high high:
tmp mask
tmp 1
tmp 1

else:

tmp

res tmp&high

tmp state[i-1+624]"state[i+396]

if tmp high high:
tmp mask
tmp 1
tmp 1
else:
tmp 1
res (tmp)&low
state[1i] res
return state

recover_state(out):

state [1]

for i in out:
inverse_right(i,18)
inverse_left values(i,15,0xefc60000)
inverse_left_values(i,7,0x9d2c5689)
inverse_right(i,11)

state.append(i)
return state

).readlines()
[]
i in (1000) :
c.append( (fF[i].strip()))

recover_state(c)
backtrace([0]*4+partS)[:624]

prng = Random()
prng.setstate((3, (state+[0]),None))
flag .join( (prng.getrandbits(32)) for _

print(flag)

XERREEE RERA L — X5 Awp

141.[GUET-CTF2019]Uncle Sam

in



https://blog.csdn.net/zippo1234/article/details/109279944

from Crypto.Util.number import

def generkey(k):
P, q getPrime(k), getPrime(k)
pubkey PiRZ q
n pubkey
1= (p-1)*(q-1) / gcd(p-1, q-1)
privkey inverse(n, 1)
return pubkey, privkey

def encrypt(m, pubkey):

return (bytes_to_long(m), pubkey, pubkey)

from Crypto.Util.number import




while b
temp
a b
temp

return a

generkey(k):

p, q = getPrime(k), getPrime(k)

pubkey = p 2 *q

n = pubkey

l=(p-1) *(q-1)/ ged(p -1, q - 1)
privkey = inverse(n, 1)

return pubkey, privkey

encrypt(m, pubkey):

return (bytes_to_long(m), pubkey, pubkey)

pubkey 2188967977749378274223515689363599801320698247938997135947965550196681836543275429767581633044354412195
3522291757647845035629890452680754312068767262659683686052108242322072904107739796066626898662656127971038539820
1419845543338026667185635556427319615113602531962463680565950523397520857040991405491695509759487370239581204450
6205943671404203774360656553350987491558491176962018842708476009578127303566834534914605109859995649555122751891
6470404489807188827558554203244824665592237480650375207881596544362934314701640574903508412098724895384600602160
1519687513692750216202756254631656034246496823795769287358879664061953045526836713624331342257985782352959216710
1260779382665832380054690727358197646512896661216090677033395209196007249594394515130315041760988292009930675192
7490102285921560471590290954060218128842588108892256175444047998639039827589612081870429720478193582568663467583
37277473016068375206319837317222523597

privkey 143037579006557472160219619692965117457267442904072553569821720730188116169529651956705124629019955198
2286327831985649037584885137134580625982555634409225551121712376849579015320947279716204424716566222721338735256)
6488731645104292069911416486468693781413122531359978519088620309905760041735145565413173951069243700195742168945
6044781731966969014054472827730204378316388803783667529046832072321575969390356987829347544737076668247772645326
2771004872749335257953507469109966448126634101604029506006038527612917418016783711729800719387298398848370079742,
790126047329182349899824258355003200173612567191747851669220766603




Elyle 1491421391364871767357931639710394622399451019824572362288458431186299231664459957755422474433520889084351
8412980560661002164408534093460066577230865019218163812262925264901958109034594833182759313264330524688638506907
9365940536790259399939506060697210016992507400599247858303522602682921444300894163177129229130522647021643073505
©944285543542354459162474346521327649934512511202470099020668235115245819634762067338432916012664452035696422865
6510023054457117784760720047082562008722264753464483604912488238436882681263410946129813087914994347709363606760
8749030395172856348268630716487700030008274231636859795829721706137514069627239814031004394263728776394630596101
9518639745426370821124559939597559475362769382796386720030343305889701616194279058139516811941262747298761646317
3831124709232955436357547472882593247455836894400619564780837776639964873895532384817591039085880042193906625784
46313004404784835263543083088327198

pubkey

privkey

pow2 (2, n d, n)

assert pow2 p

gcd(pow2 2, n)
g

(enc, d, pq)
flag=long_to_bytes(m)
print(flag)

1Z1718 %) flag{61e19444-7afb-11e9-b704-4ccc6adfc6fo}

142.[b01lers2020]safety in_numbers

HEHEH

pubke.pemfi&fF T nfile.

flag.enc N 45

enc.py N jHi 4

Fi A Sz pubke. pem B E Kine,n K KT, BAERMEBAE

o4OV 7dOLLYOMdEATOLLYODLODHI0DILLLLAHDHDLY L0007 /0024110010 LF7DLHT 100

P698103595752509389654151026207324456103702932053682044213275364668¢

5999597908657 86423107501859487155909542199303451356935832337171356!

7955004857523651106145671835806325629900793622187018217520315987732:

99429713588744163993719079523004466948745487964138822754969316602791

P60172247496978563984972258411096182856695859552541502286915489156!
55537

nfR K, efB/h. IamitRcEEFeX FEIH,

import gmpy2

e 65537
with ( 5 ) as f:
cipher = f.read()

C .from_bytes(cipher, byteorder

m = gmpy2.iroot(c,e)[0]

print(m)

print( (m))

print( .fromhex( (m)[2:])[::-1])

B1T18 3 pctf{ ! fUtuR3_pReOF}



143.[AFCTF2018]—i& A # i & H

def encrypt(plainText):
space 10
cipherText
for i in ( (plainText)):
if i space (plainText) 1:
cipherText ( (plainText[i]) (plainText[i space]))
else:
cipherText ( (plainText[i]) (plainText[space]))
if (plainText[i]) 2 9:
space 1
else:
Space 1

return cipherText

BB spacef i, spaceF —IRARUHMEN I FRFKIBR)E —ALE K, BISTHI B ANE SCHIAR R — 1K, B LT DS SR B 25 SRR EE, R B
228, T = BRI A B U AT iR JE — L. A 228 T T AE

Ko 5Espace# G, K I — IR I #R R — AN T2, — 3L A28 5 AR, th— 3L 28N R A B (H R BT LA R A BBA T I — T A
@fctry
RAEFATIR R AT LUK B A B R AN B SRR R T

tag=b
for x in (268435456) :
temp (x)[2:].2zfil11(28)
space 10
flag=0
for i in ( (temp)):
if i + space (temp) 1:
tempx (temp[i]) (temp[i space])
else:
tempx (temp[i]) (temp[space])
if tempx!=(tag[i]%2):
flag=1
break
elif (temp[i]) 2
space 1
else:
space
if flag!=1:
print(temp)

def crackit_2():




space 10
g=[]
for i in ( (temp)):
if i space (temp) 1:
tempx (temp[i]) (temp[i space])
g.append((i,i+space))
else:
tempx (temp[i]) (temp[space])
g.append((i,space))
if (temp[i]) 2 9:
space 1
else:
space
return g

def solve(g,m):

plain=[ord('a"),ord('f"),ord(
while -1 in plain:
for i in (28):
if plain[i]
for j in
if g[jlle]
if g[31l

return plain

144.[NCTF2019]Reverse

HEBH




os.urandom(8)

d pyDes.des (key)
cipher = d.encrypt(flag.encode())

with ( 5 ) as f:

f.write(cipher)

5B — AT, SRR TE W R TR E R, — 35 28 Fh.

EEER YT

> GEAGIR AL A AL U — s A A

“* d.Kn[10] 40, EL BT T 1R T (E—BAER—NTF4H), B EHsum(movnum[ 1)k ¥ iz &
XEBREREE T KEKwp

d=pyDes.des (key)
keylo0=[0, 1, 0, 0, 9, 1, 0, 1, 0, 1, 1, 9, 1, 1, 0, 1, 1, 0, 1, 0, 1, ©, 1, 0, 1, @0, 1, @0, 1, @0, 1, @, @, 0, O,
1, 0, 9, 1, 9, 0, 0, 1, @0, 0, 0, 9, 1]
pCi=[56, 48, 40, 32, 24, 16, 8, @, 57, 49, 41, 33, 25, 17, 9, 1, 58, 50, 42, 34, 26, 18, 10, 2, 59, 51, 43, 35,
62, 54, 46, 38, 30, 22, 14, 6, 61, 53, 45, 37, 29, 21, 13, 5, 60, 52, 44, 36, 28, 20, 12, 4, 27, 19, 11, 3]
pC2=[13, 16, 10, 23, o0, 4, 2, 27, 14, 5, 20, 9, 22, 18, 11, 3, 25, 7, 15, 6, 26, 19, 12, 1, 40, 51, 30, 36, 46,

29, 39, 5o, 44, 32, 47, 43, 48, 38, 55, 33, 52, 45, 41, 49, 35, 28, 31]

, 1, 2,2,2,2,2,2,1, 2, 2, 2, 2, 2, 2, 1]

tempc=C1

tempd=D1

for i in (k):
tempc tempc[1:] tempc[:1]
tempd = tempd[1:] tempd[:1]

tempCD1=tempc+tempd

tempkey=[ ]

for i in ( (PC2)):
tempkey.append(tempCD1[PC2[i]])

return (tempkey,tempCD1)

re_gen_key(C1,D1):

tempc=C1[-1:]+C1[:-1]

tempd=D1[-1:]+D1[:-1]

tempCD1=tempc+tempd

return tempCD1

get_key(CD):

tempkey=[ ]

for i in ( (PC2)):
tempkey.append(CD[PC2[i]])

return tempkey

RE_pc2():

CD1=["'*']*56

for i in



https://blog.csdn.net/weixin_44110537/article/details/107887602

CD1[PC2[i]]=key1@[i]
results=[]
for i in (256):
temp (i)[2:].zfi11(8)
tempi=copy.deepcopy(CD1)
d=0
for j in ( (tempi)):
if tempi[j]
tempi[j] (temp[d])
d=d+1
results.append(tempi)

return results
i ( )
flag_enc=f.read()

(results)):
temp=results[i]
for j in ( (movnum[:11])):
temp=re_gen_key(temp[:28],temp[28:])
tempK=[ ]
Z=temp
for j in (16):
tempx=gen_key(Z[:28],2[28:],movnum[j])
tempK.append(tempx[0])
Z=tempx[1]
d.Kn=tempK
print(d.decrypt(flag_enc))

145.[INSHack2018]CryptOr part 1

BEBH

Our IDS detected an abnormal behavior from one of our user. We extracted this pcap, could you have a look at it?

http://cryptoOr.challenge-by.ovh/ids_alert_2403

TRERAcap. TTEREMRM R, HERETCPH, B3



CRYPTOR_SEED:58
:PMSFADNIJKBXQCGYWETOVHRULZSELYO®E_PSB
:PXX_NGGFSELYO®E : NAO_HJS0JQ_JF>{A2FS3118-0399-48S7-857S-43D9528DD98F }
:HJSO0JQ_JF_JT>....SELYOOE:NAO_DJCPX_QTN
:DICPX_QTN_JT>!!! PXX LGVE DIXAT IPHA MAAC ACSELYOAF !!!

toegba mpsb pcf 1lgv ngo dvsb*f mvffl. Lgv spccgo faselyo lgve fpop ausayo jd 1lgv ypl ga $500.
Dgxxgr oiata jctoevsojgct:
Jctopxx oia oge megrtae, pcf ng og gve yplgaco yxpodgeq: iooy://budifi2zgSetosvk.gcjgc (YSI-FTT pyyeghaf gds m|
eg).

Acoae lgve yaetgcpx bal: JCTP{mWOCLV1PjpUtbZFdccPioVV@1ljdaUeGv}

Oipcbt dge vtjcn gl epctgqrpea.

print (stril.translate( .maketrans(stringl,string2)))




NWPASOW_CRRF :58

NWPASOW : ABCDEFGHIJKLMNOPQRSTUVWXYZCRYPTOR_ACK
CRYPTOR:ALL_GOODCRYPTOR:GET_VICTIM ID>{E2DC3118-0399-48C7-857C-43F9528FF98D}
CRYPTOR:VICTIM_ID_IS>....CRYPTOR:GET_FINAL_MSG

CRYPTOR:FINAL_MSG_IS>!!! ALL YOUR FILES HAVE BEEN ENCRYPTED !!!

CryptOr stroke back you got fuck*d buddy. You cannot decrypt your data except if you pay me $500.

Follow these instructions:

Install the tor browser, go to our payment platform: http://kx4hdh2zo5rstcuj.onion (PCI-DSS approved ofc b
ro).

Enter your personal key: INSA{bQONYUyAiaXskzZDfnnAhtUU@1ifeXroOu}

Thanks for using my ransomware.

keysf Z2flag
146.[XNUCA2018]baby _crypto

BEBH

The 26 letters a, b, c, ..., y, z correspond to the integers 0, 1, 2,
(key_a) m
(key_k)

c[i] (p[i] key_a[i % m] key k[i % n]) 26

p is plain text, only lowercase letters are refered to.
c is encrypted text

I have appended the flag at the end of plain text, the of which is like
Now you have the encrypted text, Good luck!

ETHARERwp1, wp2 4575 2 T 14

import gmpy2

@ (

best_index=0.065
0

dic_index={'a': ©.08167,'b': ©.01492,'c': ©.02782, 'd':0.04253,'e': 0.12702, 'f':0.02228,'g': 0.02015, 'h':0.06094,
:0.06966,'j':0.00153, 'k':0.00772,'1':0.04025, 'm' :0.02406, 'n':0.06749, '0':0.07507, 'p':0.01929,'q' :0.00095,

0.05987, 10.06327, 10.09056, 10.02758, 10.00978, :0.02360, :0.00150, :0.01974, :0.00074}

def index_of coincidence(s):



https://blog.csdn.net/weixin_44110537/article/details/107947158
https://cloud.tencent.com/developer/article/1376839

freq[i]=0

for i in s:
freq[i]=freq[i]+1

index=0
for i in alpha:

index index (freq[i] (freq[i] 1))
return index

index_of_coincidence _m(s):

alpha

freq {}

for i in alpha:
freq[i] 0

for i in s:

freq[i] freq[i]

index (<]
for i in alpha:

index index + freq[i] (s) dic_index[i]
return index

get_cycle(c):

cycle=[]
for i in (1,100):
average_index=0
for j in (i):
s .join(c[j+i*x] for x in
index=index_of_coincidence(s)
average_index+=index
average_index=average_index/i-best_index
if (average_index)<0.01:
cycle.append(i)
return cycle
cycle=get_cycle(c)

def decrypt(c,i,j):




alpha
m
for x in c:
m+=alpha[ ((alpha.index(x)-j)*gmpy2.invert(i,26))%26]
return m

def get key(c):

(26):

gmpy2.gcd(i,26)!=1:
continue
j in (26):
m=decrypt(c,i,j)
index=index_of_coincidence_m(m)
if (index-0.065)<0.01:

return (i,j)

def get all key(s,cycle):

for i in (cycle):
temps .join([s[i+x*cycle] for x in (0, (s)//cycle)])
print(get_key(temps))
get_all key(c,6)

keya=[19,7,23]
keyb=[10,9,3,24,14,15]

len_a (keya)

(len(c)):
plaintext+=alpha[ ((alpha.index(c[i])-keyb[i%len b])*gmpy2.invert(keya[i%len_a],26))%26]
print(plaintext)
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