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Function name X

Jj__vwmakepath_s
get_startup_argv_mode_0
should_initialize environment_3 == al
should_initialize_environment_0

__configthreadlocale
___crt_debugger_hook
j__get_initial _narrow_environment
Jj__initialize_default_precision
start

J.
.
]
2.
J.

j_wcscpy_s

sub_411033

i sert_fastfail

J__ sert_is_uert_dll_in_use
_RTC_Failure(void *, int)
j__NtCurrentTeb

sub_411073
j__except_handlerd_common add esp, @ch
j___should_initialize_environment_2 cmp esi, esp
_RTC_AllocaFailure (void *, _RTC_ALLO call j___RTC_CheckEsp
J_initterm_e test eax, eax

sub_411091 jz short loc_415851
sub_41109B =

J__cexit _ ] _ v
j__get_startup_arev_mode [l e = "= M
D push offset aWrongFlag ; "wrong flag!\n"

g 2 call sub_41132F loc_415851: lo
Line 1 of 274 add esp, 4 push offset aRigthFlag ; "rigth flag!\n"f|mo
i Graph overview o0& x jmp short loc_41585E call sub_41132F ad
| add esp, 4 mo
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100. 00% (-485,1899) (143, 139) 00004C34 00415834: _main 0+154 (Synchronized with Hex View-1)
Output window =l
4156EQ: USING guessed Type cnar UesT[1es];
Command "OpenStrings" failed
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Function name ~ | Address Length Type String
E j__wmakepath_s ‘s’ . text:00--- 00000007 C offset
f|i__get_startup_argv_mode 0 [s] . text:00- 0000000C c baseb4input
f|i___should_initialize environment_3 o . text:00 00000006 [« input
z j__should_initialize_environment_0 S . text:00+ 00000005 C nlen
f| i_configthreadlocale [s] .rdata:0: 00000042  C  ABCDEFGHIJKLMNOPQRSTUVWXYZabedefghi jklmnoparstuvweyz0123456789+/=
L j__crt_debugger_hook E .rdata:0++ 00000017 C please enter the flag:
f|J_get_initial narrow_environment ‘s . rdata:0--+ 00000005 C %20s
z j__initialize default precision 5] . rdata:0-+ 0000000D C wrong flag!\n
| f | start 5] . rdata:0-+ 0000001B C tack around the variable ’
L j_wcscpy_s '_? .rdata:0--- 00000011 C ' was corrupted.
f | sub_411053 [s].rdata:0-+ 0000000E € he variable ’
L j__ sert_fastfail E .rdata:0++ 00000028 C is being used without being initialized.
f|J___scrt_is uert_dll_in_use [s] .rdata:0+ 00000000 C  rigth flag!\n
L _RTC_Failure(void *, int) E .rdata:0++ 000000DD C The value of ESP was not properly saved across a function call.
L j__NtCurrentTeb '_? .rdata:0'+ 0000011D C A cast to a smaller data type has caused a loss of data. If this'
| sub_411073 [s] . rdata:0--- 0000001D C Stack memory was corrupted\n\r
f|J_except handler4 common [s] . rdata:0- 00000036 C A local variable was used before it was initialized\n\r
f|J___should initialize environment 2 [s] . rdata:0- 0000002C C Stack memory around _alloca was corrupted\n\r
f | RTC_AllocaFailure (void *, RTC_ALLO 5] . rdata:0-+ 0000001E C Unknown Runtime Check Error\n\r
L J_initterm e E .rdata:0++ 00000011 C Unknown Filename
1] sub_411091 I's] . rdata:0++ 00000014 C Unknown Module Name
1] sub_411098 l's] . rdata:0++ 00000020 C Run—Time Check Failure #%d — %s
f|J_cexit I's] . rdata:0++ 00000026 C Stack corrupted near unknown variable
f|J__get startup argv_mode v || [5] . rdata: 0 00000006 C %. 2X
(‘ s+ > '_E .rdata:0--- 00000049 C Stack area around _alloca memory reserved by this function is cor-
I's’ . rdata:0--+ 00000009 C ‘\nData: <
Line 1 of 274 '_? .rdata:0--- 00000024 C “nAllocation number within this function:
# Graph overview o 5 x || [5].rdata:0~ 00000008 € \nSize:
I's’| . rdata:Q++ 0000000D C ‘\nAddress: 0Ox
E .rdata:0:+ 00000048 C Stack area around _alloca memory reserved by this function is cor:
s . rdata:0++ 00000012 C %bsthshphshzdhshdhs
""" ‘5] . rdata:0++ 00000009 C %shshshs

Line 1 of 43
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6| int v3; // edx

7| __inté4 v4; // STe8_8

8| signed int j; // [esp+DCh] [ebp-ACh]

9| signed int 1i; // [esp+E8h] [ebp-A@h]
18| signed int v8; // [esp+EBh] [ebp-A@h]
11, char Dest[1@8]; // [esp+F4h] [ebp-94h]
12| char str; // [esp+1l686h] [ebp-28h]

13| char v11; // [esp+17Ch] [ebp-Ch]

14
@15 for (1 =0; 1 < 100; ++1 )
16| {
® 17 if ( (unsigned int)i >= @x64 )
® 18 j___ report_rangecheckfailure();
® 19 Dest[i] = @;
20| }
® 21| sub_41132F("please enter the flag:");
© 22| sub_411375("%2@s", &Str);
© 23 ve = j_strlen(&str);
© 24| vl = (const char *)sub_411@BE(&Str, ve, &vlil);
® 25| strncpy(Dest, vl, ©x28u);
© 26| v8 = j_strlen(Dest);
© 27 for (7 =8; ] < v8; ++] )
® 28 Dest[]] += J;
© 29 v2 = j_strlen(Dest);
® 30| if ( !strncmp(Dest, Str2, v2) )
® 31 sub_41132F("rigth flag!\n");

32| else

® 33 sub_41132F("wrong flag!\n");
® 34] HIDWORD(v4) = v3;

© 35/ LODWORD(v4) = ©;

© 36| return v4;

® 37}}

MR EL 2> copy#i A BldestH- T4~ B hn HLB Mistr2 18

X B AR Z 6 base64 A i v 68 &5\ K Ffrbaseb64in % 5 i Lindex{f, BHEARFZRFE, 5
e3niflH9b_C@n@dH ( £ str2st & = R BIstr2i F A7 8 ) ik 2 —BUUH i right flag
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import base64

s="e3nifIH9b_ C@n@dH'

For

n=len(s)

for i in range(n):
f+=chr(ord(s[i])-1)

print(f)

print(base64.bb4decode(f))
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