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 CTF reverse 专栏收录该内容
64 篇文章 0 订阅
订阅专栏

xxtea加密第一次遇见，不看不知道啊。

很容易跟到主函数，分N步加密，太狠了

第1步读入检查长度：从标准输入读入flag，然后计算长度，应为19。（这里的myinput是我改的，原来叫Code
与全局变量重名，容易混淆）

  *(_OWORD *)myinput = 0i64;
  v33 = 0;
  sub_13F8B18C0(std::cin, a2, (__int64)myinput);// 读入Code
  myinput_len = -1i64;
  v3 = -1i64;
  do
    ++v3;
  while ( *((_BYTE *)myinput + v3) );
  if ( v3 != 19 )
  {
    sub_13F8B1620(std::cout, "error\n");
    _exit((unsigned __int64)myinput);
  }

第2步取密钥：先把前4字节与已知范围比较，key必需是在这个范围内（小写字母和数字）
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  v4 = (__int128 *)sub_13F8B1E5C(5ui64);
  t_code = *(_QWORD *)&Code;                    // "qwertyuiopasdfghjklzxcvbnm1234567890"
  v6 = v4;
  v7 = 0;
  v8 = v4;
  do
  {
    v9 = *((_BYTE *)v8 + (char *)myinput - (char *)v4);
    v10 = 0;
    *(_BYTE *)v8 = v9;
    v11 = 0i64;
    v12 = -1i64;
    do
      ++v12;
    while ( *(_BYTE *)(t_code + v12) );
    if ( v12 )
    {
      do
      {
        if ( v9 == *(_BYTE *)(t_code + v11) )
          break;
        ++v10;
        ++v11;
      }
      while ( v10 < v12 );
    }
    v13 = -1i64;
    do
      ++v13;
    while ( *(_BYTE *)(t_code + v13) );
    if ( v10 == v13 )
      _exit(t_code);
    v8 = (__int128 *)((char *)v8 + 1);
  }
  while ( (char *)v8 - (char *)v4 < 4 );        // 验证前4字节都在Code串中
  *((_BYTE *)v4 + 4) = 0;                       // 保存前4位

第3步把key填充至16字节（一个简单的活用一堆指针来处理，真够意思，按代码行数给钱吧）



  do
    ++myinput_len;
  while ( *((_BYTE *)myinput + myinput_len) );
  v14 = 0i64;
  key = *v6;
  while ( *((_BYTE *)&key + v14) )
  {
    if ( !*((_BYTE *)&key + v14 + 1) )
    {
      ++v14;
      break;
    }
    if ( !*((_BYTE *)&key + v14 + 2) )
    {
      v14 += 2i64;
      break;
    }
    if ( !*((_BYTE *)&key + v14 + 3) )
    {
      v14 += 3i64;
      break;
    }
    v14 += 4i64;
    if ( v14 >= 0x10 )
      break;
  }
  for ( i = v14 + 1; i < 0x10; ++i )            // 将key填充0至16位
    *((_BYTE *)&key + i) = 0;
  

第4步xxtea加密（没看懂，不过名字叫xx估计这就是提示）

 v16 = xxtea_13F8B1AB0((__int64)myinput, myinput_len, (unsigned __int8 *)&key, &Size);// 数据加密 xxtea 

第5步修改顺序



  *v19 = v18[2];
  ptr_v19_1 = v19 + 1;
  v19[1] = *v18;
  v19[2] = v18[3];
  v19[3] = v18[1];
  v19[4] = v18[6];
  v19[5] = v18[4];
  v19[6] = v18[7];
  v19[7] = v18[5];
  v19[8] = v18[10];
  v19[9] = v18[8];
  v19[10] = v18[11];
  v19[11] = v18[9];
  v19[12] = v18[14];
  v19[13] = v18[12];
  v19[14] = v18[15];
  v19[15] = v18[13];
  v19[16] = v18[18];
  v19[17] = v18[16];
  v19[18] = v18[19];
  v19[19] = v18[17];
  v19[20] = v18[22];
  v19[21] = v18[20];
  v19[22] = v18[23];

第6步与前n/3个字节异或

  for ( v19[23] = v18[21]; v20 < v17; ++ptr_v19_1 )// v20从1开始实际是从3开始
  {
    v22 = 0i64;
    if ( v20 / 3 > 0 )
    {
      v23 = *ptr_v19_1;
      do
      {
        v23 ^= v19[v22++];
        *ptr_v19_1 = v23;
      }
      while ( v22 < v20 / 3 );                  // 与前n/3个异或
    }
    ++v20;
  }

第7步目标串（两个8字节+两个4字节）

  *(_QWORD *)&key = -4569681940847739698i64;
  v24 = v19 - (_BYTE *)&key;
  *((_QWORD *)&key + 1) = 3819887636644928495i64;
  v25 = 0i64;
  v30 = -939386845;
  v31 = -95004953;

然后逆向(xxtea加解密函数从网上抄的，我不可能会)

#1,比较



#1,比较
v29 = list(b'\xce\xbc@k|:\x95\xc0\xef\x9b  \x91\xf7\x025#\x18\x02\xc8\xe7VV\xfa')
print(1, bytes(v29))
#2,异或
for i in range(23,0,-1):
    for j in range(i//3):
        v29[i]^=v29[j]
print(2, bytes(v29))
#3,换位
v19_v18 = [2,0,3,1,6,4,7,5,10,8,11,9,14,12,15,13,18,16,19,17,22,20,23,21]
v18 = [0]*len(v29)
for i,j in enumerate(v29):
    v18[v19_v18[i]] = j 
print(3, bytes(v18))

#4,xxtea 解密
import struct 
_DELTA = 0x9E3779B9

def _long2str(v, w):
    n = (len(v) - 1) << 2
    if w:
        m = v[-1]
        if (m < n - 3) or (m > n): return ''
        n = m
    s = struct.pack('<%iL' % len(v), *v)
    return s[0:n] if w else s

def _str2long(s, w):
    n = len(s)
    m = (4 - (n & 3) & 3) + n
    s = s.ljust(m, b"\0")
    v = list(struct.unpack('<%iL' % (m >> 2), s))
    if w: v.append(n)
    return v

def xxtea_encrypt(str, key):
    if str == '': return str
    v = _str2long(str, True)
    k = _str2long(key.ljust(16, b"\0"), False)
    n = len(v) - 1
    z = v[n]
    y = v[0]
    sum = 0
    q = 6 + 52 // (n + 1)
    while q > 0:
        sum = (sum + _DELTA) & 0xffffffff
        e = sum >> 2 & 3
        for p in  range(n):
            y = v[p + 1]
            v[p] = (v[p] + ((z >> 5 ^ y << 2) + (y >> 3 ^ z << 4) ^ (sum ^ y) + (k[p & 3 ^ e] ^ z))) & 0xffffffff
            z = v[p]
        y = v[0]
        v[n] = (v[n] + ((z >> 5 ^ y << 2) + (y >> 3 ^ z << 4) ^ (sum ^ y) + (k[n & 3 ^ e] ^ z))) & 0xffffffff
        z = v[n]
        q -= 1
    return _long2str(v, False)
    
def xxtea_decrypt(str, key):



def xxtea_decrypt(str, key):
    if str == '': return str
    v = _str2long(str, False)
    k = _str2long(key.ljust(16, b"\0"), False)
    n = len(v) - 1
    z = v[n]
    y = v[0]
    q = 6 + 52 // (n + 1)
    sum = (q * _DELTA) & 0xffffffff
    while (sum != 0):
        e = sum >> 2 & 3
        for p in range(n, 0, -1):
            z = v[p - 1]
            v[p] = (v[p] - ((z >> 5 ^ y << 2) + (y >> 3 ^ z << 4) ^ (sum ^ y) + (k[p & 3 ^ e] ^ z))) & 0xffffffff
            y = v[p]
        z = v[n]
        v[0] = (v[0] - ((z >> 5 ^ y << 2) + (y >> 3 ^ z << 4) ^ (sum ^ y) + (k[0 & 3 ^ e] ^ z))) & 0xffffffff
        y = v[0]
        sum = (sum - _DELTA) & 0xffffffff
    return _long2str(v, True)

x = xxtea_decrypt(bytes(v18), b'flag')
print(x)
'''
1 b'\xce\xbc@k|:\x95\xc0\xef\x9b  \x91\xf7\x025#\x18\x02\xc8\xe7VV\xfa'
2 b'\xce\xbc@\xa5\xb2\xf4\xe7\xb2\x9d\xa9\x12\x12\xc8\xae[\x10\x06=\x1d\xd7\xf8\xdc\xdcp'
3 b'\xbc\xa5\xce@\xf4\xb2\xb2\xe7\xa9\x12\x9d\x12\xae\x10\xc8[=\xd7\x06\x1d\xdcp\xf8\xdc'
b'flag{CXX_and_++tea}'
'''

原比赛里flag的格式应该有声名。
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