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.text:004013C8 loc_4013C8: # CODE XREF: main+A4lj
.text:004013C8 lui $vO, Ox4A
.text:004013CC addiu  $v1, $vO, (meow - Ox4A0000) # "cbtcqLUBChERV[[Nh@_ X"D]X_YPV[CJ"
.text:004013D0 1w $vO, Ox28+var_10($fp)
.text:004013D4 addu $vo, $vi, $ve
.text:004013D8 1b $vi, o($ve)
.text:004013DC 1w $vO, Ox28+arg_4($fp)
.text:004013E0 addiu $vo, 4
.text:004013E4 1w $a0, 0($ve)
.text:004013E8 1w $vO, Ox28+var_10($fp)
.text:004013EC addu $vo, %$a0, $vo
.text:004013F0 1b $ve, o($ve)
.text:004013F4 xori $ve, 0x37 S {5 5ex37
.text:004013F8 sll $vo, 24
.text:004013FC sra $vo, 24
.text:00401400 beq $vl, $vo, loc_401428
.text:00401404 move $at, $at
.text:00401408 lui $vo, ox47
.text:0040140C addiu $a0, $v0, (aNo000000000000 - Ox470000) # "NOOOOOO0O0000000000\n"
.text:00401410 jal print
.text:00401414 move $at, $at
.text:00401418 1w $gp, Ox28+var_18($fp)
.text:0040141C jal exit_funct
.text:00401420 move $at, $at
.text:00401424 1w $gp, Ox28+var_18($fp)
TREAT T A

a = b"cbtcqLUBChERV[[Nh@ X D]X_YPV[CI"
print("".join([chr(i”ex37) for i in al))
#TUCTF{but_really whoisjohngalt}
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std::operator<<<std::char_traits<char>>(&std::cout, "Enter the valid key!\n", envp);
std: :operator>><char,std: :char_traits<char>>(&edata, &v42);
std::allocator<char>::allocator(&v38);

std::string::string(&v39, &v42, &v38);

md5 (&v40, &v39); //<---- X N E#47md5

v4l = (_BYTE *)std::string::c_str((std::string *)&v40);
std::string::~string((std::string *)&v40);

std::string::~string((std::string *)&v39);

std::allocator<char>::~allocator(&v38);

if ( *v41 != 55

md5(md5(xxx)) = grape

BT H HJAT —%md5, BT L md5(grape)

b781cbb29054db12188f08c6e161c199

15, school-ctf-winter-2015_parallel-comparator-200

XA BRI s g

#include <stdlib.h>
#include <stdio.h>
#include <pthread.h>

#define FLAG_LEN 20

void * checking(void *arg) {
char *result = malloc(sizeof(char));
char *argument = (char *)arg;
*result = (argument[@]+argument[1]) ”~ argument[2];
return result;

int highly optimized_parallel comparsion(char *user_string)

int initialization_number;

int i;

char generated_string[FLAG_LEN + 1];
generated_string[FLAG_LEN] = '\@';

while ((initialization_number = random()) >= 64);

int first_letter;

first_letter = (initialization_number % 26) + 97;

pthread_t thread[FLAG_LEN];
char differences[FLAG_LEN] = {®, 9, -9, -1, 13, -13, -4, -11, -9, -1, -7, 6, -13, 13, 3, 9, -13, -11, 6
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cnar ~Targuments|zv];
for (i = @; i < FLAG_LEN; i++) {
arguments[i] = (char *)malloc(3*sizeof(char));
arguments[i][@] = first_letter;
arguments[i][1]
arguments[i][2]

differences[i];

user_string[i];

pthread_create((pthread_t*)(thread+i), NULL, checking, arguments[i]);

void *result;
int just_a_string[FLAG_LEN] = {115, 116, 114, 97, 110, 103, 101, 95, 115, 116, 114, 185, 110, 183, 95,
for (i = @; i < FLAG_LEN; i++) {
pthread_join(*(thread+i), &result);
generated_string[i] = *(char *)result + just_a_string[i]; #4:/kgenH 5justtt#;, Hiresult=0
free(result);
free(arguments[i]);

int is_ok = 1;
for (i = ©; 1 < FLAG_LEN; i++) {
if (generated_string[i] != just_a_string[i])

return 0;
}
return 1;
}
int main()
{
char *user_string = (char *)calloc(FLAG_LEN+1, sizeof(char));
fgets(user_string, FLAG_LEN+1, stdin);
int is_ok = highly optimized_parallel comparsion(user_string);
if (is_ok)
printf("You win!\n");
else
printf("Wrong!\n");
return 0;
}
FEWR N
generated_string=result+just_a_string == just_a_string

XA AR E SRresult=0. Fi& 4 Aresultiticheck

result = (first_letter + differences)” user_string
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a=7[0,9, -9, -1, 13, -13, -4, -11, -9, -1, -7, 6, -13, 13, 3, 9, -13, -11, 6, -7]
#b = [115, 116, 114, 97, 11, 103, 101, 95, 115, 116, 114, 105, 110, 103, 95, 105, 116, 95, 105, 115]

#generated_string[i] = *(char *)result + just_a_string[i]; #Emigenf S5justtb®, Hiresult=0

# (?+a)?u ==0 ==> u==?+a

for i in range(26):

print(bytes([i+97+a[]j] for j in range(20)]))

#b'lucky_hacker_you_are'
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__inte4 _libc_csu_gala()

{

__int64 result; // rax

sc = off_601288;
*((_QWORD *)&sc + 2) = &byte 601384;

*((_DWORD *)&sc + 2)

31337;

*((_DWORD *)&sc + 3) = 1;

byte 601384 = off_601268[8]; //Andromeda a
byte_601385 = off_601280[7]; //Triangulum 1
byte 601386 = off_601270[4]; //Messier i
byte 601387 = off_601268[6]; // e
byte 601388 = off_601268[1]; // n
byte 601389 = off_601270[2]; // s
byte_60138A = 95; // B
byte 60138B = off_601268[8]; // a
byte 60138C = off_601268[3]; // r
byte _60138D = off_601278[5]; //Sombrero e
byte_60138E = 95; // _
byte 60138F = off_601268[8]; // a
byte 601390 = off_601268[3]; // r
byte 601391 = off_601268[4]; // )
byte 601392 = off_601280[6]; // u
byte 601393 = off_601280[4]; // n
byte 601394 = off_601268[2]; // d
byte_ 601395 = 95; // _
byte 601396 = off_601280[6]; // u

result = (unsigned __int8)off_601270[3];

byte_ 601397
byte_ 601398

return result;
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off_601270[3];
0;

//aliens_are_around_us
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while ( j < n)
{
v4 = vl1l;
*((_BYTE *)s + v20) = byte 400EBO[v11[j]];// 123456789ABCDEFGHIKLMNPQRSTUVWXYZabcdefghijkmnopgrstuvwx
*((_BYTE *)v26 + v20++) = byte 400EFO[v4[j++]];// ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxy
}
*((_BYTE *)s + v20) = 0;
*v30 = v20 + 1;
if ( !strncmp((const char *)s, "D9", 2uLL) // s=D9cS9N9iHjMLTAA8YSMRMp
& !strncmp((const char *)s + 20, "Mp", 2uLlL)
& !strncmp((const char *)s + 18, "MR", 2uLlL)
&& !strncmp((const char *)s + 2, "cS9N", 4uLL)
&& !strncmp((const char *)s + 6, "9iHjM", 5uLL)
& !strncmp((const char *)s + 11, "LTdA8YS", 7uLL) )

HIDWORD(v6) = puts("correct!");

St} EE H E 4T base58 il

//base58_is_boring
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for (1 =0; i<=6; ++i )

{
v3 = *(_DWORD *)(4LL * i + v6) ~ OXDEADBEEF;
vl = (int *)&v3;
v7 = (int *)&v3;

for (j=3;3>0; --3)
LODWORD(v1) = putchar((char)(*((_BYTE *)v7 + j) ~ flag_data[4 * i + j]));

[84,-56,126,-29,100,-57,22,-102,-51,17,101,50,45,-29,-45,67,-110, -87,-99, -46,-26,109,44,-45,-74,-67,-2,
OXDEADBEEF

[oxef,0xbe,0xad,0xde]

[(i+256)%256 for i in a]

Q O O o

flag_data =[@xDC,0x17,0xBF,0x5B,0xD4,0x0A,0xD2,0x1B,0x7D,0xDA, OxA7,0x95,0xB5,0x32,0x10, 0xF6,0x1C, OX65,0X53,
for i in range(7):
for j in range(3,-1,-1):
c = a[i*4+j]”b[j] flag_data[i*4+j]
print(chr(c), end="")

#flag _is_you_know_cracking!!!
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