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cat /var/log/nginx/access.log
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- - [09/Mar/2021:05:59:29 +0000@] "\xBA\XABd\xA1EZC\xDBM\x87\XEEA\XFD\XBF\x159 X\xD4>\x12\x98\xC4<\XEQ\x13\xCF\x00\xAC\xA@9\xD7\x90#8~\x8C\xDE\x9DReF\xBF%1Q\xE@\x9D\x06&g\xBB\x82\x95\x19\XED\Xx@7\x14\x19ZP\x80+\x94e\xC3\xE6\
x8B\x191\x@1\XEA\X88Y\x91\x16\x95\xC4\xC8\XOEH\x02\xC7\x93g\xC14FW\x05 | \xFB\xXF3T\xB8\xFD\xCB\xBB)\XE3\xCE\XDD\xCD7\x9E\XEFP\x8C\xA4 [VAXFD\x98\xCI1\x82\xF5\XxE4\xC1d\x87X\xF 7\x9B\xBF\XE8q\x12\x99&\xDB , \xF5\x87\xD7\xA8\x973 ;\
XBO\x@2\xAD\x8DE\x9B\xAAB\x80\XOE )\XAI\XEI\XAF} \x18\x8E \xB8\x1E\x99\x@4\XEF\xAB\X8C\XE8\x@4\XE2\xD3\XED) 1\x91\xC1\x8F \x88\x8C\x81\xFO\XDB\xA5\x88\x95H\x9IBZ \XAB\XCE\XxBF \xF4E%P*\x88KFYE\X9E\XE 7 21 7\XD4\XBA\XABV\XIA\XAA\XAB\XA
\xC5e\x7F\x@S\xBE\XEAV‘\XA?\XBQ\XQQF\xF7\x11\xES\XDG\XQG\XSCIm+w\x1(\xFDuU\x14\x0F|x\xAC\xEBMPy\xC3\x19'Z\xAO\xED\xC@}|Rw\x14\x8E\xlB\xC4\xE1\xA0\xAF+\xADKk\xCS\XEB\XSCS\XQC\XBD\XCB 400 157 "- 7 "2

- [09/Mar/2021:06:00:47 +000@] "GET / HTTP/1.0" 200 819 " -

- [09/Mar/2021:06:00:58 +000@] "HEAD / HTTP/1. "Mozilla/5.0 (Windows NT 5.1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/36.0.1985.67 Safari/537.36"

- - [09/Mar/2021: :06 +0000] "HEAD / HTTP/1 "Mozilla/5.@ (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/41.0.2228.0 Safari/537.36"

- [@9/Mar/2021 i\ 5 Mozilla/5.0 (Windows NT 6.4; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/41.0.2225.0 Safari/53

- [09/Mar/202: 11 +0000] "HEAD / HTTP/1.1" 200 @ "-" "Mozilla/5.@0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/41.0.2228.0 Safari/537.36" "-

- [09/Mar/202: 20 +0000] "GET /tools/shell.php HTTP/1. 200 36 "http://labl.xseclab.com/xss4_730ee2b59ca3b71c25efa2147498b35e/mymailbox_25777445a35a9588 . php?sid=d1435a9d0063235287689cbaba862e5" "Mozilla/6.0 (Macin
0S X 10.10_9) 1ew Kit/538.38 (KHTML, like Gecko) Chrome Safari" "-"

- - [09/Mar/2021:06:02:20 +0000] "GET /tools/shell.php HTTP/1.1" 200 36 "http://labl.xseclab.com/xss4_730ee2b59ca3b71c25efa2147498b35e/post.php" "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:86.0) Gecko/20100101 Firefox/86

- [09/Mar/2021:06:06:41 +0000] "GET /tools/shell.jpg HTTP/1.1" 404 "http://labl.xseclab.com/xss4_730ee2b59ca3b71c25efa2147498b35e/mymailbox_25777445a35a9588 . php?sid=472f7ea4c444305028096ca182dac924" "Mozilla/6.0 (Maci
0S X 10_10_9) AppleWebKit/538.38 (KHTML, like Gecko) Chrome Safari" "-*
- [09/Mar/2021:06:31:47 +0000] "GET / HTTP/1.1" 200 819 "-" "Mozilla/5.@ (X11; Ubuntu; Linux x86_64; rv:76.0) Gecko/20100101 Firefox/76.0" "-"
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