[SUCTF2018]babyre [ACTF#4:%£2020]fungame

I F 2021-06-02 16:32:43 K i 282 R
HRER: off
FRANFE B . A SCONE R R AISCE, BE CC 4.0 BY-SA FRAUMML, #EiEM LR SCH b B A =B .

AHEE: https://blog.csdn.net/CSNN2019/article/details/117443216
KA

ctf SN AL

145 [3CE 7 T 1Y
W £

XEHZR
[SUCTF2018]babyre

R B4
CINGY
GAMEOVER

[ACTF 34 $£2020]fungame

int__cdeclsub_401340(inta1)
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ak666 @ubuntu: ~/Desktop

ak666@ubuntu:~$ cd Desktop
ak666@ubuntu:~/Desktop$ binwalk -e [SUCTF2018\]babyre.bin

DECIMAL HEXADECIMAL DESCRIPTION

Microsoft executable, portable (PE)
0x10170 XML document, version: "1.0"

https:/i

THome Desktop _[SUCTF2018]b...re.bin.extracted

10170.xml
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bash: ./[SUCTF2018]babyre.bin]: No such file or directory

ak666@ubuntu:~/Desktop$ file [SUCTF2018\]babyre.bin
[SUCTF2018]babyre.bin: PE32+ executable (console) x86-64, for MS Windows

ak666@ubuntu:~/Desktop$ |}
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F2018]Xman-babymips
|| [RoarCTF2019]polyre
~ FIEES (D) [] [SCTF2019]babyre

IS () [®5] [SCTF2019]creakme.exe
iR (F) v [SCTF2019]Strange apk.apk
FHEREE (G:) [#] [SUCTF2018]babyre.exe )21/6/1 14
BB [SUCTF2019]Signin.zip
B | GAbuuctf\[SUCTF2018]babyre.ex

lease Input K
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v7[0]
v7[1]
v7[2]
EL
v7[4]
v7[5]
v7[6]
v7[7]
v7[8]
v7[9]
v7[10]
v7[11]
v7[12]
v7[13]
v7[14]
v7[15]
v7[16]
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v7[21]
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AVE]
v7[24]
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v7[28]
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AEL]
v7[31]
gmemcpy (v8,
94);
v8[94] 127;
v8[95] = 127;
v8[96] 127;
v8[97] 127;
v8[98] 1258
v8[99] 125;
v8[100] 116;
v8[101] 115;
v8[102] 114;
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v8[103]
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v8[128]
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v8[133]
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v8[135]
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while ( v9[30] )
{
vo[30];
for ( j 22; j; v9[j] v13
{
v1i2 = v7[22 * v9[30] jl;
v13 (v12 ((vie[o] (2
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if (flag[@] flag[1]

{

for (int i 0; i 22; i++)
printf( , flag[i]);
system( )&

)i

flag[2] flag[3] flag[4]

G\t [SUCTF2018]babyre\Debug\[SUCTF2018]babyre.exe - O K

SUCTF{Flag_8i7244980f}




X IDL View—4 Pseudocode—4 [ @  Hex View-1 A structures = Erums

~ 1lint __cdecl sub_#401340(int al)
2/
3| char i; // [esp+iFh] [ebp-3h]
y
5| printf("Please input:");
6| scanf("%s™, al);
7Tl for ( 1= ©; 1 <= 15; ++i )
8 |
9 if ( (%(_BYTE =)(i + al) 7 =((_BYTE )yl + i)) 1= y2[i] )
10 exit(0);
11 3}
12| return 0;
130}

Ox41, Ox18, Ox4D, Ox6E, Ox3B,
Ox5B

0x04, Ox61, Ox58, Ox1E, Ox4B, Ox22, OX5E, Ox64,
0x26, OXSE, Ox17, OX7A

for i in range(len(yl))
a=hex(y2[i]"y1[i])
b+=chr(y2[i]"y1[i])
flag[i]=a

print(b)

RMEREIR, BHE AR

int __cdecl sub_4013BA(char *Source)

int _ cdecl sub 4013BA(char *Source)
{

char Destination[12];

strcpy(Destination, Source);
strcpy(x, Source);

return 0;

strcpy(Destination, Source);

XATRESE&RES, AESBUREMIHE S, REERBIFMEREEIERERE, UETFEFLSTE AR, FANEH
5, BE3Igg.



R—EFHFMREEEmA—, RAEREHSB0REIEE S, SBEHNA—FF, BeE? 2 2 2 HBARTEE. .

REAANERZE, BERRXANMRR, B TH6FH TR, FHERETEECHE, REBA _sub_402330 XMERH. HAT

R — A pwnil, fRrefx.

.bss : U4UBUL4L align 1Uh

.bss: 00406050 public _x

.bss 00406050 ; char x[36]

.bss 00406050 _x db 24h dup(?) ; DATA XREF: _sub_4013BA+1F t o
.bss: 00406050 ; _sub_40233D+B8 t o ...

.bss 00406074 public __bss_end__

_sub_402330 INMRHRHUBAEHCHE, EMALAZER FTEIXTFIHHE. KT, base64, X HN FreliXETLH

f, X FpwnBERA AR . R el ik & HIKH? 7 2
EI L0 T L Bl Pseudoco- B (3 Pseudoco- [ [E Pseudoco [ ©] Hex Wi [
& void __noreturn sub_40233D()

{

char Str2[13]; // [esp+13h] [ebp-35h] BYREF
char Stri[16]; // [esp+26h] [ebp-28h] BYREF
char Str[12]; // [esp*+36h] [ebp-18h] BYREF

size_t v3; // [esp+3Ch] [ebp-Ch]

printf(“Please input again:");
strepy(Strz, "YTFzHF9wU24=");
memset(Str, @, sizeof(Str));
11| memset(Stri1, 0, sizeof(Stri));
12| scanf("%s™, Str);

13| v3 = strlen(5tr);

14 sub_HO2421(Str, u3, Stri1);

15| if ( tstremp(Stril, Strz) )

18| {

17
18
v 19 1}

200 exit(0);
21

—
W HU N =

printf( “%s%s
exit(0);

", %, 5tr);

#IN: Re_1s So0_funny!, iR[E#uhtinT:

.TeXT:uu4u|sLU call _strepy Path
.text: 00401302 mov eax, [ebp+Source]
“text:00481305 mou [esp+l], eax . Source @ G: \buuctf\[ACTF%EE%ZOZU]fungame\tmp\fungame exe
.text:004013D9 mou dword ptr [esp]. offset _x ; Destination < i )
.text:004013E0 call _strepy
.text:004013ES mou eax, 0
.text:004013EA leave @ Threads o &

[ZE | text:004813EB retn p——— — "
.text:004013EE _sub_4013BA endp ecima ex ate ame
_text:004013EB 18836 4994  Ready fungame.exe

[ TP amarran

000007EB 004013EB: _sub 4013BA+31 (Synchronized with EIF) Vi< >

@] Hex View—1 0 & x [O Stack wiew o &

0402600 24 04 00 00 00 00 8B 44 24 1C 89 04 24 E8 A6 08 §..... gz—,; $ SHR - ~ |[B06OFEDC 00402600 _main+28

BO4B2610 B8 B C7 44 24 B8 18 BB B8 B0 C7 44 24 B4 90 08 ..*§ ..... .- BOFOFEEG BBAYBFDB  debug B34 :BBAOFDE

5042620 88 B C7 B4 24 58 68 48 00 ES BA 88 8O B8 8B 44 sp‘m.ig o ..ps;; o BOGOFEEL  8BEABAER

60402630 24 1C 89 O4 24 ES 06 ED FF FF 8B 44 24 1C 89 04 $...%..... 00GOFEEE  BO000018

soup26ua F EG 74 ED FF FF BS BB 88 80 08 C9 €3 90 90 00 5 o 006OFEEC  BB4B2BDE __ do_global_ctors+2E

BO4B2650 83 EC 1C 8B 4 24 24 85 CO 74 15 83 F8 83 74 18 gﬁ ssnj‘a‘ .t BOGOFEFG  BB4B2BER __ do_global_dtors

60402660 BS 61 0B 00 00 83 C4 1C €2 OC 00 90 8D 7% 26 00 ..... [ 006OFEFL  BO000O3B

BOMB2G70 8B Sh 24 28 89 44 24 B4 BB 44 24 28 89 54 24 88 }'z?y $(i‘& $iE - S Q 3. DO6OFEFE  BABBORES

5042680 89 B4 24 EB 18 07 08 BB B8 01 00 B8 88 83 C4 1€ ..§ocouuu.un- BOGOFEFC  BBAYOFDA  debug B34 :BBAOFDE

00001240 00402640: .text:00402640 v |[owmxomN 00607EDE: Stack[00004994]1:00601 (Synchronized with ESP)

[=1 outout window
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D4 View—EIP [x] Pseudocode-C Pseudocode-B ) Pseudocode—4 ] i General registers o8 >
.text:004013C7 lea eax, [ebptDestination] ~ ||EAx B66BBABA W Ao 8,
.text:004913CA mov [esp]l, eax ; Destination EBX 06266000 &, TIB[00001FAC]: 60266600 " 3:!; : d
.text:004813CD call _strcpy
.text:004013D2 mou eax, [ebptSource] (8 Modules o & >
.text:004013D5 mov [esp+4], eax ; Source Path ‘
.text: 00401303 mou dword ptr [esp], offset _ ; Destination
_text:004013EQ call  _strepy (53 GabuuethACTFERE2020) p\fungame.exe 4
“text.BO4013E5 mou oo, B B o vamainoteie oot sienaie a daeo oo - an R
.text:004013EA leave

BT | text:004013EB retn
.text:004913EB _sub_4013BA endp [@] Threads o8& »
: E::E gg:g: ggg Decimal  Hex  State Name |
. text:004013EC : SUBROUTINE 8108 1FAC Ready fungame.exe
000007D5 004013D5: _sub_4013BA+18 (Synchronized with EIP) 12604 313C  Ready 774E7F80 \
(5] Hex View-1 o & x O stack view o s >

09406030 FF FF FF FF FF FF FF FF 00 00 60 00 00 00 00 00
99406646 B0 60 66 88 DB 67 BA 02 00 09 B0 00 66 66 60 88
(TIT{oMlS2 65 SF 31 73 5F 53 6F 38 5F 66 75 6E 6E 79 21
(LTIl 0 00 00 00 00 00 00 00 00 00 OO 00 60 00 00 00
woueso70  [IIUIITEIT] 08 00 98 09 00 00 00 00 00 00 60 00
09406030 B0 88 B8 B8 BB BA BA O 00 00 B4 09 68 66 60 88
09406090 ©0 89 68 68 B9 B0 B0 00 00 00 09 00 60 00 60 0O
00406070 ©0 60 DO OO OO DO DO 00 00 00 00 00 00 00 00 0O
00406050 ©0 69 0O 08 09 DO PO 0O 00 00 00 00 00 00 00 0O
©994050C0 ©0 89 68 88 B8 B8 GO 0 00 00 04 00 66 06 60 88
09406000 ©0 89 68 BB B9 B0 B0 00 00 00 09 00 69 00 60 0O
004060E0 ©0 6O OO OO BO DO 0O 0O 00 00 00 00 B0 00 00 0O
994060F0 ©0 69 0B OB B9 DO PO 00 00 00 00 00 00 00 0 0O
09406100 ©6 60 BB BB B DA BA O OO OO B0 00 0O 0O 6O 0O

RAMETERBR LB,

BB (BEAEE, flaghle, XWEM? RiF? D

~ |[BB6BFEDT 88488830 fungane .exe: 00400036

BBOOFEED BBY8OFD8  debugB3s: BB98OFDE
0B6OFEEY 08000008
060OFEES 08000818
066OFEEC 0B84 02BDE
BB0OFEFD  BB8402B86
0B6OFEFY 08000038
066OFEFS 08000808
BBGOFEFC  BB98OFD8  debuge3s: BOIBOFDS
8B0OFFO0  BBB0GA33

0860FFO4 08000002

0BGOFFO8  BBSOFFSD  Stack[BBOOTFAC] :0B68FF80
0BGOFFOC  BBXO1OFD _ mingu_CRTStartup+FD
066OFF10  ABBABART

do_global_ctors+2E
do_global_dtors
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