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B F: auth.json syslog

DESCRIPTION:

There is a sysadmin, who has been dumping all the USB events on his Linux host all the year... Recently, some bad guys managed to
steal some data from his machine when they broke into the office. Can you help him to put a tail on the intruders? Note: once you find it,
“crack” it.

auth.jsonffiX g A1 — A Linuxd i Usbrip T B —#¢, % T HACFUSB &4 5.
7ELinuxH i F Usbrip & 7m USB #: % F44- 7 2 1d 5%

auth.jsonfF i AL B2 FAERIUSBI % A3, 12301 AT I T A i 7 WRLeUSB B LA EATR R IR BE % . 3X8F, ATLA$R
HREBRLEEH P REVFRTARGEH 7 RN A,

1.7z %% Usbrip

TR

python3-venv
p7zp

sudo apt install python3-venv p7zip-full
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git clone https://github.com/snovvcrash/usbrip.git
cd usbrip

chmod +x ./installers/install.sh

sudo -H ./installers/install.sh -s
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sudo usbrip events violations ~/auth.json -f syslog
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2 {

3 "conn": "7777-08-03 07:18:01",
4 "host": "kali”,

5 "yid": "3993",

6 "pid": "9324",
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14 "conn': "????-08-08 03:24:02",
15 "host": "kali",
16 "yid"™: "ldak",
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15 "manufact™: "Linux 5.10.0-kali7-amdé&4 shci hed"”,
20 "serial": "0000:02:02.0"7, )
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