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- Dependency: you will need Phi &5Ma Ttootbex (functions jpez read and jpeg write).
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%%% setup

COVER = 'cover.jpg'; % cover image (grayscale JPEG image)

STEGO = 'stego.jpg'; % resulting stego image that will be created
SEED=99;

myInformation="'Hello,Matlab'

msgBin = de2bi(int8(myInformation),8, 'left-msb");

len = size(msgBin,1).*size(msgBin,2);



myInfo = reshape(double(msgBin).',len,1).";

tic;

[nzAC] = nsf5_simulation(COVER,STEGO,myInfo);
T = toc;

fprintf('----- \n');

fprintf('nsF5 simulation finished\n');
fprintf('cover image: %s\n',COVER);
fprintf('stego image: %s\n',STEGO);
fprintf('PRNG seed: %i\n',SEED);
%fprintf('relative payload: %.4f bpac\n',ALPHA);
fprintf('number of nzACs in cover: %i\n',nzAC);

fprintf('elapsed time: %.4f seconds\n',T);

function [AC]=nsf5_simulation(COVER,STEGO,message)
try

jobj=jpeg_read(COVER);

DCT=jobj.coef_arrays{1}
catch

error('ERROR (problem with the cover image)');
end

AC=numel (DCT)-numel(DCT(1:8:end,1:8:end)); %t HACREHE, F /1 DCTHHES*8H
if(length(message)>AC)
error('ERROR (too long message)');
end
%3T#E.Changeable kI HEF K5
idD=1;
len=length(message);
for id=1:len
while(abs(DCT(idD))<=1)
message(id);
DCT(idD)=0;
idD=idD+1;
if(idD>=AC)
break;
end
end
if(DCT(idD)<®@)
message(id)
DCT(idD)
if(message(id)==mod(DCT(idD),2))

if(mod(DCT(idD),2)==1)
DCT(1dD)=DCT(idD)-sign(DCT(idD));
else
DCT(1dD)=DCT(idD)+sign(DCT(idD));
end
end
else
message(id)
DCT(idD)
if(message(id)~=mod(DCT(idD),2))

if(mod(DCT(idD),2)==1)
DCT(idD)=DCT(idD)-sign(DCT(idD));
else
DCT(idD)=DCT(idD)+sign(DCT(idD));
end



end

end
idD=idD+1;
end

try
jobj.coef_arrays{1}=DCT;
jobj.optimize_coding=1;
jpeg_write(jobj,STEGO);
catch
error('ERROR (problem with saving the stego image)')
end
end
function res=invH(y)
to_minimize=@(x) (H(x)-y)"2;
res=fminbnd(to_minimize,eps,0.5-eps);
end
function res=H(x)
res=-x*log2(x)-(1-x)*log2(1-x);
end
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%%% setup
COVER
STEGO = 'stego.jpg'; % resulting stego image that will be created
SEED=99;

output=fopen("test.txt","w");

myInformation="SEEYOUINHE'

msgBin = de2bi(int8(myInformation),8,'left-msb");

‘cover.jpg'; % cover image (grayscale JPEG image)

len = size(msgBin,1).*size(msgBin,2);
myInfo = reshape(double(msgBin).',len,1).";

tic;

[nzAC] = nsf5_simulationF4(COVER,STEGO,myInfo);
T = toc;

fprintf('----- \n");

fprintf('nsF5 simulation finished\n');
fprintf('cover image: %s\n',COVER);
fprintf('stego image: %s\n',STEGO);
fprintf('PRNG seed: %i\n',SEED);
%fprintf('relative payload: %.4f bpac\n',ALPHA);
fprintf('number of nzACs in cover: %i\n',nzAC);

fprintf('elapsed time: %.4f seconds\n',T);

function [AC]=nsf5_simulationF4(COVER,STEGO,message)
output=fopen(“"test.txt","w");
try

jobj=jpeg_read(COVER);

DCT=jobj.coef_arrays{1}
catch

error('ERROR (problem with the cover image)');
end
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if(length(message)>AC)
error('ERROR (too long message)');
end
%3T#E.Changeable I HEF K5
idD=1;
len=1ength(message)
for id=1:len
while(abs(DCT(idD))<=1)
if(DCT(idD)<0@ && message(id)==1)
DCT(idD)=0
elseif(DCT(idD)>0 && message(id)==0)
DCT(idD)=0
elseif(DCT(idD)~=0)
message(id)
DCT(idD)
break
else
end

idD=idD+1;
if(idD>=AC)
break;

end
end
if(DCT(idD)<=-1)
if(message(id)==mod(DCT(idD),2))

fprintf("%d",id);

message(id)

sign(DCT(idD));
DCT(idD)=DCT(idD)+1;
DCT(idD)
idD=idD+1;
continue
end
message(id)
DCT(idD)
fprintf(output, "%d\n",DCT(idD));

idD=idD+1;

continue

end

if(DCT(idD)>=1)

if(message(id)~=mod(DCT(idD),2))
message(id)

sign(DCT(idD));

DCT(idD)=DCT(idD)-1;
DCT(idD)

idD=1idD+1;

continue;
end

message(id)

DCT(idD)
fprintf(output, "%d\n",DCT(idD));
idD=idD+1;
continue
end



end

try
jobj.coef_arrays{1}=DCT;
jobj.optimize_coding=1;
jpeg_write(jobj,STEGO);
catch
error('ERROR (problem with saving the stego image)')
end
end
function res=invH(y)
to_minimize=@(x) (H(x)-y)"2;
res=fminbnd(to_minimize,eps,0.5-eps);
end
function res=H(x)
res=-x*log2(x)-(1-x)*log2(1-x);
end
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%%% setup
COVER = 'cover.jpg'; % cover image (grayscale JPEG image)
STEGO = 'stego.jpg'; % resulting stego image that will be created
SEED=99;
output=fopen("test.txt","w");
myInformation="HELLOWOLDU201911824HELLOWORLDU201911824HELLOWORLDU201911824HELLOWORLDU201911824HELLOWORLDU20
msgBin = de2bi(int8(myInformation),8,'left-msb");
len = size(msgBin,1).*size(msgBin,2);
myInfo = reshape(double(msgBin).',len,1).";
Extend=2-mod(len,2)
for extend=1:Extend
myInfo(len+extend)=0

end

[nzAC] = nsf5_simulationF5(COVER,STEGO,myInfo);
T = toc;

fprintf('----- \n');

fprintf('nsF5 simulation finished\n');
fprintf('cover image: %s\n',COVER);
fprintf('stego image: %s\n',STEGO);
fprintf('PRNG seed: %i\n',SEED);
%fprintf('relative payload: %.4f bpac\n',ALPHA);
fprintf('number of nzACs in cover: %i\n',nzAC);

fprintf('elapsed time: %.4f seconds\n',T);
function [mbal,mba2,mba3]=my_AND(al,a2,a3,bl,b2)
if(a1>0)
ml=mod(al,2);
else
mal=al*-1+1;
ml=mod(mal,2);
end
if(a2>0)
m2=mod(a2,2);
else
ma2=a2*-1+1;
m2=mod(ma2,2);



end
if(a3»>0)
m3=mod(a3,2);
else
ma3=a3*-1+1;
m3=mod(ma3,2);
end
mbl=mod(ml+m2,2);
mb2=mod (m2+m3,2);
if(mbl~=b1&&mb2==b2)
mba2=a2;
mba3=a3;
mbal=al-sign(al);
elseif(mbl==b1&&mb2~=b2)
mba3=a3-sign(a3);
mbal=al;
mba2=a2;
elseif(mbl~=b1&&mb2~=b2)
mba2=a2-sign(a2);
mbal=al;
mba3=a3;
else
mbal=al;
mba2=a2;
mba3=a3;
end
end
function [AC]=nsf5_simulationF5(COVER,STEGO,message)
output=fopen("test.txt","w");
try
jobj=jpeg_read(COVER);
DCT=jobj.coef_arrays{1}
catch
error('ERROR (problem with the cover image)');
end

AC=numel(DCT)-numel(DCT(1:8:end,1:8:end)); %t EACEREHE, SADCTHHES*8H
AC=AC/(3/2);
if(length(message)>AC)
error('ERROR (too long message)');
end
idD=1;
len=1length(message)
for id=1:2:1len
placel=0;
place2=0;
place3=0;
valuel=0;
value2=0;
value3=0;
Valuel=0;
Value2=0;
Value3=0;
al=message(id);
a2=message(id+1);
while(abs(DCT(idD))<=0)
DCT(idD)=0;
idD=idD+1;
if(idD>=AC)



break;
end
end
placel=idD;
valuel=DCT(idD);
idD=idD+1;
while(abs(DCT(idD))<=0)
DCT(idD)=0;
idD=idD+1;
if(idD>=AC)
break;
end
end
place2=idD;
value2=DCT(idD);
idD=idD+1;
while(abs(DCT(idD))<=0)
DCT(idD)=0;
idD=idD+1;
if(idD>=AC)
break;
end
end

place3=idD;
value3=DCT(idD);
idD=idD+1;

[Valuel,Value2,Value3]=my_AND(valuel,value2,value3,al,a2);
while(Valuel==0||Value2==0| |Value3==0)
if(Valuel==08&Value2~=08&&Value3~=0)
DCT(placel)=0;
valuel=value2;
placel=place2;
place2=place3;
value2=value3;

while(abs(DCT(idD))<=0)
DCT(idD)=0;
idD=idD+1;
if(idD>=AC)
break;
end
end
value3=DCT(idD)
place3=idD
idD=1idD+1;
[Valuel,Value2,Value3]=my_AND(valuel,value2,value3,al,a2);
elseif(Valuel~=08&Value2==08&&Value3~=0)
DCT(place2)=0;
place2=place3;
value2=value3;

while(abs(DCT(idD))<=0)
DCT(idD)=0;
idD=idD+1;
if(idD>=AC)
break;
end

end



value3=DCT(idD);
place3=idD;
idD=idD+1;
[Valuel,Value2,Value3]=my_AND(valuel,value2,value3,al,a2);
elseif(Valuel~=0&8&Value2~=08&&Value3==0)
DCT(place3)=0;
while(abs(DCT(idD))<=0)
DCT(idD)=0;
idD=idD+1;
if(idD>=AC)
break;
end
end
value3=DCT(idD)
place3=idD
idD=idD+1;
[Valuel,Value2,Value3]=my_AND(valuel,value2,value3,al,a2);
elseif(Valuel==08&8&Value2==08&&Value3~=0)
DCT(placel)=0;
DCT(place2)=0;
valuel=value3
placel=place3
while(abs(DCT(idD))<=0)
DCT(idD)=0;
idD=idD+1;
if(idD>=AC)
break;
end
end
value2=DCT(idD)
place2=idD
idD=1idD+1;
while(abs(DCT(idD))<=0)
DCT(idD)=0;
idD=1idD+1;
if(idD>=AC)
break;
end
end
value3=DCT(idD);
place3=idD;
idD=1idD+1;
[Valuel,Value2,Value3]=my_AND(valuel,value2,value3,al,a2);
elseif(Valuel==08&Value2~=08&&Value3==0)
DCT(placel)=0;
DCT(place3)=0;
valuel=value2
placel=place2
while(abs(DCT(idD))<=0)
DCT(idD)=0;
idD=1idD+1;
if(idD>=AC)
break;
end
end
value2=DCT(idD)
place2=idD

idD=1dD+1;



while(abs(DCT(idD))<=0)
DCT(idD)=0;
idD=idD+1;
if(idD>=AC)
break;
end
end
value3=DCT(idD)
place3=idD
idD=idD+1;
[Valuel,Value2,Value3]=my_AND(valuel,value2,value3,al,a2);

elseif(Valuel~=088&Value2==08&&Value3==0)
DCT(place2)=0;
DCT(place3)=0;
while(abs(DCT(idD))<=0)
DCT(idD)=0;
idD=idD+1;
if(idD>=AC)
break;
end
end
value2=DCT(idD)
place2=idD

idD=idD+1;
while(abs(DCT(idD))<=0)
DCT(idD)=0;
idD=idD+1;
if(idD>=AC)
break;
end
end
value3=DCT(idD)
place3=idD

idD=idD+1;
[Valuel,Value2,Value3]=my_AND(valuel,value2,value3,al,a2);
else
DCT(placel)=0;
DCT(place2)=0;
DCT(place3)=0;
while(abs(DCT(idD))<=0)
DCT(idD)=8;
idD=idD+1;
if(idD>=AC)
break;
end
end
valuel=DCT(idD)
placel=idD

idD=idD+1;
while(abs(DCT(idD))<=0)
DCT(idD)=0;
idD=idD+1;
if(idD>=AC)
break;
end

and



value2=DCT(idD)
place2=idD

idD=idD+1;
while(abs(DCT(idD))<=0)
DCT(idD)=0;
idD=idD+1;
if(idD>=AC)
break;
end
end
value3=DCT(idD)
place3=idD

idD=idD+1;
[Valuel,Value2,Value3]=my_AND(valuel,value2,value3,al,a2);

end

end

templ=message(id);

temp2=message(id+1);

DCT(placel)=Valuel;

DCT(place2)=Value2;

DCT(place3)=Value3;
end

try
jobj.coef_arrays{1}=DCT;
jobj.optimize_coding=1;
jpeg_write(jobj,STEGO);
catch
error('ERROR (problem with saving the stego image)')
end
end
function res=invH(y)
to_minimize=@(x) (H(x)-y)"2;
res=fminbnd(to_minimize,eps,0.5-eps);
end
function res=H(x)
res=-x*log2(x)-(1-x)*log2(1-x);
end
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STEGO="stego.jpg"';
output=fopen("secret.txt","w");
SEED=99;
mlen=80;
tic;
messageste=nsf5_extract(STEGO,mlen);
length(messageste)
for j=1:length(messageste)
if(rem(j,8)==0)
fprintf(output, "%d" ,messageste(j));
%fprintf(output, ‘\r\n');
continue
end
fprintf(output, "%d",messageste(j));

end

%fscanf(output, '%s',messageste);
T=toc;

fprintf('------- \n");

fprintf('nsF5 extract finished\n');
fprintf('elapsed time:%.4f seconds\n',T);
fclose(output);
function message=nsf5_extract(STEGO,mlen)
try
jobj=jpeg_read(STEGO);
DCT=jobj.coef_arrays{1};
catch
error('ERROR (problem with the STEGO image)');
end

AC=numel (DCT)-numel(DCT(1:8:end,1:8:end));
idD=1;
for id=1:mlen
while(abs(DCT(idD))<=1)
idD=idD+1;
end
if(DCT(idD)>0)
if(mod(DCT(idD),2)==1)
message(1,id)=1;
else
message(1,id)=0;

end
else
if(mod(DCT(idD),2)~=1)
message(1,id)=1;
else
message(1,id)=0;
end
end
idD=idD+1;
end
end
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STEGO="stego.jpg"';
output=fopen("secret.txt","w");
SEED=99;
mlen=80;
tic;
messageste=nsf5_extractF4(STEGO,mlen);
length(messageste)
for j=1:length(messageste)
if(rem(j,8)==0)
fprintf(output, "%d",messageste(j));
%fprintf(output, ‘\r\n');
continue
end
fprintf(output, "%d",messageste(j));
end
%fscanf(output, '%s',messageste);
T=toc;
fprintf('------- \n');
fprintf('nsF5 extract finished\n');
fprintf('elapsed time:%.4f seconds\n',T);
fclose(output);
function message=nsf5_extractF4(STEGO,mlen)
try
jobj=jpeg_read(STEGO);
DCT=jobj.coef_arrays{1};
catch
error('ERROR (problem with the STEGO image)');
end

AC=numel (DCT)-numel(DCT(1:8:end,1:8:end));
idD=1;
for id=1:mlen
while(DCT(idD)==0)
idD=idD+1;
end
DCT(idD)
if(DCT(idD)<@)
if(mod(DCT(idD),2)==1)
message(1,id)=0;
end
if(mod(DCT(idD),2)==0)
message(1,id)=1;
end

end

if(DCT(idD)>0)

if(mod(DCT(idD),2)==1)
message(1,id)=1;

end

if(mod(DCT(idD),2)==0)
message(1,id)=0;

end

end

idD=idD+1;
end
end
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STEGO="stego.jpg"';
output=fopen("secret.txt","w");
SEED=99;
mlen=80;
tic;
messageste=nsf5_extractF5(STEGO,mlen);
length(messageste)
for j=1:length(messageste)
if(rem(j,8)==0)
fprintf(output, "%d",messageste(j));
%fprintf(output, ‘\r\n');
continue
end
fprintf(output, "%d",messageste(j));
end
%fscanf(output, '%s',messageste);
T=toc;
fprintf('------- \n');
fprintf('nsF5 extract finished\n');
fprintf('elapsed time:%.4f seconds\n',T);
fclose(output);
function message=nsf5_extractF5(STEGO, mlen)
mlen=mlen+3-mod(mlen,3);
try
jobj=jpeg_read(STEGO);
DCT=jobj.coef_arrays{1};
catch
error('ERROR (problem with the STEGO image)');
end

AC=numel (DCT)-numel(DCT(1:8:end,1:8:end));
idD=1;
for id=1:2:mlen
while(DCT(idD)==0)
idD=idD+1;
end
valuel=DCT(idD)
idD=idD+1;
while(DCT(idD)==0)
idD=idD+1;
end
value2=DCT(idD)
idD=idD+1;
while(DCT(idD)==0)
idD=idD+1;
end
value3=DCT(idD)
idD=idD+1;
if(valuel>0)
ml=mod(valuel,2);
else
ml=mod(valuel+l,2);
end
if(value2>0)
m2=mod(value2,2);
else

m2=mod(value?2+1.2):



end
end

end
if(value3>0)
m3=mod(value3,2);
else
m3=mod(value3+1,2);
end
message(id)=mod((m1+m2),2);
message(id+1)=mod((m2+m3),2);
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