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for name in os.listdir(

print name

missing padding = 4 (name) 4
if missing_padding:
name missing padding
print (baseb4.b64decode(name.encode()))
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import os

from PIL import Image

def set_image(in_file, x, y):
code[y][x] in_file

.remove(in_file)

find_right(in_file):
result
pixes Image. (os.path.join(current_path, in_file)).load()

pix = ©
for row in (width):
r, g, b pixes[width-1, row]
pix 1
ifr+g b 255:
pix

for fi in
pixes Image. (os.path.join(current_path, fi)).load()
pix2 (%]
for row in (width):
r, g, b pixes[©, row]
pix2 1
ifr+g b 2558
pix2
if pix pix2:
result fi
.remove(fi)
break
return result

find_bottom(in_file):

result

pixes Image. (os.path.join(current_path, in_file)).load()
pix = ©

for col in




r, g, b pixes[col, width-1]
pix 1
if r+g+b 2550

pix 1

for fi in

pixes Image. (os.path.join(current_path, fi)).load()

pix2 (%]
for col in (width):
r, g, b pixes[col, 9]
pix2 1
ifr+g 255:
pix2
if pix pix2:
result fi
.remove(fi)
break

return result

if _ _name__

current_path r
[name for name in os.listdir(current_path)]

0.5)

code [[ for i in (n)] for i i

width 51

fail False

set_image(
set_image(
set_image(

for y in (n):
if fail:
break
for x in (n):

if code[y][x]
print( (x5 ¥))

if x

code[y][0] find_bottom(code[y-1][0])
else:

code[y][x] find_right(code[y][x-1])

if code[y][x]
fail True




else:
for i in code:

print(i)

if fail:
print( )

image Image.new( , (n*width, n*width), (255, 255, 255))
for y in (n):
for x in (n):
if code[y][x]
p Image. (os.path.join(current_path, code[y][x]))
image.paste(p, (width X, width * y))

image.save(r )
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RIAE —A zip X, F foremost fr &2 B Hisk, BE|—A temp.zip X
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"temp.zip": 112.9 kB (112,890 F75) Zip archive
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MIIEvwIBADANBgkghkiGOWOBAQEFAASCBKkwggSIAgEAACIBAQDAMNbL5qVWICQrX2w69q/7y3ShiIPueptxfAWRQbROre30c6 Uw/oK8weZ
Tx44mOALouhV46KcQJkhrqg80y3s5Y5F VIwWCK766u2WLWV/rWMIUJG 1jDDrRvYPIcQ5UqCp5EDQCioRMGcUZEg2uvi142L DBAaeOLzFM
4e2JczS+0r85mPRrCSxLKLaLwllQnZXIpXSURV/wWihwWR1fJGG8Q+ucEApaXscNCUF44bPm4HPCJ/0mrDCTWH/Y2CPVJkNk+00V7VOtHK
sML4NCNAJH44W/IRwIntNW+N8HrgpRkFughmNjcwliEkrtUKG 1sRCy//WhuDunV2phSRQvHotBZvydAgMBAAECggEBAJyaN3mlkunw+aq7
pKUagv6CzdBGyd9JxDyApk1K7OI8TBhsFM/3tBFeA1Y/Av+uhCLrygrkBye/ic7/+0508S9+egMkRXNHKAuyR3gRikwYVvxEKcJgjZZL RFVyAY
7/IGv4wNBh3bIPDfF 1Dg9szY nkwlHOILEF yemM74AiAYlcqdVdZIE/bq2Z4 JO0tIHCgHZNFQ7 JdRfejNJQVYUDO01Qu5dMtOR4elMdbWkhbVXw
2TEOH7xQxtjwT 6zUrpgEvvO7e3FHEsBIX65VRXRLbvIOoayxcRgX8eJkRi4L/Yzo4KTpEmkduJLXsFwt3aqQTbjZHXOITT4NEdsH2p0TsCA
ECgYEA/e1bszO0a1+cBaDQjQO+Pv9BsJFDB301LGUUHMNS8FDpn3J46UkYyk52vIaOv4 T cjgSSHNIVXWOTDEUKbNF A1HpUxVxiwOBieeh
8Bg3HfXyQBhXvd TD7k0IsDmMEo4UPKYS6D5cYWyrwhd5nCDOLrxebgO75RXL5QEIE+4CVIQkCgYEA3V8R/XKRVJPE4aEeg7pQ4uTvcFx
JENNex<f6K4xpY4LfIclivdecRhC2t1HdR+xSulU/RSaRrzHcw3xg+L 1u00s1t5S7f3nu3aihiXkcgGSqXCZ1VHzBme C40TVsfAybs7qJOXY6T5q
8Mnx20b5Z3IIGuyhjeVatF12Sdz2J/UCgYEAteA15zQ0jSPNH+bgmbBNqtev2GUjSo7 12 UkwrC1nEYQS4cbfPdDCdd0fhMdDXU4vn+WU9Shk
XpmKpCY+AcchblVUNENMK{IB4SHMxqjBia8o1anZ5rknoV8WmJOPdZb YfdxB/KD2ED4DBCF GVILyAyuew1 PfWCodXiP/Z5jgt+kCgYEArsxqo
a00109uiR7u+HsX5INoXT900GY3qQDWjURnaCWywMujRYy5ZwK690A00L RStNUV33K4SAhh8KqSqOh0e+4ckWb5ApflI8cK5a6+v88TO
9X8AAdY5PBG3Teb+vs5zT pMubITCKJIw2YazGT8UyVN8ff53NO9QBoE3hmEyod/ECgYA9kOxyCJzcveKdxry6pjQxk9F Zz3AtEp 1ocV5Vowa
gV+ONez/HccF8GJO8BDqIP6XkcL Utsnp6tYReEICIHKWS C+HWAXIF tm09aEVT Xw+xzl Jb2Sr6gATPWM5qVaubxfsbSmXHWD9iCLhJSorKOR
HZktPbEs5ytDsqBHJ5PFFw==


https://blog.csdn.net/xlvector/article/details/589214

S5 A R TR SO 4 st A8 Eliflag T

import os

import Crypto.PublicKey.RSA
import Crypto.Cipher.PKCS1 v1 5
path 7

[name for name in os.listdir(path)]
flag = b

Crypto.Cipher.PKCS1 vl 5.new(Crypto.PublicKey.RSA.importKey (

message (os.path.join(path,fi), ).read()

flag cipher.decrypt(message,b )
(r 5 ) .write(flag)

Flag Found:
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crc

THBEERE—MINERzipXfF, ZRBIBME, BALK

g/ ok FEEEAN pEETE CRC32
i

I_'| Tt * ] 18 &FE 2017/11/24.. CCBG365B

E bt * 6 18 =& 2017/11/24.. BCEETEDS

I_'| It * ] 18 & 2017/11/24.. CCCATE74

=| converttet * 15,360 1,962 ICEIHE 2017/11/24.. 9EBFAESD

EREE 1.t 2.4xt. 3.t #HAFEFET, W LURIECRCHMEIE SCHEEH R, B TR https:/github.com/theonlypwner/crc32

(python2) C:\Users'28919"Desktop>python crc32. py reverse 0xCCB6365B

4 bytes: {0x65, Oxd7, Oxle, 0xfO}


https://github.com/theonlypwner/crc32

alfrrna+IVr UqJT 8
alternative: QEvF7h
alternative: 2ysXnu
alternative: 3yZiul
alternative: RYDrOf
alternative: WQkoQX
alternative: avuKGt

alternative: d0B75V (
alternative: dSwk4B
alternative: forum_
alternative: go3DvF
alternative: |dpDP2
alternative: rowKtc
alternative: sbbzoz
alternative: yQGFVS

FIRIMERT A forum_Z—NMEREMFR, FESTH forum_
BRSO AR DA BEREAT B ST 4R SR SRR AR SR 53 Sh B AN S

se OxBCEETVEDS

alternative: "VSlDu
alternative: 50TgnD
alternative: 7sQy7Y
alternative: 91ctf_
alternative: AVfsVk
alternative: NSK_u8
alternative: 0YyCje
alternative: PglLPQi
alternative: aYUdmn IDHI
alternative: c425Xo IDHI
alternative: cePT4s
alternative: dizWsP
alternative: ptOSkx
alternative: rTzw3qg

toprpython cre32. py reverse OxCCCATET4
Oxed)
oca l"a'q' I[]hl

: tf cid

HEZERPRBBIFHANEBXHFER: 9ctf_. com_66 & K5 2 forum_91ctf_com_66
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<img
src="data:image/png;base64,\VBORWOKGgoAAAANSUREUgAAARGAAAEY CAIAAAAI7 H7bAAAF ROIEQVR4N03dQY5bNXBAQU+Q+1/Z0U
GlgHgN2eqtoYIjfQfuGIQ/Pro+/cv4P/5609/APgOhAQBIUF ASBAQEgSEBAEhQUBIEP}78G9fX19jnyOXD50nv43Dh7/7 GPKLLnmvSecnyooE
ASFBQEgQEBIERAQBIUFASBAQEgROAIMDJitq8WHF09PJux/I7hPmD8Dr T5QVCQJCgoCQICAKCAGJAKKCgJAGICQIXASKD5bMGQ/U50y
T08mD/YPL/XuTP/EdWpEgICQICAKCQOKAKCAGJAGICQICGKA/KH1aPgsOWDK4XDLhfZ0VCQJICgoCQICAKCAgJAKKCGJAGICQIMSB7OR
xu3dD0qdPTv6ZrEgQEBIERAQBIUF ASBAQEGSEBAEhQaAfyH7 XHZf5Ib2 Tu3EPIVOe+z/hLysSJIQEASFBQEgQEBIEhAQBIUFASBC4HMg
+valy/22wk7PaJTfqPv1E/bliQUJEBASBIQEASF BQEgQEBIEhASBrye2H26WZAS5f9z5M580KXIENAQBIUF ASBAQEGSEBAEhQUBIEBgdy
OYjyMkXnNwuerDkvQ6efgKuWZEgICQICAKCQOKAKCAGJAGICQJICgsDokcWTd63evWBuyfHIBOtmmkuG9desSBAQEgSEBAERQUBIEBAS
BIQEASFB4HIgu8TTF4/e2Won9wvn8g3lex4AKXEnAQBIUF ASBAQEgSEBAEhQUBIEDgdWhzkQOATk/tql2wX3e/pwb L PrEgQEBIERAQBIU
FASBAQEGSEBAEhQeC0Q3Zy0+LkPO7p85aXDH/3HxZ95/r3siJBQEgQEBIENAQBIUF ASBAQEGSEBIHL 4UX3N25ZF Z78PT8dMmyv/MQiwl
YKCAgJAKKCgJAGICQICAKCQOKAKCDwbe+QnRwm7t/4eWfJtmVHF sNPISQICAKCQOKAKCAGJAGICQICgsDIHbJLAYOD9I022H+x73c9AIm
RXfBxQoKAkCAgJAGICQJCgoCQICAKCPR3yNSZVKF 1cgS55Duc3BQ80SXM8a 1 kFASBAQEgSEBAENQUBIEBASBIQEgANASIJVNI16pr
PT/P3WnJR7MGe04ytSBAQEgSEBAEhQUBIEBASBIQEASFBoL9DNp92LRm6E3b1gPnV9+pTr/SPj6yfKigQBIUF ASBAQEgSEBAEhQUBIE
BASBC7vkD1YMj+9s+Qo50MixyNPWnlusYEsfJyQICAKCAgJAKKCgJAGICQICAKC/Q7ZgyWTtUmTM+inL6U9eOLvsiJBQEgQEBIEhAQBIUF
ASBAQEGSEBIHT QHbJrtX9m0yXDC73f4w7 kwedX394KXIEhAQBIUF ASBAQEGSEBAERQUBIEDGNZ)/emjg5G3dywjtpzw2tFy84zIoEASFBQ
EgQEBIEhAQBIUF ASBAQEgQuijyx+emi4uZNOcl/t03t4J9/rE3+yF QkCQoKAKCAGJAGICQJCgoCQICAKCPR3yE7e+HinydbUJbPa3J5dq/mE
7+yFQkCQoKAKCAGJAGICQJICgoCQICAKCPQD2adNDkmX7 DI+mPy TI5xm7 A5 Z+JOEBAEhQUBIEBASBIQEASF BQEgQ+KD2SWTOHWEO
bmVeNKS7b3nr9eKBAEhQUBIEBASBIQEASFBQEGQEBIE+oHsknHnnckhB6e G9Jg9VXvJeB/kO2UIcL 2tF goCQICAKCAGJAKKCGJAGICQIC
AKCX58YTm3w9G2wk/8r9/T+JoVCQJICgoCQICAKCAgJAKKCgJAGICQINAaywHIKRYKAKCAGJAGICQJICgoCQICAKCAGJAKKCWDI60QOES
84L1QAAAABJRUSErkJggg==">
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TRBEBI—BF X, BMEIRIMKEH X, R Vigenere M4 E B W AN, B3 AR M 5 2 i i
https:/Awww.guballa.de/vigenere-solver (FTFFATREH A 18)
HE R WL FEHB KA D WRE, RAETSEEHRE:

Input

Cipher Text:
asgijdvwszjcfxbifkxhpulyayrgscudjclchxbanbagvxwlgsdddbwojaf =
oedajinuycaghvyyvzgjsiguykreryiuweckogadbgkixyzqgoetobycfecqn
rfzevpjclmbkcjokagekxwigivrfjhordvidoypjanatodeduygxsjgfpf
wtryitpxrxeldxksriochukjiocecgqurpnwelsogeumzpokewrixzeemggjw
vmvgdofferjelgszemvaznipxudfjbidkkdapfjupwjcssdghpjkeufdub
wksdrgquzewgkgpevygwnpwsjhrijpmxjxxijgneccruujurdecul fpntwotxml
prhmhjgvhrbdcuxcthkahyfomyrmirrkekaymvardflmfleuyvnzukamnz
txlecghsvanfsjcxhl zcymwagyskluubpmeiyvjowinwlpeirsymzsyxzi
wegrguddaisugfrbnpdaxtsfsukkgyeswengxsexpfrukuzsxhzhjeokme

avnzdoa feumdhxwnhomad fuwviizd zakddwfenoi vdowmia fnesndandeosads sl P
Cipher Variant: |Classica|‘u’igenere V|
Language: English -
Key Length: 3120
le.g. 8orarange e.g. 6-10)
| Break Cipher | | Clear Cipher Text |
B3| % HMBA L

#4H: ohihzkssefkmgxgbkihybnynvndzkdlgvhwhgywaftmeteecqprziczvnmhnzwyasmiwbwvagitejbfofycejjlcbpk

B
aliceleavestheteapartyandentersthegardenwhereshecomesuponthreelivingplayingcardspaintingthewhiterosesonarosetreeredbecauseth
equeenofheartshateswhiterosesaprocessionofmorecardskingsandqueensandeventhewhiterabbitentersthegardenalicethenmeetstheking
andqueenthequeenafiguredifficulttopleaseintroduceshertrademarkphraseoffwithhisheadwhichsheuttersattheslightestdissatisfactionwitha
subjectaliceisinvitedorsomemightsayorderedtoplayagameofcroquetwiththequeenandtherestofhersubjectsbutthegamequicklydescendsint
ochaosliveflamingosareusedasmalletsandhedgehogsasballsandaliceonceagainmeetsthecheshirecatthequeenofheartsthenordersthecatt
obebeheadedonlytohaveherexecutionercomplainthatthisisimpossiblesincetheheadisallthatcanbeseenofhimbecausethecatbelongstothed
uchessthequeenispromptedtoreleasetheduchessfromprisontoresolvethematter

TR AL EAG 2«

Alice leaves the tea party and enters the garden where she comes upon three living playing cards painting the white roses on a rose
tree red because the queen of hearts hates white roses. A procession of more cards, kings and queens and even the white rabbit
enters the garden. Alice then meets the king and queen. The queen, a figure difficult to please, introduces her trademark phrase “off
with his head”, which she utters at the slightest dissatisfaction with a subject. Alice is invited (or some might say ordered) to play a game
of croquet with the queen and the rest of her subjects, but the game quickly descends into chaos. Live flamingos are used as mallets
and hedgehogs as balls, and alice once again meets the cheshire cat. The queen of hearts then orders the cat to be beheaded, only to
have her executioner complain that this is impossible since the head is all that can be seen of him. Because the cat belongs to the
duchess. The queen is prompted to release the duchess from prison to resolve the matter.

F3)IXAHE Google tHAERE 2R Z W4 B llE, FLLFRA Alice’s Adventures in Wonderland, A BIE K Hk
NG, BBRERIRNZEHANENER fag

LCTF{osqgjdcsvzjxtkoutsvdmoqcegnqc}

REDH
TRAEH ARG, SWRSQUENKTR, AR EARSERRRIEHTTPIR S


https://www.guballa.de/vigenere-solver
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B : ascii(substring((sele Okeyi 0
B %:3fid=1"%20and%20ascii{substring((select?®%20keyid%20from%:20flag?

s20ascii(substring((select

Dascii{substring((select
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RBIHEE A B

#4927 F1518 T WIS JE 2 & BUN html FTFFXF HE—TF

WELCOME SQLI

nothing

WELCOME SQLI

EREwelcome to sanya

BRHS18F MM A RN TFERGER
H dir | findstr 518 #TENtH BT A 518 HISCH (Linux FA Is -1 | grep 518 )
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102 108 97 103 123 99 50 98 98 102 57 99 101 99 100 97 102 54 53 54 99 102 53 50 52 100 48 49 52 99 53 98 102 48 52 54 99 125
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flag{c2bbf9cecdaf656cf524d014c5bf046c}



	[CTF] 攻防世界MISC高手区部分题目WriteUp（2）
	目录索引

	7-2
	ewm
	Mysterious-GIF
	crc
	4433
	challenge_how_many_Vigenère
	流量分析
	未完待续…

